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ABSTRACT

Authenticating a user based on her unique behavioral bio-
metric traits has been extensively researched over the past
few years. The most researched behavioral biometrics tech-
niques are based on keystroke and mouse dynamics. These
schemes, however, have been shown to be vulnerable to
human-based and robotic attacks that attempt to mimic the
user’s behavioral pattern to impersonate the user.

In this paper, we aim to verify the user’s identity through
the use of active, cognition-based user interaction in the au-
thentication process. Such interaction boasts to provide two
key advantages. First, it may enhance the security of the au-
thentication process as multiple rounds of active interaction
would serve as a mechanism to prevent against several types
of attacks, including zero-effort attack, expert trained at-
tackers, and automated attacks. Second, it may enhance the
usability of the authentication process by actively engaging
the user in the process.

We explore the cognitive authentication paradigm
through very simplistic interactive challenges, called Dy-
namic Cognitive Games, which involve objects floating
around within the images, where the user’s task is to match
the objects with their respective target(s) and drag/drop
them to the target location(s). Specifically, we introduce,
build and study Gametrics (“Game-based biometrics”), an
authentication mechanism based on the unique way the user
solves such simple challenges captured by multiple features
related to her cognitive abilities and mouse dynamics. Based
on a comprehensive data set collected in both online and
lab settings, we show that Gametrics can identify the users
with a high accuracy (false negative rates, FNR, as low
as 0.02) while rejecting zero-effort attackers (false positive
rates, FPR, as low as 0.02). Moreover, Gametrics shows
promising results in defending against expert attackers that
try to learn and later mimic the user’s pattern of solving
the challenges (FPR for expert human attacker as low as
0.03). Furthermore, we argue that the proposed biometrics
is hard to be replayed or spoofed by automated means, such
as robots or malware attacks.
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1. INTRODUCTION

Behavioral biometrics is one of the most active research
topics in the area of user authentication. The most stud-
ied behavioral biometrics technique is keystroke dynamics
[2,20], a method in which the typing patterns are used to
build a unique signature of a user, that can be used for point-
of-entry authentication (e.g., when combined with the dy-
namics involved in typing a password). Other widely stud-
ied behavioral biometrics techniques include mouse move-
ment patterns [35], and swiping patterns [11] for touchscreen
devices. However, these existing behavioral biometrics ap-
proaches have two fundamental limitations, which have pos-
sibly prevented their transition into real-world application
despite significant research:

e The false negative rate (i.e., the possibility of falsely
rejecting the legitimate user) is relatively high, which
undermines the overall usability and real-world accept-
ability, as users may fail to login to their accounts on
a relatively frequent basis.

e The false positive rate (i.e., the possibility of falsely
accepting a “different user”) is relatively high, which
weakens the overall security. In addition, and per-
haps more seriously, a determined attacker (a human
or a bot) can deliberately/actively mimic the user’s
activities (e.g., typing or swiping) and compromise
the authentication functionality, for instance, based on
the global characteristics of typing patterns as shown
in [29], or a user-specific (previously leaked) authen-
tication template as shown in [31]. Existing schemes
have also been shown vulnerable to internal attacks
where the device from which the users logs in is itself
compromised with a malware [19].

These limitations stem from the fact that existing behav-
ioral authentication approaches lack enough randomization
and identifying “cues”; especially when the duration of input
is short (e.g., for point-of-entry authentication), necessary to
uniquely identify the user, negatively affecting user experi-
ence and facilitating passive and active adversarial spoofing.

In this paper, to overcome the limitations of the cur-
rent behavioral biometrics systems, we propose Gametrics,
a novel system of interactive game-based behavioral biomet-
rics. Whenever users wish to authenticate to a device or ser-
vice, Gametrics would simply request them to play a short
and simple cognitive game. Once identified, permission to
access an account or device can be granted via a back end
database as is done with existing behavioral biometric solu-



tions. Games are a good platform for the purpose of authen-
tication since web browsers and touch screen devices fully
support them.

In contrast to traditional behavioral biometrics, due to
their randomized, dynamic, interactive and cognitive nature,
cognitive games offer an attractive platform using which suf-
ficient cues in a short period of time could be extracted.
In our proposed Gametrics system, the users will be au-
thenticated based on their multiple multi-modal gameplay
patterns as well as mouse dynamics. Specifically, Gamet-
rics utilizes various characteristics of the users’ interactions
with the games: (1) active and idle time [6]; (2) cognitive
abilities [1], such as visual search, and working memory &
information processing speed, and (3) mouse dynamics, such
as mean click length, average click rate, as well as distance,
speed, and angle at which the mouse is moved [24,26]. This
type of data is already being collected and mined by video
game companies for marketing [10, 12] and quality control
purposes, which supports the plausibility of gaming-based
biometrics as a general authentication solution deployable
in the near future. As an example, the Valve Corporation
collects extensive information on users through its Steam
platform and publishes real time statistics for its most pop-
ular games online [32].

Gamelrics provides significant advantages in terms of se-
curity and usability of the user authentication process. First,
it can significantly help improve the security of authentica-
tion in comparison to existing solutions. Gametrics can be
utilized as a stronger behavioral biometrics [2,20] since the
active, multi-round, interaction with the games is unique
per user. Moreover, by using games that contain moving
objects or objects that are placed at random locations when
combined with passwords, the level of randomization may
serve as a defense against key loggers [19] or side-channel at-
tacks (i.e., attacks that try to deduce the entered password
on touch screen devices based on the locations the user has
pressed on the screen [15,21]), replay attacks and spoofing
attacks [19, 29].

Second, engaging the user in the user authentication pro-
cess via interactivity may enhance the level of user experi-
ence. For example, interactive solutions may be more suit-
able for small touchscreen devices, where reading/entering
text might be challenging. Moreover, the interactivity makes
it possible to extract enough information to identify the user
within a short period of time.

To summarize, there are many unique advantages of Ga-
metrics over known biometrics systems (behavioral or other-
wise). First, the use of multiple multi-dimensional, explicit-
implicit, game play features when “fused” together could sig-
nificantly reduce the false negative rates and thus improve
usability, when compared to existing behavioral biometrics.
Second, such fusion could significantly reduce the false posi-
tive rates, thereby improving the security. Especially, spoof-
ing the user (either automatically or manually) may become
very hard given that the attacker would have to simultane-
ously mimic multiple subtle user interaction patterns (cor-
responding to the different underlying features). Moreover,
the dynamic and interactive nature of the game makes it dif-
ficult for an attacker to simply “replay” a previously learned
template or game session, unlike static passwords or key-
board dynamics mechanisms. Third, the interactive element
of the underlying games may further enhance the usability
and promote user acceptability.

While Gametrics can be built using different forms of cog-
nitive games and puzzles, in this paper, as our authentica-
tion object, we use the Dynamic Cognitive Game (DCG)
notion recently introduced in [18] for the purpose of building
CAPTCHA (not user authentication) schemes. DCG games
involve objects floating around within the images, where the
user’s task is to match the objects with their respective tar-
get(s) and drag/drop them to the target location(s) (exam-
ples shown in Figure 1). We investigate the applicability of
using such simple constructs to extract a user’s unique bio-
metric information based on multi-modal user interactions.
We model and analyze the security of our multi-modal game
biometrics with respect to spoofing attacks, where the at-
tacker deliberately attempts to mimic the victim user’s game
play interaction patterns. We argue that attacking the pro-
posed biometrics with automated means would be hard as
the bot would require solving a CAPTCHA as well as mim-
icking the user interaction with the challenge. Moreover,
the randomization in the challenges would prevent attacks
that involve recording the user interaction with the challenge
and then replaying the recorded data later to authenticate
the attacker [18]. As authentication applications, Gamet-
rics is suitable for point-of-entry login. It could also be a
promising and a natural solution for the difficult problem of
fall-back authentication (e.g., needed to retrieve a forgotten
password) [25,27,28].

Our Contributions: We believe that this paper makes the
following key contributions to the field of user authentication
in general and behavioral authentication in particular:

1. Gametrics Design and Implementation: We design and
implement a Gametrics system based on simple DCGs
to capture the unique user interactions. Our system is
built using machine learning techniques and extracts
a total of 64 features from each game challenge solv-
ing instance that capture the multiple unique cognitive
abilities and the mouse dynamics of the users.

2. BEvaluation of Gametrics under Benign Settings and
Zero-Effort Attacks: We collect a comprehensive data
set from a total of 118 users (98 Amazon Mechanical
Turk (AMT) online workers and 20 University lab par-
ticipants), and show that Gametrics can identify the
legitimate users and the zero-effort attackers (“differ-
ent users”) with a high accuracy (average False Positive
Rate = 0.02, and False Negative Rate = 0.02) within
a short period of time (average around 15 seconds).

3. Ewvaluation of Gametrics under Active Attacks: We
show that Gametrics can thwart active attackers that
deliberately attempt to mimic a user’s interaction with
the challenges in an observation-based attack (attack
success rate as low as 0.03). Furthermore, we ar-
gue that attacking Gametrics using automated mech-
anisms, internal or external, is also a hard task.

Paper Outline: The rest of this paper is organized as fol-
lows. In Section 2, we lay out the design goals and threat
model for our Gametrics system. In Section 3, we describe
the authentication game object (DCGs) used in our system.
This is followed by Section 4, where we describe our data
collection methodology and procedures. Next, in Section 5,
we elaborate on our machine learning techniques and fea-
ture extraction methods to build the Gametrics authenti-



cation model, and provide the classification results in be-
nign setting and against zero-effort passive attackers. In
Section 6, we evaluate Gametrics against active adversarial
attacks that deliberately attempt to mimic a user’s game
play pattern to defeat the authentication system. In Sec-
tion 7, we discuss further aspects of our work and provide
future research directions. In Section 8, we provide a litera-
ture review on different forms of prior behavioral biometric
systems. Finally, in Section 9, we conclude our work high-
lighting the main take away points.

2. DESGIN GOALS & THREAT MODEL

A core objective of Gametrics is to improve the usability
and the security of user authentication process (especially
that of behavioral biometrics authentication). As such, our
aim is to design and develop an interactive behavioral bio-
metrics system that possesses the following properties:

1. Usability: The user has to be identified within a short
time and with high accuracy.

2. Security against Zero-Effort Attacks: Any bio-
metrics scheme should be able to distinguish between
different users. That is, one user (potentially an at-
tacker) should not be able to log in as another user (a
victim).

3. Security against Shoulder-Surfing Attacks: An
external attacker who monitors the user while she is
authenticating herself to the system, should not be
able to mimic and impersonate the user at a later point
of time.

4. Security against Automated Attacks: We aim to
provide security against sophisticated attacks where
the attacker steals a user’s authentication template
(e.g., by hacking into the device or server that stores
this template) and tries to authenticate itself in an au-
tomated manner to the system.

5. Security against Internal Attacks: We aim to pro-
vide security against internal attacks, such as a mal-
ware residing on the authentication terminal itself that
records the user’s valid authentication token/template
and replays it later, or tries to learn the template by
recording one or multiple valid authentication sessions
and then creates an authentication token to authen-
ticate itself as the user. Other forms of behavioral
biometrics schemes have been shown to be vulnerable
to such attacks [19].

3. GAME COGNITIVE TASK

In this section, we elaborate on the design and the imple-
mentation of the interactive DCG constructs we utilized in
our study.

3.1 Cognitive Task Design

We embed the cognitive task in simple web-based games,
following the design presented in [18]. In this design, each of
the game challenges has three target objects and six moving
objects. The user’s task is to drag a subset of the moving ob-
jects (answer objects) to their corresponding target objects.
Solving a challenge require the user to: (1) understand the

content of the images, (2) find the semantic relationship be-
tween the answer objects and the target objects, and (3)
drag the answer objects to their corresponding targets. We
impose a time limit of 60 second to complete each challenge.

We aim to identify the user based on her interaction with
the challenge. Basically, we aim to identify the user based on
her cognitive ability (i.e., the time it takes her to recognize
the objects and perform the required task) and mouse inter-
action (i.e., mouse movement characteristics such as mouse
movement speed and acceleration).

3.2 Cognitive Task Implementation

We implemented the challenges using Adobe Flash Ac-
tionScript3 and the web server using PHP. The challenge
image/frame size is 500 x 300 pixels, the size of each of the
moving object is 75 x 75 pixels and the size of the target
objects is 90 x 90 pixels. The challenge starts by placing the
objects in random locations on the image. Then, each ob-
ject picks a random direction in which it will move. A total
of 8 directions were used, namely, N, S, E; W, NE, NW, SE
and SW. If the chosen direction is one of E, W, S, or N, the
object will move (across X or Y axis) by 1 pixel per frame
in that direction. Otherwise, the object will move V2 =
1.414 pixels per frame along the hypotenuse, corresponding
to 1 pixel across both X and Y axes. This means that on an
average the object moves 1.207 [= (1 x 4 + 1.414 x 4)/§]
pixels per frame. We set the number of frames per seconds
to 40 FPS. The object keeps moving in its current direction
until it collides with another object or with the challenge
border, whereupon it moves in a new random direction.

The challenge starts when the user presses a “Start” but-
ton on the screen center. The challenge ends when the user
drags all the answer objects and drops them onto their corre-
sponding targets, in which case a “Game Complete” message
is provided or timeout is reached, in which case a “Time Out”
message is provided.

After the user performs an object drag/drop, the chal-
lenge code sends to the server the identifier of the ob-
ject and the drop location. The server checks the cor-
rectness of the drag/drop and gives feedback to the chal-
lenge code. If the web server confirms that the object
was dropped on its corresponding target, the object dis-
appears giving feedback to the user that he performed a
correct action. After the user drags and drops all the an-
swer objects to their corresponding targets, the challenge
code sends to the server the log of the gameplay. The
gameplay log contains the objects locations, the mouse lo-
cation and status (up/down) at each time interval to the
server. The server utilizes this log to authenticate the user.
The timestamps were generated from multiple events lis-
teners: MouseEvent.CLICK, MouseEvent. MOUSE_UP, and
MouseEvent. MOUSE_MOVE.

For the purpose of our study, we implemented six in-
stances of the explained challenges that can be categorized
into three categories (two instances of each category) de-
scribed below. A sample of each of the implemented cate-
gories is shown in Figure 1.

e Brands: The targets are popular worldwide brands
and the objects are commercial products (e.g., Nike
and Nike shoes).

e Animals: The targets are real animals and the mov-
ing objects are cartoon animals (e.g., lion and Lion
King).



(a) Brands

(c) Professions

Figure 1: Challenges instances. Targets, on the left, are
static; moving objects, on the right, are mobile. The user
task is to drag-drop a subset of the moving objects (answer
objects) to their corresponding targets

e Professions: The targets are professionals and the
moving objects are tools (e.g., taxi driver and taxi).

4. DATA COLLECTION

As a pre-requisite to building and testing our Gametrics
system, we pursued data collection from human users, in
both online and lab settings. In this section, we elaborate
on our data collection methodology, and the characteristics
of the collected data set.

The participation in our two studies was voluntary, and
standard ethical procedures were fully followed, e.g., partic-
ipants being informed, given choice to discontinue, and not
deceived. The studies was approved by our university’s In-
stitutional Review Board. The data collection experiments
were divided into four phases. First, we subjected the par-
ticipants to a consent form. Then, we asked the partici-

Table 2: Summary of the Collected Data Sets

# Users Solving Time(s) | Completed
Mean (std) Challenges
. Day 1 98 7.39 (3.55) 5839
Online
Stud Day 2 62 7.23 (2.77) 2209
Y Day 3 29 7.65 (2.98) 1028
Lab Study 20 7.66 (3.45) 1200

pants to go through a tutorial and fill up a demographics
form. Next, we asked the participants to solve several in-
stances of the game challenges explained in Section 3.2. At
the end of the study, we asked the participants to fill-out a
survey form about their experience. The survey contained
the 10 System Usable Scale (SUS) [4] standard questions,
each with 5 possible responses (5-point Likert scale, where
strong disagreement is represented by “1” and strong agree-
ment is represented by “5”). SUS is a standard questionnaire
to measure the usability of software, hardware, cell phones
and websites, and it has been deployed in many prior se-
curity usability studies. Moreover, specific to our study,
we added two questions to the survey in order to measure
the easiness and playfulness of the challenges. As the par-
ticipants played the game challenges, all of their gameplay
mouse events were recorded in the background.

Table 2 summarizes the characteristics of the data col-
lected during the two studies. The total number of partici-
pants is 118 (98 in online study and 20 in lab study). The
participants successfully completed a total of 10276 chal-
lenges (9076 in online study and 1200 in lab study). The
average time to complete a game challenge was around 7.5
seconds.

For our online data collection study, we utilized the Ama-
zon Mechanical Turk (AMT) service to recruit the partic-
ipants. The aim of our online study was to evaluate the
applicability of identifying the user based on the way she
interacts with the posed game challenges. Moreover, we
wanted to determine how our system would perform in a
longitudinal setting, over multiple sessions/days. Therefore,
we created a total of three Human Intelligence Tasks (HITs)
distributed over three days. The first HIT was created with
100 assignments to have 100 unique workers. We gathered
98 valid submissions until the HIT expired. The workers
were directed to the website hosting the study. They were
required to solve a tutorial, fill a demographics form and
play 60 instances of our challenges. The order of presenting
the challenges to the participants was random. Finally, the
participants filled out the survey. On the next two days,
we sent the participants emails asking them to participate
in the follow-up study. However, we asked them to solve
36 challenges rather than 60 challenges in this round. 62
participants performed the study on the second day and 29
performed the study on the third day. We paid each par-
ticipant $1.0 for the first HIT, and $0.5 each for the second
and third HIT.

The participants in our online study were from various age
groups, education levels and backgrounds. Age group: 1% <
18, 20.4% 18-24, 38.8% 25-34, 32.7% 35-50 and 7.1% > 50.
Gender: 58.2% male and 41.8% female. Education: 26.5%
high school graduate, 58.2% hold bachelor degree, 14.3%
hold master degree and 1% hold a PhD degree. The partici-
pants were from various backgrounds such as Computer Sci-



Table 1: The Features Utilized for Classification

| | Feature | | Description
¢ | Time number Time taken to complete the challenge
:-E Time first action number The timestamp of the first mouse event after the game start
go Time first drag number The timestamp of the first drag
Q . . .
O | Time between drags mean, std, min, max | Times between drops and start of drags
Speed drag mean, std, min, max | Speed while dragging
= | Speed move mean, std, min, max | Speed while moving
-E Acceleration drag mean, std, min, max | Acceleration while dragging
o . . . . .
& | Acceleration move mean, std, min, max | Acceleration while moving
-
9 | Difference timestamp mean, std, min, max | The difference between each consecutive recorded timestamps
£ | Move silence mean, std, min, max | The times between consecutive timestamps while the mouse is moving
2 Drag silence mean, std, min, max | The times between consecutive timestamps while dragging
2 . . . . . .
© | Pause and drag mean, std, min, max | The times between approaching the object and click on it
= Pause and drop mean, std, min, max | The times between approaching the target and drop
Angle mean, std, min, max | The angles between each three consecutive points
. . . The difference between the distance traveled while dragging and the
Drag distance to real distance | mean, std, min, max . R R .
- straight line connecting the start and end points of the drag
Q . . . The difference between the distance traveled while moving and the
X | Move distance to distance mean, std, min, max . R R .
S straight line connecting the start and end points of the move
Distance click object center mean, std, min, max | Distances of the clicks and objects’ centers
Distance drop target center mean, std, min, max | Distances of the drops and targets’ centers
Total distance number Total distance

ence, Engineering, Medicine, Law, Social Science, Finance,
Business, Mathematics, Art, etc. (detailed demographics
information is populated in Table 6 in the Appendix)

For our lab-based study, we collected data from some vol-
unteers recruited from our University. It followed a similar
protocol as the online study, but using a lab computer. We
asked the volunteers to perform a similar task as the task
performed by the AMT workers on the first day. A total
of 20 undergraduate and graduate students as well as some
employees participated in the study. The age of the partic-
ipants ranged between 19 and 50, 13 of them are male and
7 are female, 5 are high school graduate, 8 have bachelor
degree and 7 have master degree. The majority of the par-
ticipants are from Computer Science background (Table 6
in the Appendix). We asked the volunteers to play 60 in-
stances of the challenges using the same computer and same
setting. The aim of this study was to validate the results of
the AMT study. In particular, we mainly wanted to ensure
that the acquired results are not based on the platform and
the setting used in performing the experiment rather than
the different characteristics of an individual’s unique way of
interacting/solving the game challenges.

S. SYSTEM DESIGN & RESULTS

In order to evaluate the applicability of the Gametrics as
an authentication scheme, we utilized the machine learning
approach. In this section, we present the features we ex-
tracted from the user’s gameplay logs collected during our
data collection campaign. Then, we discuss the classifica-
tion models and the classifier employed. Finally, we present
the classification results for the benign setting and the zero-
effort attack.

5.1 Feature Extraction

From each instance of the gameplay logs we collected dur-
ing the data collection phase, we extracted a total of 64

features that captures the cognitive abilities as well as the
mouse interaction characteristics of the participants while
they are interacting with the challenges. (The extracted
features are summarized in Table 1.)

As described in Section 3.1, in order to solve a challenge,
the user has to match the answer objects to their corre-
sponding targets. In order to do that, the user has to un-
derstand the content of the images representing the targets
and the moving objects, find the relationship between the
moving objects and the target objects, and then select a sub-
set of the moving objects (the answer objects) and finally
drag/drop them to their corresponding targets. By mon-
itoring the users while solving the challenges (lab study),
we found different users take different approaches to solve
the challenges. For example, some users start by trying to
comprehend the whole challenge and then start the object
matching, while some try to find the answer objects cor-
responding to the target in certain order (i.e., always try
to search for the answer object that corresponds to the top
most target, and then the second and so on), while some
try to pick the object closest to the mouse cursor and then
check if it matches with any of the targets. For visualization
purposes, these differences in the cognitive characteristics of
different users are illustrated in Figure 2.

These different mechanisms of solving the game challenges
are related to the cognitive characteristics of individuals. We
capture these characteristics based on the following features:

1. The time between the user pressing on the start button
and the first recorded mouse event and the time of the
first click/drag. These timing measures capture the
time the participates take to comprehend the challenge
and start solving it.

2. The times between each of the drops and the start of
the next drag (these capture the time the user takes
to find the next answer object).
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Figure 2: An example for illustration of different cognitive characteristics among different users while playing the game
challenges: the time for completing the games and the time spent in drag and time spent in moving the mouse around. We
can see that User 1 took a long time to understand the game (long move segment before the start of the first drag), also took
on average a long time to locate each of the answer objects and to start dragging. User 2 took shorter time to complete the
challenges but committed many mistakes (the user performed exactly 3 drags and drops to complete each challenge, however,
User 2 performed on average more than 5 drags), User 3 completed the games in short time with shorter on average times to

locate the answer objects.

3. The total time taken by the user to complete the chal-
lenge.

The mouse movement characteristics of the users are cap-
tured by following features:

1. The speed and acceleration while the user is searching
for an answer object and while the user is dragging the
object.

2. The duration between each two consecutively gener-
ated timestamps and the “silence” during move and
during drag.

3. The time duration between reaching an object and
clicking on it, and the time duration between ap-
proaching a target object and dropping an answer ob-
ject on it.

4. The angles between the lines that connect each 3 con-
secutive points in the mouse movement trajectory.

Other mixed features are also extracted that relate to both
cognitive and mouse movement characteristics of the partic-
ipants such as the total distance the mouse moved within
a game challenge, the difference between the straight line
connecting the start and the end of a move or a drag and
the real distance traveled. The distance between a click and
the object center, and a drop and the target center.

5.2 Classifier and Metrics

In our analysis, we utilized the Random Forest classifier.
Random Forest is an ensemble approach based on the gen-
eration of many classification trees, where each tree is con-
structed using a separate bootstrap sample of the data. In
order to classify a new input, the new input is run down

all the trees and the result is determined based on majority
voting. Random Forest is efficient, can estimate the impor-
tance of the features, and is robust against noise [16]. Sev-
eral other classifiers were tested during the course of study
such as SVM, Bayes Network, Neural Networks, but Ran-
dom Forest outperformed all of them.

In our classification task, the positive class corresponds to
the gameplay of the legitimate user and the negative class
corresponds to the impersonator (other user / zero-effort at-
tacker). Therefore, true positive (TP) represents the number
of times the legitimate user is granted access, true negative
(TN) represents the number of times the impersonator is
rejected, false positive (FP) represents the number of times
the impersonator is granted access and false negative (FN)
represents the number of times the correct user is rejected.

As performance measures for our classifier, we used false
positive rate (FPR), false negative rate (FNR), precision,
recall and F-measure (F1 score), as shown in Equations (1)
to (5). FPR and precision measure the security of the pro-
posed system, i.e., the accuracy of the system in rejecting
impersonators. FNR and recall measure the usability of the
proposed system as high FNR leads to high rejection rate of
the legitimate users. F-measure considers both the usability
and the security of the system. To make our system both
usable and secure, ideally, we would like to have FPR and
FNR to be as close as 0, and recall, precision and F-measure
to be as close as 1.

FN
FPR=——— (1)
TN+ FN
FNR= 1N @
TP+ FN
. TP
precision = ————— (3)

TP+ FP



Table 3: AMT Study Results: Performance for the classifier for three different classification models. The first part shows the
performance of the classifier using all the features. The next part shows the results of using the features subset that provides
the best average results. The last part shows the result of using the best features subset for each user. For each of the models,
we show the results of using a single challenge and merging of two challenges. Highlighted cells emphasize the most interesting

results.
FPR | FNR | Precion | Recall | F-Measure
Mean (Std)

Day 1 | 0.12 (0.10) | 0.12 (0.16) | 0.88 (0.09) | 0.88 (0.16) | 0.87 (0.12)

Single | Day 2 | 0.11 (0.09) | 0.25 (0.31) | 0.81 (0.24) | 0.75 (0.31) | 0.76 (0.28)

Al fontures Day 3 | 0.10 (0.07) | 0.22 (0.27) | 0.86 (0.14) | 0.78 (0.27) | 0.80 (0.24)
Day 1 | 0.10 (0.13) | 0.11 (0.18) | 0.91 (0.11) | 0.89 (0.18) | 0.88 (0.14)

Merge | Day 2 | 0.09 (0.11) | 0.20 (0.30) | 0.85 (0.23) | 0.80 (0.30) | 0.80 (0.27)

Day 3 | 0.08 (0.10) | 0.22 (0.30) | 0.86 (0.25) | 0.78 (0.30) | 0.80 (0.27)

Day 1 | 0.11 (0.09) | 0.11 (0.15) | 0.89 (0.08) | 0.89 (0.15) | 0.89 (0.11)

Single | Day 2 | 0.18 (0.13) | 0.17 (0.15) | 0.83 (0.15) | 0.83 (0.15) | 0.82 (0.12)

Average overall best Day 3 | 0.10 (0.07) | 0.19 (0.26) | 0.85 (0.18) | 0.81 (0.26) | 0.82 (0.23)
Day 1 | 0.10 (0.13) | 0.09 (0.16) | 0.91 (0.11) | 0.91 (0.11) | 0.90 (0.13)

Merge | Day 2 | 0.12 (0.12) | 0.19 (0.20) | 0.88 (0.12) | 0.81 (0.20) | 0.83 (0.14)

Day 3 | 0.12 (0.18) | 0.18 (0.18) | 0.88 (0.10) | 0.82 (0.18) | 0.84 (0.13)

Day 1 | 0.06 (0.06) | 0.02 (0.04) | 0.95 (0.05) | 0.98 (0.04) | 0.96 (0.04)

Single | Day 2 | 0.09 (0.09) | 0.07 (0.10) | 0.91 (0.09) | 0.93 (0.10) | 0.92 (0.09)

User specific Day 3 | 0.07 (0.06) | 0.07 (0.10) | 0.93 (0.06) | 0.93 (0.10) | 0.93 (0.07)

Day 1 | 0.02 (0.05) | 0.02 (0.05) | 0.98 (0.05) | 0.98 (0.05) | 0.98 (0.04)

Merge | Day 2 | 0.05 (0.09) | 0.04 (0.09) | 0.96 (0.08) | 0.96 (0.09) | 0.96 (0.08)

Day 3 | 0.04 (0.06) | 0.03 (0.05) | 0.96 (0.05) | 0.97 (0.05) | 0.96 (0.04)

our data collection experiment. Each of them completed 60
recall = _re (4) challenges. We divided the collected data into 98 sets based
TP+ FN

precision * recall

()

F-measure = 2% — M8 ———————
precision + recall

5.3 C(lassification Models & Feature Selection

We studied various models of classifications. In the first
model, we utilized all the features explained in Table 1 for
training and later testing the classifier. Second, in order to
improve the accuracy of the classification, we ran a program
to find the subset of features that produces the best classifi-
cation results, as using many features can cause over fitting
of the classifier and therefore reduce the accuracy of the fu-
ture prediction, thus removing some features may improve
the accuracy. Therefore, we report, in the next subsection,
the results obtained by using the subset of features that
produces the best average results across all the participants
(users being authenticated) in the study. Third, we find the
best subset of features that produces the best classification
results per user.

For each of the three classification models, we study the
identification of the user based on a single game challenge
as well as on combining two challenges. As the average time
for solving a challenge is around 7.5 seconds, we believe that
utilizing two instances of the game challenges to identify the
user is not much of an overhead. However, it may improve
the accuracy by doubling the amount of captured interac-
tions between the user and the challenges. In a real-life
authentication application, posing the user with two consec-
utive game challenges captures this scenario.

5.4 Classification Results

Inter-Session Analysis: As mentioned in Section 4, we
collected data from 98 AMT workers during the first day of

on the users’ identities (ids). In order to build a classifier to
authenticate a user based on her gameplay biometrics, we
defined two classes. The first class contains the gameplay
data from a given user (to be identified), and the other class
contains randomly selected gameplay data from other users.

Then, we divided the data into two sets, one for training
and the other for testing. The first 40 gameplay instances
of each participant and 40 gameplay instances of the ran-
domly selected set were used to train the classifier, while
the other 20 are used for testing. We have tested our three
classification models in two settings to evaluate our system.
In the first setting, we used a single gameplay instance to
authenticate the user while in the second setting, we used
two instances of the gameplay to authenticate the user. The
merging is done by averaging all the features from the two
instances.

The results are shown in the first row (“Day 1”)of each
block in Table 3. We see that utilizing two gameplay in-
stances is consistently better than using a single instance.
Also, we find that the user-specific model outperforms both
the other models (using all the features and using the
features that provide the best average over all results).
Thereby, the best results are acquired by using the user-
specific model and merging two challenge instances in which
both the false positive rate and false negative rate = 2%.

Intra-Session Analysis: Our other main goal was to check
the accuracy of the classifier over multiple sessions. As men-
tioned in Section 4, 62 AMT workers participated in the
study in the second day and 36 participated in the study in
the third day. For each of these users, we used the data of
the gameplay of the previous day(s) to train the classifier
and then we tested the classifier with the data collected in
the next day(s).



Table 4: Lab-Based Study Results: Performance for the classifier for three different classification models. The first part shows
the performance of the classifier using all the features. The next part shows the results of using the features subset that
provides the best average results. The last part shows the result of using the best features subset for each user. For each of
the models, we show the results of using a single challenge and merging of two challenges. Highlighted cells emphasize the

most interesting results.

FPR | FNR | Precion | Recall | F-Measure
Mean (Std)
All features Single | 0.20 (0.12) (0.14) | 0.80 (0.10) | 0.77 (0.14) | 0.78 (0.10)
Merge | 0.15 (0.18) (0.16) | 0.87 (0.15) | 0.84 (0.16) | 0.84 (0.13)
Average overall best Single | 0.18 (0.13) (0.14) | 0.82 (0.11) | 0.78 (0.14) | 0.80 (0.10)
Merge | 0.14 (0.15) (0.14) | 0.88 (0.12) | 0.84 (0.14) | 0.85 (0.10)
User specific Single | 0.11 (0.09) (0.09) | 0.90 (0.08) | 0.92 (0.09) | 0.91 (0.06)
Merge | 0.04 (0.08) (0.08) | 0.97 (0.06) | 0.95 (0.08) | 0.95 (0.05)

The results are shown in the second and third rows (“Day
2” and “Day 3”) in each block in Table 3. We find that the
performance of the classifier degrades slightly compared to
the first day, inter-session analysis. Also, we still found that
merging two instances provides better results than using a
single instance. The best results are again acquired by using
the user-specific model and merging 2 instances. For the
second day, False Positive Rate = 0.05 and False Negative
Rate = 0.04 and for the third day False Positive Rate = 0.04
and False Negative Rate = 0.03.

Lab-based Study Analysis: Our lab experiment involved
20 participants who were asked to perform the study in con-
trolled settings. All of the participants were asked to solve 60
challenges using the same PC and same setting with min-
imal distraction. The results of the lab based study are
summarized in Table 4. The results indicate that merging
two challenges and using the user specific model can iden-
tify the user with high accuracy (0.05 False Negative Rate)
and reject the zero effort attackers with high accuracy (0.04
False Positive Rate). The results are in line with the re-
sults acquired from the AMT study, which show that the
performance of the classifier was related to the ability of the
classifier to distinguish users’ unique way of solving the chal-
lenges rather than the platform and the settings they used
while solving the challenges.

5.5 Summary of Results

The results obtained from the classification models show
that Gametrics is a viable form of behavioral biometrics.
The results show that the classifier can identify the users
and reject a zero effort attacker with a high overall accuracy,
especially when user-specific models are employed and two
game instances are merged together.

6. IMPERSONATION ATTACKS

In Section 5.4, we demonstrated that Gametrics is robust
against zero-effort attacks, reflected in the low False Positive
Rate. In this section, we analyze the security of Gametrics
against deliberate impersonation attacks

We first considered shoulder-surfing impersonation at-
tacks. During the lab-based study’s data collection, a re-
searcher in our group served the role of an attacker, and
monitored, through video recording, the participants while
they were solving the challenges. For the impersonation at-
tack analysis, the attacker picked one of the participants who
had the most similar features, such as the time duration and

Table 5: Shoulder-Surfing Impersonation Attack Results

FPR
All features Single | 0.15
Merge | 0.07
Average overall best Single | 0.20
Merge | 0.10
User specific Single | 0.31
Merge | 0.03

mouse movement speed, as that of the attacker, and tried to
mimic that participant by solving the challenges in a similar
way as the participant did for 60 times. Making a selec-
tion in this fashion is representative of a powerful scenario
where the attacker targets victims who are easier to attack.
If we can show that our Gametrics system can be resistant
to such a powerful attacker, it may be even more resistant
to other weaker, more realistic attackers who may not have
the capability to make such selections.

The performance of this attack is enumerated in Table 5.
For the user-specific model, the attack success rate came out
to be 0.31 when single instance of the challenges was used by
the classifier, and decreased drastically to 0.03 when merg-
ing of two instances is used by the classifier. There are two
main reasons for the increase in security when merging two
instances. First, the features that were used for the classifi-
cation in the single instance model (i.e., the features subset
that yielded the highest classification accuracy in the benign
and zero-effort case) all related to the mouse movement char-
acteristics, namely, the features used were the drag speed,
the move and the drag acceleration and the drag silence.
However, in the merged instance model, more features were
used by the classifier that relate to both of the cognitive
as well as the mouse movement characteristics of the user,
which made mimicking the victim much harder. Second,
the classifier performs better as using two challenges involve
more interaction between the user and the challenges, and
make the mimicking task much harder for the attacker. In
all the other classification models, we found that the se-
curity provided by merging two challenges was also much
higher than its corespondent in using a single challenge.
This suggests that our Gametrics system can defeat pow-
erful shoulder-surfing attacks with a high probability when
two game instances are merged and when user-specific model
is used.



In practice, it is possible that the attacker resorts to an au-
tomated strategy, for example, the use of robots, rather than
manual shoulder-surfing (which may be a tedious attack any-
way). A robotic attack to compromise behavioral authenti-
cation schemes, specifically touchscreen dynamics, has been
proposed in [29]. Such robots can be built to mimic the
user’s way of interacting with the authentication construct
based on the leaked authentication template. These attacks
have been shown to be able to significantly decrease the per-
formance of touch-based authentication systems. In contrast
to tradition behavioral biometrics where the authentication
construct is static (i.e., PIN or pattern unlock), Gametrics
involves randomization in the object movements as well as
solving a game-based CAPTCHA (DCG) [18]. Thereby, to
build a robot that is able to mimic the user’s interaction
with the games, the robot is required to not only repeat
a previously recorded interaction between the user and the
authentication construct, but also to understand the under-
lying challenge as fast as a human user and then try to
mimic the user’s interaction with the challenge. Although
it is shown in [18] that DCG CAPTCHA can be attacked
using a dictionary-based attack, if the server incorporates a
large database of the challenges and display the challenges
randomly to the user, this task would become hard for the
bot as the dictionary search and the matching between each
of the moving objects and the stored answer objects in the
database would significantly slow down this process. Fur-
thermore, matching each of the answer objects with the an-
swer objects stored in the dictionary requires some amount
of time, for instance in [18] the authors proposed to click
on the object to hold it while performing the object match-
ing. This would make it hard to mimic the user’s “pause
and drag” feature. Based on this analysis, we therefore con-
clude that even automated shoulder-surfing attacks against
Gametrics will not be effective.

The authors of [19] showed that most of the currently pro-
posed behavrioral biometrics schemes (including keystroke
and touchscreen dynamics) are vulnerable to internal,
malware-based attacks. Malware installed on the device (au-
thentication terminal/phone) can record the user’s valid au-
thentication template and replay it later to authenticate it-
self as the user (e.g, replay a “pattern unlock” biometrics [7]),
or learn from multiple interactions between the user and
the device, and then reproduce the new data that has sim-
ilar features to the user’s valid interactions with the device
in order to fool the authentication system (e.g., learn the
user’s typing pattern and then enter another text mimick-
ing the user’s typing style). In contrast to other behavioral
biometrics schemes, the multi-round randomization embed-
ded in the Gametrics challenges as well as the requirement
of solving the underlying game-based CAPTCHA will make
Gametrics robust against such attacks. That is, even having
access to the authentication template or a prior authentica-
tion session data will not be sufficient for the attacker to
impersonate the user in the Gametrics system.

To sum up, Gametrics promises to address many of the
attacks that are known to be a significant concern for tra-
ditional password-based authentication systems as well as
existing behavioral biometrics systems, including:

e User-side attacks, where the attacker observes the vic-
tim as she logs in, through manual or automated mech-
anisms, to learn the user’s input (password in password
system) or learn the way the user provides the input

(biometrics data from the current session in behavioral
biometrics systems). The attacker then attempts to re-
play the information in an authentication session at a
later point of time.

e Server-side attacks, where the attacker hacks into the
web server databases to learn the stored authentication
token (e.g., hash of passwords in password systems and
biometrics template in behavioral biometrics systems).
The attacker then uses this information to run an of-
fline dictionary attack against passwords, or reproduce
the biometric data that matches with the template.

Client-side attacks, where the attacker hacks into the
authentication terminal using which the user is logging
in and learn the user’s input. The attacker then at-
tempts to replay the information in an authentication
session at a later point of time.

7. DISCUSSION AND FUTURE WORK

Efficiency: The proposed Gametrics system can fit well
for many applications noting the short time the user took
to solve the challenges (around 7.5 seconds for a single chal-
lenge and 15 seconds for two challenges). Moreover, the en-
rollment phase consisted of 40 challenges (around 5 minutes
on average) and provided a reasonably high identification
accuracy. In short, building the classifier model, updating
the model with the new data over time (e.g., as the user
logs in by playing new game instances) and testing a new
instance, all take a short amount of time.

User Experience: The Gametrics system also seems to
offer high usability, as the average SUS score came to be
86.11 (standard deviation = 14.12) in the lab-study and
73.95 (standard deviation = 17.14) for the web study. SUS
scores above 70 are indicative of good overall usability. The
score for the playfulness of the challenges came to be 3.36
(standard deviation = 1.40) and the easiness of the chal-
lenges was 4.58 (standard deviation = 0.77). This suggests
that the participants found the game challenges to be very
easy (although not necessarily playful). These results overall
bode well for the user experience of Gametrics.

Application Scenarios: Gametrics can be utilized as a
point-of-entry mechanisms, such as to authenticate the user
to a web server.

Graphical passwords were founded on a psychological
principle that the human brain has superior memory for pro-
cessing visual rather than textual information (see two excel-
lent surveys [3,30]). They can be based on recognition, such
as those involving Random Arts images [23], objects (Pas-
sObjects) [34] and faces (PassFaces) [22], as well as on recall
or cued recall, such as those involving drawings [8,14] and
selection of points on an image (PassPoints) [33]. Gamet-
rics can be integrated with graphical passwords as a second
factor authentication, which would enhance the security of
graphical passwords against shoulder surfing and spoofing
attacks. Further work is needed to realize such two-factor
designs.

Gametrics can be also used as a fall-back authentication
mechanism. In such use case, multiple instances of the chal-
lenges can be presented to the user, since fall-back does not
happen frequently. However, in order to build an up-to-date
classification model for the user, the system may need to ask



the user to solve challenges periodically. Future investiga-
tion is necessary to study Gametrics in the context of such
fall-back authentication applications.

Given the popularity of touchscreen games, Gametrics
would fit well on touchscreen devices. Here, Gametrics can
utilize the various sensors, such as accelerometer and gyro-
scope, available on these devices to measure the users’ im-
plicit interactions with these devices, which when combined
with other explicit touchscreen interaction features may en-
hance the overall classification accuracy and resistance to
attacks. In our future work, we will study the effectiveness
of Gametrics for authenticating the users on such devices.

Recently, Google has announced a plan to eliminate pass-
words by introducing a Trust API that uses a fusion of mul-
tiple biometrics indicators to verify the user’s identity, such
as face recognition and voice patterns, and other behavioral
biometrics such as the gait biometrics [13]. In the future,
we hope that Gametrics can be added to the Trust API by
asking the user to play a game challenge on a periodic basis.

Limitations: Gametrics is similar to any other behavioral
biometrics in that, we believe, it will suffer from a degra-
dation in the accuracy of user identification when the user’s
behavior is undergoing a significant variation, such as chang-
ing emotions [9], falling sick or getting injured. The effect of
behavioral changes on the performance of Gametrics should
be subject to future work.

Future work may also need to be conducted to test the ac-
curacy of the Gametrics classification models when switch-
ing devices or hardware (e.g., different kinds of mouse or
screens).

The results obtained from our study are promising, how-
ever, we believe that further work is needed in order to im-
prove the overall accuracy of user identification. One avenue
in this direction is to add a little more complexity to the
game challenges in order to increase the level of interaction
between the challenge and the user, and thereby improv-
ing the overall usability (False Negative Rate) and security
(False Positive Rate) of the interactive authentication.

8. RELATED WORK

The main aim of behavioral biometrics is to solve the prob-
lems associated with the traditional authentication systems,
such as password leakage or sharing, requirements for extra
hardware in case of traditional biometrics (for example, fin-
gerprint readers or iris scanners). However, most of the pro-
posed behavioral biometrics suffers from various problems,
such as low-level of uniqueness among the users, which yields
to high acceptance rate of illegitimate users (high False Pos-
itive Rate). Moreover, some of the behavioral biometrics
require long interaction time to identify/recognize the users
(up to 20 minutes [5]), which would allow attackers to in-
teract with the system and may cause harm to the system
during that period of time without getting detected.

The most studied approaches for behavioral biometrics are
keystroke analysis and mouse dynamics. Keystroke biomet-
rics identifies the user based on her typing characteristics.
The verification is performed either based on static text (i.e.,
password) or random text (i.e., free text to continuously au-
thenticate the users [17]). The features that are mostly used
are the timing information of key down/hold/up events, time
between the release of a key and the pressing on the next key,
overall typing speed, and frequency of errors [36]. Mouse dy-

namics [35] is another most studied behavioral biometrics.
It is mostly used for continuous authentication by recording
the user interaction with the device transparently. The user
is authenticated based on the general movement, drag and
drop, stillness, point and click.

Other recent research studied user authentication based
on user’s cognitive abilities [1]. In this work, the authors
studied the ability of authenticating the users based on their
cognitive process captured by visual search, working mem-
ory and priming effect on automatic processing. The game
they utilized to capture the users’ cognitive abilities pro-
vides a challenge-response task. In each instance of the
challenge-response, the user is given a challenge, which is an
object. The user’s task is to drag the challenge object onto
the matching object inside the search set. After a valid drop,
the user then receives a gold coin as a reward and deposits
it in a bank. On a correct deposit, the user is challenged
with a new object and the game continues as before. From
the interaction with the challenges, the authors extracted
several features that captures the cognitive abilities of the
users, however, they did not look into the mouse dynamics
biometrics of the users. Although the proposed method can
authenticate the user with high accuracy 0-7.8% FNR and
0-2.3% FPR, the verification time and the enrollment time is
much longer than our Gametrics system. They require 76.7
seconds — 2.5 minutes for verification and 9.8 min — 24.3 min
for enrollment.

The authors in [5] proposed a method to solve account
hijacking and share problems in an online gaming environ-
ment. They propose identifying the user based on her game-
play activities. They show that the idle time distribution
is a representative feature of game players. They propose
the relative entropy test RET scheme, which is based on
the Kullback-Leibler divergence between idle time (i.e., the
idle periods between successive moves of a player controlled
character) distributions, for user identification. Their eval-
uations shows that the RET scheme achieves higher than
90% accuracy with a 20-minute detection time given a 200-
minute history size. Their detection time is much higher
than that in our Gametrics system.

9. CONCLUSION

In this paper, we introduced Gametrics, an interactive bio-
metrics system based on the gameplay pattern of the users
embedded in very simple game constructs. We showed that
incorporating the mouse dynamics with the cognitive mech-
anisms can identify the users with high accuracy within a
short period of time. Moreover, Gametrics provides secu-
rity against multiple forms of vulnerabilities ranging from
zero-effort attacks to expert attacks who try to mimic the
user, even those who hack authentication templates and em-
ploy automated mechanisms such as robots and malware.
The time taken for enrollment and authentication are both
reasonably short. The system seems to provide good user
experience as reflected in the participants’ responses to the
survey.
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APPENDIX

Table 6: Participants demographics

| AMT | Lab |
# Participants | 98 | 20
Age (%)
<18 1.0 0
18-24 20.4 40
25-34 38.8 45
35-50 32.7 15
>50 7.1 0
Gender (%)

Female 41.8 35
Male 58.2 65
Education (%)

High School 26.5 25
Bachelor 58.2 40
Masters 14.3 30
PhD 1.0 5

Background (%)

Computer Science 18.4 80
Engineering 7.1 15
Medicine 6.1 0
Law 6.1 0
Social Sciences 3.1 0
Journalism 3.1 0
Finance 4.1 0
Business 20.4 0
Other 31.6 5




