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Abstract— Mobile ad hoc networks (MANETs) have many
well-known applications in military settings as well as in emer-
gency and rescue operations. However, lack of infrastructure
and centralized control make MANETs inherently insecure,
and therefore specialized security services are needed fortheir
deployment. Self-certification is an essential and fundamental
security service in MANETs. It is needed to securely cope
up with dynamic membership and topology, and to bootstrap
other important security primitives and services (such as secure
routing and group key management) without the assistance of
any centralized trusted authority. An ideal protocol must involve
minimal interaction among the MANET nodes, since connectivity
can be unstable. Also, since MANETs are often composed of
weak or resource-limited devices, self-certification protocol must
be efficient in terms of computation and communication.

In this paper, we propose a power-aware and fully non-
interactive self-certification protocol based on bi-variate
polynomial secret sharing and a non-interactive threshold
signature scheme. In contrast with prior work, our techniques
do not require any interaction and do not involve any costly
reliable broadcast communication among MANET nodes. We
thoroughly analyze our proposal and show that it compares
favorably to previous mechanisms.

Keywords: Security protocol, self-configuration, threshold
cryptography, authentication, key management, ad hoc networks

I. I NTRODUCTION

Unlike cellular networks whose infrastructure includes base
stations or access points, routers and switches that are fixed
and wired together, mobile ad hoc networks (MANETs) are
infrastructure-less and mobile nodes act as wireless routers.
Lack of infrastructure and lack of centralized control, coupled
with a dynamic network topology, result in vulnerabilities
that do not exist in wired networks, and therefore specialized
security services are needed prior to deployment of MANETs.

Self-certification(or self-configurable authentication) is a
fundamental security service in MANETs; it is required to
ascertain membership eligibility and to bootstrap other impor-
tant security services, such as secure routing (e.g., [15],[14])
and secure group communication (e.g., [39], [38]). An example
application of self-certification is in a MANET used for rescue
and disaster recovery. In such an application, a member of
one disaster recovery team (e.g., a policeman) might need to
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be certified by another team (e.g., that of fire-fighters) before
secure communication between the two can be established.

Node certification in MANETs cannot be performed cen-
trally. Requiring constant presence (availability) of a central
fixed entity is not realistic for many types of MANETs due
to a number of reasons. First, such an entity is a single
point of failure. Second, it represents an attractive and high-
payoff target for attacks. Third, topology changes due to
mobility and node outages may cause the central entity to
be unreachable and thus unable to perform its duties in the
parts of a MANET not connected to it. This motivates us
to investigate self-configurable authentication techniques that
function in a distributed or decentralized manner. Since our
emphasis is on security, the natural technology to consideris
threshold cryptography.

The concept of threshold cryptography involves distribut-
ing cryptographic primitives (such as decryption or digital
signatures) in order to secure them against corruption of a
certain number of parties, i.e., a threshold. For example, a(t; n) threshold signature scheme [8] allows, in a group ofn
parties, to share the ability to digitally sign messages in such a
way that anyt parties can do so jointly, whereas, no coalition
of up to (t�1) parties can. Such a threshold signature scheme
is resilient against the so-calledstatic adversarywho corrupts
at most (t� 1) parties in the entire lifetime of the system.

More advancedproactivecryptographic schemes [13] offer
improved resistance against corruptions. Time is divided into
update rounds, and the proactive scheme offers the same
combination of security and robustness even in the presence
of so-calledmobile adversaries[31], which can potentially
corrupt a set of up to (t�1) parties in each update round (e.g,
every day). This is done by theproactive updateprocedure
which involves parties randomly re-sharing the shared secret
at the start of each update round.

Two features of MANETs make self-certification a very
challenging problem. First, MANET devices often have very
weak computational facilities and battery power. Second,
MANET nodes usually function in an asynchronous (on/off)
manner, often becoming temporarily unavailable to one an-
other. Therefore, an ideal solution must be efficient in terms
of both computation and communication1. It must also involve
minimal (ideally,noneat all) interaction among the nodes of
the network which requires synchronous communication.

In this paper, we distinguish between“long-lived” and
“short-lived” MANETs. Long-lived MANETs are formed for

1Communication is directly related to the consumption of battery power in
MANET devices [1].
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the long haul and require strong robustness/resilience. They
need to be protected against powerfulmobile adversaries
through periodic updates of the secret shares possessed by
the nodes [13]. Short-lived MANETs, on the other hand, are
ephemeral and need to be resilient against weakerstatic ad-
versaries. A MANET formed for the duration of a conference
program committee meeting (typically, one day) is one exam-
ple of a short-lived MANET. Another example is a temporary
MANET formed by a group of soldiers on a battlefield as
they stay in close proximity to each other. A squadron of
military aircraft flying in formation also represents a short-
lived MANET. Whereas, a MANET formed by a group of
college students taking part in a semester-long project course
is an example of along-livedMANET. Another example of a
long-lived MANET is a flotilla of merchant vessels or military
ships sailing together, say, across the Pacific Ocean.

A number of self-certification techniques have been pro-
posed in recent years [20], [19], [23], [28], [34], [35] (We
review them in the following section). The focus of these
schemes is on long-lived MANETs. They are based on(t; n)
threshold cryptography and allow any set oft-out-of-n nodes
(called sponsors) to certify a new node by issuing it:

(1) a share of a group secret (to be used in future ad-
missions) through a distributed secret share issuance
protocol, and

(2) a membership certificate or token (to be used for fu-
ture secure communication) through a threshold signing
protocol

Unfortunately, all previous schemes are far from ideal. They
are heavily interactive among the sponsors as far as either
(1) or (2) is concerned. Furthermore, they are computationally
very expensive in performing (2). This severely limits their
practicality.

We observed in [36] that self-certification for short-lived
MANETs can be realized by only issuing node-specific secret
shares (item (1) above) and thus obviating the need for
membership certificate issuance2 in short-lived MANETs. The
nodes can use their secret shares (and/or the group public key)
for the purpose of secure communication with each other.
We constructed an efficient and fully non-interactive self-
certification technique based on bi-variate secret sharingand
evaluated it in the context of short-lived MANETs in [36].
In long-lived MANETs, on the other hand, both node-specific
secret shares as well as certificates are needed. This makes
self-certification process more challenging.

Contributions: In this paper, we extend our approach of [36]
for long-lived MANETs. In particular, we presentfully non-
interactive self-certification protocol for long-lived MANETs
based on bi-variate polynomial secret sharing and threshold
version [4] of the so-called BLS signature scheme [6]. In
contrast with prior work for long-lived MANETs [20], [19],
[23], [28], [34], [35], our protocol does not require any

2In short-lived MANETs, since there is no need for proactive updates, the
polynomial used for sharing the group secretremains constantthroughout the
lifetime of the MANET and the commitment to this polynomial becomes a
part of the group public key. The commitment to each node’s secret share
is derivable from (and thus automatically bound to) the group public key.
Therefore, node-specific membership tokens are not needed.

interaction and do not involve any costly reliable broadcast
communication among MANET nodes. We thoroughly ana-
lyze our proposal via experiments and show that it compares
favorably to previous mechanisms

The scope of this paper is only limited to self-certification
and admission of a new node in a MANET setting. The
complementary problem of distributed node revocation is of
independent interest, which has been addressed in our prior
work [35].

Organization: The rest of the paper is organized as follows:
we first review prior work in Section II. Some cryptographic
background is provided in Section III, followed by the system
and security model in Section IV. We then describe, in Section
V, the proposed self-certification mechanism. The detailed
performance results, analysis and comparison are presented
in Section VI.

II. RELATED WORK

We now review relevant prior work for robust self-
certification in MANETs

A. Interactive Threshold Signing

Zhou and Haas [44] first suggested the use of threshold
cryptography to secure mobile ad hoc networks. They pro-
posed a distributed certification authority (CA) which issues
certificates (using some threshold signature [8] protocol)to
nodes joining the network. The proposed approach is hierar-
chical in the sense that only a selected set of nodes can serveas
parts of the certification authority, i.e., take part in admission
decisions. Moreover, contacting distributed CA nodes in a
multi-hop and ever-changing MANET might not always be
possible. Although quite attractive, this idea is not directly
applicable for the purposes of self-configuration in MANETs.

Kong, et al. considered the same problem in series of
papers [20], [19], [23], [22] and proposed a set of protocols
for providing ubiquitous and robust security services for
MANETs. They adapted the model of Zhou and Haas so that
any node can participate in decision of new node admission,
thus maintaining the true “peer” nature of a MANET and
providing increased availability. The security of their mech-
anism relies upon a specific variant of the proactive threshold
RSA signature scheme. Unfortunately, this scheme is neither
robust [28] (i.e., it can not tolerate malicious nodes) nor
secure [16]. Note that all previously known provably secure
threshold/proactive RSA signature schemes fail to yield self-
configuration for MANETs.

Narasimha, et al. [28] and Saxena, et al. [35] proposed
similar protocols based on threshold DSA [10]. While prov-
ably secure, the solution is quite inefficient since it is heavily
interactive among sponsoring nodes.

B. Non-Interactive Threshold Signing

Out of all the known discrete-logarithm based threshold
signature schemes, i.e., threshold DSA [10], threshold Schnorr
[40], and threshold BLS [4], only the latter is non-interactive.
In [35], Saxena, et al. proposed the self-certificate protocol that
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uses uni-variate polynomial secret sharing [37] and threshold
BLS for certificate issuance. Although this scheme is non-
interactive when issuing a certificate for new node, its dis-
tributed secret share issuance (which we review in Section III-
A) still requires interaction due to the Lagrange interpolation
of uni-variate secret sharing. In the rest of the paper we refer
to this protocol asUnivariate polynomial based threshold BLS
or U-BLS.

The self-certification technique developed in this paper has
completely non-interactive distributed share issuance and cer-
tificate issuance. The proposed technique uses secret sharing
based on so-called bi-variate polynomials. Bivariate polyno-
mials have previously been employed for related purposes in
the literature [2], [27], [3]. In particular, [21] presentsa key
pre-distribution scheme for sensor networks using bi-variate
polynomials [3] in the presence of a centralized authority.
The protocol we propose is fully distributed and allows nodes
in a MANET to readily and efficiently share pairwise secret
keys without any centralized support.

III. PRELIMINARIES

Notation used in the rest of paper is summarized in Table
I.

TABLE I

NOTATION USED IN THE REST OF THIS PAPER.Pi network nodeiidi identity for Pit admission thresholdn total number of network nodesG cyclic group in finite fieldsG1 ; G2 cyclic GDH groups of order qP generator of groupG1ê bilinear map s.t.̂e : G1 � G1 ! G2H hash function such as SHA-1 or MD5H1 special hash function s.t.H1 : f0; 1g� ! G�1xi secret share ofPix(j)i partial share forPi by PjTi membership token forPiPKi temporary public key ofPiSi(m) Pi’s signature on messagemKi;j pairwise key betweenPi andPjEKi;j encryption withKi;j
A. Threshold Secret Sharing

We review Shamir’s secret sharing scheme [37] which is
based on uni-variate polynomial interpolation. We will refer to
it asTSS. To distribute shares of a secretx amongn entities,
a trusted dealerTD chooses a polynomialf(z) over Zq of
degree (t�1): f(z) =Pt�1i=0 aizi (mod q) where the constant
term a0 is set to the network secretx; f(0) = a0 = x. TD
computes each entity’s sharexi such thatxi = f(idi), whereidi is an identifier of entityPi, and securely transfersxi to Pi.
Note that after distributing at leastt secret shares, the dealer
is no longer required.

Then, any set oft entities who have their shares can recover
the secret using the Lagrange interpolation formula:f(z) =Pti=1 xi �i(z) (mod q), where �i(z) = Qtj=1;j 6=i z�idjidi�idj(mod q). Sincef(0) = x, the shared secret may be expressed

as: x = f(0) = Pti=1 xi �i(0) (mod q) Thus, the secretx
can be recovered only if at leastt shares are combined. In
other words, no coalition of less thant entities yields any
information aboutx.

The distributed share issuance protocol based on uni-variate
polynomial interpolation (as proposed in [20], [19], [23])is
reviewed as follows.Pj , who does not yet have its sharexj ,
can become a bona fide member node, who can participate in
future node admission, when it obtainst partial secret shares
from neighboring nodePi. To do this,Pi providesPj with
its partial secret sharex(i)j as:x(i)j = xi�i(idj) (mod q). By

combining thesex(i)j -s, Pj obtains its secret sharexj such

thatxj =Pti=1 x(i)j (mod q). However, when eachPi issuesPj a partial sharex(i)j , Pj (or an adversary who corruptsPj)
can easily recoverxi (which is Pi’s secret) and in turn the
network secretx; since �i(idj) is publicly known,Pj can
obtain xi by dividing x(i)j by �i(idj). To remedy this,Pi-s
must apply a technique specified in [20] to randomizexj-s. We
call it random shufflingin the rest of this paper. The detailed
procedure is as follows: each pair of neighboring nodes (Pi,Pk) securely exchange a shuffling factorrik . One of the pair
addsrik to its partial share and the other subtractsrik from its
partial share. ForPi, there are total oft� 1 shuffling factors
and it must apply all of them, by either addition or subtraction,
to its partial sharex(i)j . The result is a completely-shuffled

partial share~x(i)j = x(i)j +Ptk=1;k 6=i sign(idi � idk)rik wheresign(x) = 1 if x > 0 and sign(x) = �1 if x < 0.
Therefore, oncePj receivest shuffled partial shares~x(i)j -

s, it recovers its own share as:
Pti=1 ~x(i)j = Pti=1 x(i)j +Pti=1Ptk=1;k 6=i sign(idi � idk)rik = Pti=1 x(i)j + 0 = xj .

Note that the protocol requires “random shuffling”, is interac-
tive among sponsoring nodes and requires heavy communica-
tion.

B. Elliptic Curves

Our cryptographic protocol is based on the Discrete-
Logarithm problems in Elliptic Curves (EC). We briefly review
the underlying problems. For a primep > 3, an elliptic curveE(Fp ) over the fieldFp 3 consists of a set of points(x; y) withx; y 2 Fp which satisfy the equationy2 = x3+ax+ b where
the discriminant4a3+27b2 6= 0. E(Fp ) constitutes an Abelian
group under the point-addition [18] operation with the point
infinity as the identity of the group. The order of this group is
denoted by#E(Fp ). The domain parameters are represented
by (p; Fp ; a; b; P; q) whereP 2 E(Fp ) has prime orderq such
that q divides#E(Fp ).

Let G be a cyclic groupG which is a subgroup of the points
generated byP 2 E(Fp ) of orderq.

Definition 1 (EC-DL Problem):Given a pair ofG elements(P; aP ) for a 2 Z�q, find a. If this problem is hard, we say
the EC Discrete Logarithm (EC-DL) assumption holds inG .

Definition 2 (EC-CDH Problem):Given a triple(P; aP; bP ) for a; b 2 Z�q, computeabP . If this problem

3Some elliptic curves are defined over extension fieldsF2m and F3m ,
wherem is a positive exponent.
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is hard, we say the EC Computational Diffie-Hellman
(EC-CDH) assumption holds inG .

Definition 3 (EC-DDH Problem):Given a quadruple(P; aP; bP; 
P ) for a; b; 
 2 Z�q, decide whether
 = ab. If
this problem is hard, we saythe EC Decisional Diffie-Hellman
(EC-DDH) assumption holds inG .

Definition 4 (EC-GDH Problem):Given a triple(P; aP; bP ) for a; b 2 Z�q, find abP with the help of a
EC-DDH oracle (which answers whether a given quadruple
is a EC-DDH quadruple or not). If this problem is hard, we
say the EC Gap Diffie-Hellman (EC-GDH) assumption holds
in G .

C. BLS Signature Scheme

Our self-certification technique is based on a threshold
version [4] of the BLS signature scheme [6]. BLS signature
scheme was proposed by Boneh, et al. [6]. It is a short
signature scheme that works in a EC-GDH groupG of orderq and a generatorP . In short, the scheme operates as follows:� Key Generation.Pick randomx 2 Z�q and computeQ =xP . x is the private key andQ is the corresponding public

key.� Signing. To sign a messagem, compute� = xH1(m),
whereH1 is a special hash function that maps binary
strings onto points inG 1 . � is the signature onm.� Verification. Given (P; Q; m; �), check ifê(Q;H1(m)) = ê(P; �).

IV. SYSTEM AND SECURITY MODEL

The basic operations in our self-certification protocol in-
volve only a set of secret share holders. An admission thresh-
old (t) is an important system parameter that needs to be
carefully tuned. The self-certification protocol is composed of
the following steps:

Secure Channel

Pn+1Pn+1

xn+1 , Tn+1

JOIN_REQ

JOIN_RLY quorum of 
t nodes

Pn

xn , Tn

PnPn

xn , Tn

P1

x1 , T1

P1

x1 , T1

Pi

xi , Ti

Pi

xi , Ti

Pi+1

xi+1 , Ti+1

Pi+1

xi+1 , Ti+1

Pn-1

xn-1 , Tn-1

Pn-1Pn-1

xn-1 , Tn-1

P2

x2 , T2

P2

x2 , T2

Pi+t-1

xi+t-1 ,Ti+t-1

Pi+t-1

xi+t-1 ,Ti+t-1

mobile nodePiPi

xi            : secret share
Ti : membership token

Fig. 1. High-level View of Self-certification Protocol. A prospective nodePn+1 obtains its secret sharexn+1 and membership tokenTn+1 from a
quorum oft current nodes.

1) Bootstrapping:The network is initialized by either a
trusted dealer or a set of founding nodes. The dealer
or founding nodes initialize the network by choosing
a network secret key, and computing and publishing
the corresponding public parameters [17]. The network
secret is shared among the founding node(s) and the

share possessed by each node is referred to as itssecret
share.

2) Self-Certification:A prospective nodePn+1, who wishes
to join the network, must be issued, over a secure
channel4, 1) its secret share for participating in future
admission or certification of other nodes and 2) a
membership token for authentication and secure com-
munication. Figure 1 gives a high-level overview of
the self-certification protocol. Note that, depending on
the underlying cryptographic technique, this step may
involve multiple rounds and/or co-ordination among the
nodes, who sponsor self-certification ofPn+1.

3) Pairwise Key Establishment:Any pair of nodes, admitted
via the self-certification protocol above, need to estab-
lish shared keys for secure communication with each
other. This functionality can, for example, be applied to
achieve secure routing in MANETs.

A secure self-certification protocol must satisfy the follow-
ing properties:

1) Completeness.When the protocol completes (in poly-
nomial time),Pn+1 has a membership token if at leastt
out of n group members vote in favor of admission. In
addition,Pn+1 also possesses its own secret share that
allows it to take part in future admission decisions

2) Robustness.During the self-certification process, a ma-
licious adversary can easily preclude a prospective node
from being admitted by inserting incorrect partial secret
shares. To prevent this,Pn+1 must be able to verify
the validity of its reconstructed secret share and the
membership token before using them. This feature is
referred to asverifiability in the rest of the paper. In
addition, if the verification fails,Pn+1 must be able to
trace the node(s) who sent the fake information. This
functionality is provided by the so-calledtraceability
feature.
Note thatverifiability is always required and thus must
be included in self-certification process as a normal
operation, whereastraceability is only necessary when a
member detects (via verifiability) that its reconstructed
secret and/or membership token are not valid.

3) Security. The self-certification process must not leak
any information about either the secret share of any
existing node (that takes part in the admission protocol)
or the secretx, even to an adversary who has corrupted
at mostt� 1 existing nodes.

V. NON-INTERACTIVE SELF-CERTIFICATION

In this section, we describe our new self-certification tech-
nique suitable for long-lived MANETs. By coupling the bi-

4One way to set up a secure (secret and authenticated) channelbetweenPn+1 and each sponsor is with device pairing techniques based on out-
of-band (OOB) channels [24], [12], [33], [41]. Alternatively, if Pn+1 and
each sponsor have a common trusted CA, a secure channel can betrivially
established using any secure authenticated key agreement protocol, e.g., [42].
Our self-certification protocol allowsPn+1 to establish secure channels
with any node, once it establishes secure channels with any asubset oft
nodes. Since all communication betweenPn+1 and sponsors in the self-
certification protocol flows over secure channels, “man-in-the-middle” attacks
are prevented.
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variate polynomial based secret share issuance technique with
the non-interactive threshold BLS signature [4], we obtain
a fully non-interactive self-certification protocol. We call the
protocolBivariate polynomial based threshold BLSor B-BLS
in short.

A. Overview

The proposed self-configurable authentication mechanism
avoids interaction among sponsors by using abi-variatepoly-
nomialf(z; y). To distribute shares amongn nodes, a trusted
dealer chooses a large primeq and selects a random sym-
metric bi-variate polynomialf(z; y) =Pt�1�=0Pt�1�=0 f��z�y�(mod q) such thatf(0; 0) = x, where the constantsf��-s
are the coefficients of the polynomial andx is the network
secret. Since the polynomial is symmetric,f�� = f�� for
each�; � andf(z; y) = f(y; z). For each nodePi, the dealer
computes a uni-variate polynomial, called ashare polynomial,xi(z) of degree (t� 1) such thatxi(z) = f(z; idi) (mod q),
and securely transfersxi(z) to each nodePi.

In order to admit a new nodePn+1, a sponsor must issue to
it a share-polynomialxn+1(z) in a distributed manner. This
can be achieved if at leastt nodes providePn+1 with partial
sharesxj(idn+1) such thatxj(idn+1) = f(idn+1; idj) for j 2[1; n℄. Pn+1 can then use the standard Gaussian elimination
procedure [32] to computef(idn+1; z), which is the same asf(z; idn+1) (since the polynomialf(z; y) is symmetric) and
thus obtain its share-polynomialxn+1(z) = f(z; idn+1) fromt partial sharesxj(idn+1). Unlike U-BLS, this schemedoes
not require any interaction among the admitting nodes.

In addition to the share polynomial,Pn+1 also needs to
be issued its membership token. This is achieved simply by
executing the threshold BLS signing protocol.

B. Bootstrapping

The network can be initialized by either a single node
called a trusted dealer, denoted byTD, or a set of nodes in
distributed way. For the sake of simplicity, we describe only
the centralized method in this section. In case of decentralized
method, a set oft or more founding nodes agree on a random
bi-variate polynomialf(z; y) using the Joint Secret Sharing
protocol. For more details, refer to [11].

The set-up first involves the following: elliptic curve param-
eters(p; Fp ; a; b; P; q) are chosen, the curve being represented
by a equation:y2 = x3 + ax + b. G 1 is set to be a group
of orderq generated byP , G 2 is a subgroup ofF�p2 of orderq, and ê : G 1 � G 1 ! G 2 is defined to be a public bilinear
mapping [5], [9]. Also,H1 : f0; 1g� ! G 1 is the hash function
that maps binary strings to non-zero points inG 1 . All of this
information is published and all network nodes (as well as
prospective nodes) are assumed to have access to it.

TD computes a two-dimensional sharing of the secret by
choosing a random bi-variate polynomial:f(z; y) = t�1X�=0 t�1X�=0 f��z�y� (mod q)

such thatf(0; 0) = x, for the network secretx. TD computesW�� (�; � 2 [0; t � 1℄), calledwitnesses: W�� = f��P and
publishes theseW��-s.

Next, TD computes ashare-polynomialxi(z) and amem-
bership tokenTi for each nodePi (i 2 [1; n℄). The xi(z) is
simply computed withidi in a way thatxi(z) = f(z; idi).
The procedure to computeTi is as follows: TD generates
public and secret key pair forPi and then computesTi =xH1(idi; PKi; et
:) wherePKi is a Pi’s public key. It then
securelysends each node a distinctxi(z), Ti, and a secret keySKi.5

Note that once the network is initialized,TD must securely
erase the network secretx and all secret coefficientsf�� of
the polynomial. After that,TD is no longer needed.

C. Self-Certification

To join the network,Pn+1 must collect, over secure chan-
nels, at leastt partial shares of the polynomial and partial
membership tokens from the current nodes, respectively. Fig-
ure 2 shows the protocol message flow for the self-certification
process.

1) A prospective node,Pn+1, broadcasts signedJOIN REQ
messagem, which contains its public keyPKn+1 and
identity idn+1 in order to prove the knowledge of the
corresponding private key6.

2) After verifying the signature on theJOIN REQ mes-
sage, each receiving node, (Pi), willing to admit Pn+1
computes apartial sharexi(idn+1) using its ownshare-
polynomialsuch thatxi(idn+1) = f(idn+1; idi). Pi also
issues a membership token forPn+1 via the threshold
BLS signing protocol (refer to Section III-C). It com-
putes the partial membership tokenT (i)n+1 on the request

messagem such thatT (i)n+1 = xiH1(m) wherexi =xi(0). (Note thatT (i)n+1 is computed without Lagrange
coefficient�i(0) which means that the signing does not
require any interaction amongt sponsoring nodes.)
Each sponsorPi then replies toPn+1 with aJOIN RLY
message. Each message is signed by the sender and
contains encryptedxi(idn+1) and partial membership
tokenT (j)n+1 along with the respective values ofidi andPKi. The encryption keyKi;n+1 is computed using the
technique described in Section V-D.
To compute their partial shares, sponsors do not need
to be aware of each other, and, thus, no interaction is
needed. This is in contrast withU-BLS, where each
sponsor needs to be aware of all other sponsors in order
to compute the Lagrange coefficient�i(idn+1) in partial
share issuance [35].
Note that, in U-BLS, since �j(idn+1)-s are publicly
known, Pn+1 can derivePi’s secret sharexi from
partial sharexi�j(idn+1). This is prevented using the

5Secure channel between thePi andTD can be established using existing
techniques. See footnote 4.

6We note that it is necessary to include timestamps, nonces and protocol
message identifiers in order to secure the protocol againstreplay attacks [25].
However, we omit these values to keep our description simple.
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Step 1 (JOIN REQ). Pn+1 broadcasts:Pn+1 m=fidn+1;PKn+1;et
:g; Sn+1(m)��������������������! fP1; � � � ; Png
Step 2 (JOIN RLY). EachPi (i 2 [1; t0℄) wheret � t0 � n:� computes its partial secret sharexi(idn+1) = f(idn+1; idi),� computes partial membership tokenT (i)n+1 = xiH1(m)� encryptsxi(idn+1) andT (i)n+1.Pn+1 m0=fidi;PKi;EKi;n+1fxi(idn+1)g;T (i)n+1g; Si(m0) ��������������������������� fP1; � � � ; Pt0g
Step 3.Pn+1:� selects anyt out of t0 partial shares and constructs its share-polynomialxn+1(z) using
Gaussian elimination,� computes the membership tokenTn+1 =Ptj=1 T (j)n+1�j(0).

Fig. 2. The message flow ofB-BLS self-certification and distributed share issuance protocol. Pn+1 must collect at leastt partial shares of the polynomial
and partial membership tokens from the current nodes, respectively.

random shufflingtechnique proposed in [20] by adding
extra random valuerij to each share. Theserij -s are
securely shared between sponsorsPi andPj and sum
up to zero by construction.

We note that, due to the random shuffling procedure
[20], [19], [23], U-BLS protocol becomes heavily
interactive among thet sponsoring nodes – it requiresO(t2) point-to-point messages as well as extremely
expensiveO(t) reliable broadcast messages [7]. All
this makes it impractical for most MANET settings.

3) Upon receivingt0 (� t) JOIN RLY messages,Pn+1
selectsany t of them and computes its own share-
polynomial xn+1(z) and membership tokenTn+1.
First, the share-polynomial is constructed using stan-
dard Gaussian elimination [32]. Let us denote the
share-polynomialxn+1(z) reconstructed byPn+1 asPt�1�=0A�z�. Sincexi(idn+1) = xn+1(idi) due to the
symmetry, the selectedt partial sharesfxn+1(id1); � � � ;xn+1(idt)g can be represented asA0 +A1id1 +A2id12 + � � �+ At�1id1t�1 = xn+1(id1)A0 +A1id2 +A2id22 + � � �+ At�1id2t�1 = xn+1(id2)

...A0 + A1idt +A2idt2 + � � �+ At�1idtt�1 = xn+1(idt):
Thus, the problem of interpolatingxn+1(z) using txi(idn+1)-s is equivalent to the problem of computing
the matrixA such thatXA = B:264(id1)0 (id1)1 � � � (id1)t�1(id2)0 (id2)1 � � � (id2)t�1

.

.

.(idt)0 (idt)1 � � � (idt)t�1375264 A0A1
.
.
.At�1375 = 2664xn+1(id1)xn+1(id2)

.

.

.xn+1(idt)3775

The above system of linear equations yields a unique
solution since theidi values are distinct and the matrixX = [xij ℄, wherexij = (idi)j�1 for all i; j 2 [0; t℄, is
invertible.
In order to validate the acquired share-polynomialxn+1(z), Pn+1 must perform the verifiability procedure:A� =Pt�1�=0 f��(idn+1)� for � 2 [0; t� 1℄. Using the
public witness valuesW�� = f��P , the polynomial
can be verified:A�P = Pt�1�=0 (idn+1)�W�� for � 2[0; t � 1℄. The right-hand side in this equation can be
pre-computed byPn+1 prior to starting the process.
Next, Pn+1 also computes the threshold signature
to construct its own membership token by simply
multiplying the appropriate Lagrange coefficient with
each partial signature and simply adding them, i.e.,Tn+1 =Ptj=1 T (j)n+1�j(0) =Ptj=1 (xj�j(0))H1(m) =xH1(m). Similar to the share verification described
above, Pn+1 also verifies the acquired signature.
The membership tokenTn+1 is verified by checkingê(P; Tn+1) = ê(Q;H1(m)) whereQ = xP .

D. Pairwise Key Establishment

Once every node has its share-polynomial, pairwise key
establishment is the same as in [3] and [21]. Any pair of
nodesPi and Pj can establish shared keys as follows:Pi
uses its share-polynomialf(z; idi) to computeKij such thatKij = f(idj ; idi): Similarly, Pj uses its share-polynomialf(z; idj) to computeKji such thatKji = f(idi; idj): Sincef(z; y) is a symmetric polynomial,Kij = Kji. Thus, Pi
and Pj now have a shared key that can be used for secure
communication.

The security of above procedure is unconditional, i.e., not
based on any computational assumption. Refer to [3] for
details regarding the security arguments of this pairwise key
establishment.
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E. Security Considerations

In this section, we argue the security of the proposed
scheme, based on the security model described in Section IV.

1) Completeness.This property follows by inspection. At
the end of the protocol,Pn+1 receives the member-
ship tokenTn+1 which is verified as:ê(P; Tn+1) =ê(Q;H1(m)). Using Tn+1, Pn+1 can prove member-
ship. Pn+1 also receives a share-polynomialxn+1(z)
which is verified as:A�P = Pt�1�=0 (idn+1)�W��
whereA� is a coefficient ofxn+1(z) and� 2 [0; t�1℄.
Usingxn+1(z), Pn+1 can take part in future admission
decisions and can also recover the group secretx in
collaboration with any othert� 1 members. Of course,Pn+1 can obtain these credentials in polynomial time.

2) Robustness.Pn+1 is able to identify (trace) malicious
group members (if there are any) and does so as follows.

a) Partial Token Trace. In case the verification ofTn+1 fails, Pn+1 can trace sponsors that sent
invalid partial token(s). The correctness of each
partial tokenT in+1 can be verified aŝe(P; T (i)n+1) =ê(Pt�1�=0(idi)�W0� ; H1(m)):

b) Partial Share Trace. If the verification of share
polynomials fails, Pn+1 must trace the faulty
share providers by performing the traceability pro-
cedure. This involves verifying the validity of
each partial sharexi(idn+1) = f(idn+1; idi) thatPn+1 received. This can be achieved by checking:xi(idn+1)P = Pt�1�=0Pt�1�=0 (idn+1)�(idi)�W�� :
Note that

Pt�1�=0 (idn+1)�W�� in the equation
can be pre-computed sinceW��-s andidn+1 are
known toPn+1 in advance.

If either of the above tracing functions fail,Pn+1 con-
cludes thatPi is cheating.

3) Security. The security of the secret-share polynomial
acquisition part of our protocol is based on the compu-
tational hardness of the EC-DL assumption, as long as
the adversary can not corrupt more than (t� 1) nodes.
We briefly sketch out this argument. Basically, we show
that an adversary, who corrupts at most (t � 1) nodes,
learns nothing (other than the witnessW00 = xP ) about
the secretx, during the initialization and admission
procedures of the scheme. This is achieved by generating
a simulator which, on inputxP , produces public infor-
mation and private information to the adversary which
is statistically indistinguishable from the one produced
in the actual execution of these procedures. Intuitively,
only on receiving at leastt partial sharesxi(idn+1) =f(idn+1; idi), the new node can compute its own share
polynomialxn+1(z) = f(z; idn+1). From this acquired
polynomial, the new node can not learn anything regard-
ing the system secretx, the secret polynomials of any
other nodes or the pairwise keys shared between any pair
of nodesidI andidJ such thatI 6= n+1 andJ 6= n+1.
The security of the membership token acquisition part
of our protocol simply reduces to the security of the
threshold BLS signature scheme, which in turn is based
on the computational hardness of the EC-GDH problem

[4].

VI. PERFORMANCEANALYSIS

In this section, we discuss the implementation ofU-BLS
and B-BLS and compare them in terms of self-certification,
traceability and pair-wise key establishment costs. We also
summarize and compare some salient features in Table II.
As expected,B-BLS significantly outperformsU-BLS in our
overall evaluation.

TABLE II

FEATURE COMPARISON

Key Features U-BLS B-BLS

Security Assumption (for self-certification) EC-DL EC-DL
Security Assumption (for key establishment) EC-CDH Unconditional
DoS Resistance (traceability) Yes Yes
Interaction among Sponsors Required Yes No
Random Shuffling Required Yes No
Reliable Broadcast Required Yes No

A. Complexity Analysis and Comparison

We summarize computation and communication complexi-
ties7 in Table III.

TABLE III

COST COMPARISON

Category U-BLS B-BLS

Computation

Self-
Certification

M t2 + 1 3tP 2 2

Traceability
M t3 + t2 + 2t 2t2P 2t 2t

Key
Establishment

M t 0P 0 0
Communi-

cation

Round
broadcast 1 1
unicast t2 + 2t t

Bandwidth
log q-bit 2t2 + 2t 3tlog p-bit 3t 3tM: scalar-point-multiplication in ECC,P : Tate pairing operation in ECC

More specifically, for self-certification,B-BLS requires
each sponsoring nodePi to perform O(t) scalar-point-
multiplication (M) operations over Elliptic Curves (ECC) and
the joining nodePn+1 to perform only two Tate pairing (P)
operations in ECC. On the other hand,U-BLS requires eachPi to performO(t2) M operations, andPn+1 to perform
two P operations. For traceability,U-BLS requiresO(t3)M-s andO(t) P-s with pre-computation, whereasB-BLS
does O(t2) M-s and O(t) P-s with pre-computation.B-
BLS is significantly more efficient thanU-BLS for computing
pairwise keys, since the former requires onlyO(t) 160-
bit modular multiplications, while the latter needsO(t) M
ECC operations. Note that, pairwise key establishment is a
very frequent operation in a MANET, thus, its efficiency is
extremely important. As far as overall communication costs
are concerned,B-BLS consumesO(t log q) and O(t log p)
bits, while bandwidth consumption inU-BLS is O(t2 log q)
plus O(t log p) bits, due to the interactive random shuffling
procedure.

7The costs required for protecting each protocol message arenot taken into
account since these costs vary with the specific signature scheme.
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B. Basic Operations

To estimate the performance ofB-BLS, we first present the
costs of the primitive operations in Table IV. For measuring
the costs of basic operations inB-BLS, we used a machine
with an Intel P4 3.0GHz processor and 512MB memory.

TABLE IV

COSTS OFPRIMITIVE OPERATIONS(P4-3.0GHZ, 512MB RAM)

Function modulus
(bits)

exponent
(bits)

average time
(msec)

Map-to-point (H1(�)) 512 160 2.31
scalar-point multiplication 512 160 6.86

Tate pairing 512 160 20.74
BLS sign 512 160 9.71

BLS verify 512 160 36.92

C. Experimental Setups

U-BLS andB-BLS protocols have been implemented over
the popular OpenSSL library [30] and MIRACL library (opti-
mized using Comba method) [26]. Currently, our implementa-
tion consists of approximately20; 000 lines of C source code
and supports Linux 2.4 and 2.6.

We now describe the experimental testbeds for measuring
the performance of our proposed protocol. We ran experiments
in a real wireless MANET environment and also measured
energy consumption costs for each scheme with a power
measurement system as described below.

Wireless Mobile Ad Hoc Networks. We used ten laptop
computers with Intel Core-2 Duo 2.0 GHz CPU and 2 GB
memory for our wireless experimental set-up. Each machine
is configured with802:11g in ad-hoc mode and runs the
Optimized Link State Routing Protocol (OLSR) [29]. Each
machine runs Linux kernel 2.6.

Power Measurement Systems.To measure consumption of
battery power, we configured the following equipment, as
shown in Figure 3. The test machine was an iPAQ (model
H5555) running Linux (Familiar-0.7.2). The CPU on the iPAQ
is a 400 MHz Intel XScale with 48MB of flash memory
and 128MB of SDRAM. In order to obtain accurate power
measurements, we removed the battery from the iPAQ during
the experiment and placed a resistor in series with power
supply. We used a National Instruments PCI DAQ (Data
AcQuisition) board to sample the voltage drops across the
resistor to calculate the current at 1000 samples per second.

D. Test Methodology

Parameter Selection.To perform fair comparisons, we con-
sider the following parameters. The size of the parameterq was
set to be160-bit and p to be 1024-bit. For more details, we
used the elliptic curveE defined by the equation:y2 = x3+1
over Fp with p > 3 a prime satisfyingp = 2 (mod) 3 andq
being a prime factor8 of p + 1. The parameterp is a 512-bit

8By Euler’s theorem,q must divide#E(Fp ). For the curvey2 = x3 +1,#E(Fp) = p+ 1.

���������	���
���

�� �� � � �� 	�������������	�����	� ���  !"#$ %&�'	() *+,�� -./
Power Measurement System

���&�� 0����	�����&	�
Wireless 
LAN123456789: ; 8789:<=>?@>ABC3DD1?E@FG=1

Fig. 3. Power Measurement Testbed. The test machine was an iPAQ running
Linux on a 400 MHz Intel XScale with 48MB of flash memory and 128MB
of SDRAM. The National Instruments PCI DAQ board was used to sample
the voltage drops.

prime in order to make sure that the security of pairingê is
equivalent to the security as in finite field of 1024 bits9. The
measurements were performed with different threshold valuest from 1 to 9. We used 1024-bit RSA signature algorithm
with the fixed public exponent65537(= 216+1) for protocol
message authentication. All experiments were repeated1; 000
times for each measurement in order to get fairly accurate
averaged results.

Test Cases. We measured the respective costs of self-
certification, traceability, pairwise key establishment,and en-
ergy consumption.

1) Self-Certification. To measure the self-certification cost,
nine laptops with same computing power were used as
existing MANET nodes and one laptop was used as
the joining/new node throughout the experiments. We
then measured total processing time between sending of
JOIN REQ by the prospective node and receiving (plus
verification) of acquired secret share and membership
token10. The measurement results thus include the aver-
age computation time of the basic operations as well as
communication costs, such as packet en/decoding time,
network delay, etc.

2) Traceability. We measured the computation time for
tracing partial shares and partial membership tokens
that are received during the self-configuration protocol.
We measured this cost with optimization using pre-
computed values as much as possible, wherever appli-
cable.

3) Pairwise Key Establishment. We measured the pro-

9The G1 is a subgroup of points generated byP such thatP 2 E(Fp ).
TheG2 is a subgroup ofF�p2 of orderq. The bilinear map̂e : G1�G1 ! G2
is the well-known Tate pairing. Computing discrete log inFp2 is sufficient
for computing discrete log inG1 . Therefore, for proper security of discrete
log in Fp2 the prime p should be at least 512-bits long (so that the group
size is at least 1024-bits long)

10In our protocol, even if some faulty nodes are involved, thisdoes not
affect the performance results because the new node only gets the response
from at leastt non-faulty sponsoring nodes. This is based on the principle
of threshold cryptography that there can be at mostt� 1 faulty or corrupted
nodes. Hence, our self-certification experiment based on admission threshold
is equivalent to the experiment in presence of faulty nodes.
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Fig. 4. Experimental Results.B-BLS performs much better thanU-BLS in self-certification, pairwise key establishment, and energy consumption experiments
and shows similar performance in traceability experiment.

cessing time for a node to compute a pairwise key on the
high-end laptop. Note that no communication is involved
in this measurement.

4) Energy Consumption. This experiment is quite tricky
to perform fairly. It is meaningless to measure energy
consumption with all the test cases above. However,
it is well known that, in many small devices such as
low-end MANET nodes or sensors, sending a single
bit is roughly equivalent to performing 1,000 32-bit
computations in terms of batter power consumption [1].
Therefore, we measured power consumption in terms
of communication bandwidth required by each self-
configuration protocol. For more details, we sent some
bulk data (e.g., 100 MB) from a single iPAQ PDA
(refer to Figure 3), measured power consumed while
sending out this data, and then computed the average
power consumption per bit. After that, we calculated
power consumption of each protocol by multiplying this
measurement result by the bit length of the transmitted
data.

E. Experimental Results

We compare our experiment results in terms of self-
certification, traceability, pairwise key computation, and en-
ergy consumption.

Self-Certification Results. As observed from Figure 4(a),
the self-certification cost withB-BLS is much lower than
that with U-BLS. The difference is even higher for higher

threshold values. The reason is quite intuitive: not only isB-
BLS computationally cheaper thanU-BLS, but it also requires
less communication.

Traceability Results. Figure 4(b) displays traceability costs
for the two protocols. Even in the worst case,B-BLS is as
good asU-BLS for performing the (very infrequent) operation
of tracing malicious nodes.

Pairwise Key Establishment Results.Figure 4(c) shows
that B-BLS is significantly more efficient thanU-BLS for
computing pairwise keys. This result was as expected because
in B-BLS the pairwise key computation requires onlyO(t)
multiplications where the modular size is 160 bits. In contrast,
U-BLS requiresO(t) exponentiations with a modular size of
1024 bits as well asO(t) multiplications with 160-bit modulus.

Energy Consumption Results.Energy consumption results
for self-certification operation are plotted in Figure 4(d). These
results in Figure 4(d) clearly illustrate thatB-BLS is much
more energy-efficient thanU-BLS.

VII. C ONCLUSION

In this paper, we proposedB-BLS, a fully non-interactive
self-certification protocol for long-lived MANETs via a novel
combination of bi-variate polynomial secret sharing and
threshold BLS signature scheme. We demonstrated, using
theoretical and experimental evaluation, thatB-BLS is more
efficient than previous mechanisms, based on uni-variate poly-
nomial secret sharing and threshold BLS signature, in terms
of computation, communication, and energy consumption.
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