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Abstract—Mobile ad hoc networks (MANETs) have many be certified by another team (e.g., that of fire-fighters) teefo
well-known applications in military settings as well as in ener-  secure communication between the two can be established.

gency and rescue operations. However, lack of infrastructie Node certification in MANETSs cannot be performed cen-
and centralized control make MANETs inherently insecure,

and therefore specialized security services are needed faheir  trally. Requiring constant presence (availability) of antrel
deployment. Self-certification is an essential and fundamental fixed entity is not realistic for many types of MANETs due
security service in MANETSs. It is needed to securely cope to a number of reasons. First, such an entity is a single
up with dynamic membership and topology, and to bootstrap point of failure. Second, it represents an attractive amgh-hi

other important security primitives and services (such as scure :
routing and group key management) without the assistance of payoff target for attacks. Third, topology changes due to

any centralized trusted authority. An ideal protocol must involve ~MObility and node outages may cause the central entity to
minimal interaction among the MANET nodes, since connectity b€ unreachable and thus unable to perform its duties in the

can be unstable. Also, since MANETs are often composed of parts of a MANET not connected to it. This motivates us
weak or resource-limited devices, self-certification prabcol must g investigate self-configurable authentication techegjthat
be efficient in terms of computation and communication. function in a distributed or decentralized manner. Since ou

In this paper, we propose a power-aware and fully non- L . ..
interactive _ self-certification protocol based on bi-varide ©€MPhasis is on security, the natural technology to consider

polynomial secret sharing and a non-interactive threshold threshold cryptography.
signature scheme. In contrast with prior work, our techniques The concept of threshold cryptography involves distribut-
dol, ”b?t rsqui(rje ar:y interact.iont.and do nOtl\/iIr,l\vl\(l)ll%/'? an(;j/ COS\;{}’ ing cryptographic primitives (such as decryption or digita
e o s i sy SGNAUIES) i orde 10 Secure them against corruption of
favorably to previous mechanisms. certain number of parties, i.e., a threshold. For example, a
(t,n) threshold signature scheme [8] allows, in a group:of
Keywords: Security protocol, self-configuration, threshdd parties, to share the ability to digitally sign messagesithsa
cryptography, authentication, key management, ad hoc netarks  \ay that anyt parties can do so jointly, whereas, no coalition
of up to ¢ — 1) parties can. Such a threshold signature scheme
is resilient against the so-callatiatic adversarywho corrupts
at most { — 1) parties in the entire lifetime of the system.
Unlike cellular networks whose infrastructure includesda More advancegroactivecryptographic schemes [13] offer
stations or access points, routers and switches that am fi¥@proved resistance against corruptions. Time is divided i
and wired together, mobile ad hoc networks (MANETS) arngpdate rounds and the proactive scheme offers the same
infrastructure-less and mobile nodes act as wireless rute&ombination of security and robustness even in the presence
Lack of infrastructure and lack of centralized control, plaal  of so-calledmobile adversarie§31], which can potentially
with a dynamic network topology, result in VU|neI’abi|itieScorrupt a set of up tot(- 1) parties in each update round (e.g,
that do not exist in wired networks, and therefore spe@dliz every day). This is done by theroactive updateprocedure
security services are needed prior to deployment of MANET&hich involves parties randomly re-sharing the sharedesecr
Self-certification(or self-configurable authentication) is aat the start of each update round.
fundamental security service in MANETS; it is required to Two features of MANETs make self-certification a very
ascertain membership eligibility and to bootstrap othgsam challenging problem. First, MANET devices often have very
tant security services, such as secure routing (e.g., [18]) weak computational facilites and battery power. Second,
and secure group communication (e.g., [39], [38]). An exX@amPMANET nodes usually function in an asynchronous (on/off)
application of self-certification is in a MANET used for resc manner, often becoming temporar”y unavailable to one an-
and disaster recovery. In such an application, a member @fer. Therefore, an ideal solution must be efficient in grm
one disaster recovery team (e.g., a policeman) might needofhoth computation and communicatfoift must also involve
_ o _ o minimal (ideally,noneat all) interaction among the nodes of
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the long haul and require strong robustness/resiliencey Thinteraction and do not involve any costly reliable broaticas
need to be protected against powerfubbile adversaries communication among MANET nodes. We thoroughly ana-
through periodic updates of the secret shares possessedybg our proposal via experiments and show that it compares
the nodes [13]. Short-lived MANETS, on the other hand, afavorably to previous mechanisms

ephemeral and need to be resilient against weatadic ad- The scope of this paper is only limited to self-certification
versaries A MANET formed for the duration of a conferenceand admission of a new node in a MANET setting. The
program committee meeting (typically, one day) is one exaroemplementary problem of distributed node revocation is of
ple of a short-lived MANET. Another example is a temporarindependent interest, which has been addressed in our prior
MANET formed by a group of soldiers on a battlefield asvork [35].

they stay in close proximity to each other. A squadron N . . )
e . T . rganization: The rest of the paper is organized as follows:

military aircraft flying in formation also represents a shor ! : : . X )
we first review prior work in Section Il. Some cryptographic

lived MANET. Whereas, a MANET formed by a group ofIO K di ided | i followed by th
college students taking part in a semester-long projectseou ackground s provided in _Sect|on lll, followe _yt _esthe_
and security model in Section IV. We then describe, in Sactio

is an example of ong-livedMANET. Another example of & V, the proposed self-certification mechanism. The detailed

long-lived MANET is a flotilla of merchant vessels or miliyar : )
. o o performance results, analysis and comparison are presente
ships sailing together, say, across the Pacific Ocean. in Section VI

A number of self-certification techniques have been pro-
posed in recent years [20], [19], [23], [28], [34], [35] (We
review them in the following section). The focus of these
schemes is on long-lived MANETS. They are basec(pm) We now review relevant prior work for robust self-
threshold cryptography and allow any settedut-of-n nodes certification in MANETSs
(called sponsors) to certify a new node by issuing it:

(1) a share of a group secret (to be used in future ad: Interactive Threshold Signing

missions) through a distributed secret share issuanc& o, and Haas [44] first suggested the use of threshold
protocol, and . cryptography to secure mobile ad hoc networks. They pro-
(2) a membership certificate or token (to be used for fisseq 5 distributed certification authority (CA) which issu
ture secure communication) through a threshold signing ificates (using some threshold signature [8] prototml)
protocol nodes joining the network. The proposed approach is hierar-
Unfortunately, all previous schemes are far from ideal.yThehijcal in the sense that only a selected set of nodes canaerve
are heavily interactive among the sponsors as far as eithgjarts of the certification authority, i.e., take part in assion
(1) or (2) is concerned. Furthermore, they are computallipnagecisions. Moreover, contacting distributed CA nodes in a
very expensive in performing (2). This severely limits theimylti-hop and ever-changing MANET might not always be
practicality. ossible. Although quite attractive, this idea is not disec
We observed in [36] that self-certification for Short'”Ve‘gpplicable for the purposes of self-configuration in MANETSs
MANETSs can be realized by only issuing node-specific secretkong, et al. considered the same problem in series of
shares (item (1) above) and thus obviating the need fgapers [20], [19], [23], [22] and proposed a set of protocols
membership certificate issuafda short-lived MANETSs. The oy providing ubiquitous and robust security services for
nodes can use their secret shares (and/or the group pub)ic KQANETs. They adapted the model of Zhou and Haas so that
for the purpose of secure communication with each othefy node can participate in decision of new node admission,
We constructed an efficient and fully non-interactive seltys maintaining the true “peer’ nature of a MANET and
certification technique based on bi-variate secret sham) providing increased availability. The security of their che
evaluated it in the context of short-lived MANETS in [36].anism relies upon a specific variant of the proactive thriesho
In long-lived MANETS, on the other hand, both node-specifiRsa signature scheme. Unfortunately, this scheme is meithe
secret shares as well as certificates are needed. This mak@gst [28] (i.e., it can not tolerate malicious nodes) nor
self-certification process more challenging. secure [16]. Note that all previously known provably secure

Contributions: In this paper, we extend our approach of [36{reshold/proactive RSA signature schemes fail to yieltt se
for long-lived MANETS. In particular, we presefully non-  configuration for MANETSs.

interactive self-certification protocol for long-lived MANETs Narasimha, et al. [28] and Saxena, et al. [35] proposed
based on bi-variate polynomial secret sharing and threshé&imilar protocols based on threshold DSA [10]. While prov-
version [4] of the so-called BLS signature scheme [6]. |ably secure, the solution is quite inefficient since it iswilga
contrast with prior work for long-lived MANETSs [20], [19], interactive among sponsoring nodes.

[23], [28], [34], [35], our protocol does not require any

) _ _ _ _ B. Non-Interactive Threshold Signing

In short-lived MANETS, since there is no need for proactiyelates, the ] .
polynomial used for sharing the group searnains constarthroughout the Out of all the known discrete-logarithm based threshold
lifetime of the MANET'and the commitment to this polynomiaddomes a Signature schemes, i.e., threshold DSA [10], thresholch&ch
part o_f the group public key. The commitment to each nodeﬂsa_share [40] and threshold BLS [4] onlv the latter is non-interaet
is derivable from (and thus automatically bound to) the gr@ublic key. ) ’ y >
Therefore, node-specific membership tokens are not needed. In [35], Saxena, et al. proposed the self-certificate patthat
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uses uni-variate polynomial secret sharing [37] and ttolesh as: z = f(0) = 22:1 z; Ai(0) (mod ¢) Thus, the secret

BLS for certificate issuance. Although this scheme is nocan be recovered only if at leastshares are combined. In
interactive when issuing a certificate for new node, its disther words, no coalition of less thanentities yields any
tributed secret share issuance (which we review in Sectien linformation aboutc.
A) still requires interaction due to the Lagrange intergpiola The distributed share issuance protocol based on unitgaria
of uni-variate secret sharing. In the rest of the paper werrepolynomial interpolation (as proposed in [20], [19], [23$)
to this protocol adJnivariate polynomial based threshold BLSeviewed as followsP;, who does not yet have its shate,
or U-BLS. can become a bona fide member node, who can participate in
The self-certification technique developed in this paper h&uture node admission, when it obtainpartial secret shares
completely non-interactive distributed share issuanckaar- from neighboring node?;. To do this, P; providesP; with
tificate issuance. The proposed technique uses secrehghaits partial secret shar;eg.i) as:mg.i) = 2;\(id;) (mod q). By
ba_lsed on so-ca_lled bi-variate polynomials. Bivariate poly combining theser'?-s, P; obtains its secret share; such
mials have previously been employed for related purposesth%m. _ Zt m(,ﬁ (mod g). However, when each; issues
the literature [2], [27], [3]. In particular, [21] presenéskey it ) - ' t
pre-distribution scheme for sensor networks using biatari I @ partial share:;, P; (or an adversary who corrupt;)
polynomials [3]in the presence of a centralized authorityca@n easily recover; (which is P;’s secret) and in turn the
The protocol we propose is fully distributed and allows reddetwork secrets; since A;(id;) is publicly known, P; can
in a MANET to readily and efficiently share pairwise secre@btain z; by dividing wﬁ-” by Ai(id;). To remedy this,P;-s
keys without any centralized support. must apply a technique specified in [20] to randomizes. We
call it random shufflingn the rest of this paper. The detailed
procedure is as follows: each pair of neighboring nod@s (
. ) i ) ] Py) securely exchange a shuffling factgr. One of the pair
Notation used in the rest of paper is summarized in Tablgigs,, to its partial share and the other subtragjsfrom its

partial share. FoP;, there are total of — 1 shuffling factors

Ill. PRELIMINARIES

TABLE | and it must apply all of them, by either addition or subtracti
NOTATION USED IN THE REST OF THIS PAPER to its partial sharer(g.‘). The result is a completely-shuffled
P; network nodei partial share?g.’) =¥ +Zf€:1 ki Stgn(id; — idy)rix Where
idi f;;figgi;?{ ol sign(z) = L if 2 > 0 and sign(z) = -1 if 2 < 0.
n total number of network nodes Therefore, onceP; receivest shuffled partial shares?;.’)-
G cyclic group in finite fields ; ; ~t ~(i) _ t (i)
G1,Gy | cyclic GDH groups of order g S tlt rectovers its own share agi:l th _(i)zizl Tyt
P gﬁ_nerator of groufy Dic1 2okt g Sign(id; — de)?"ik: =217 +0 =g
e llinear map s.té : Gy x Gr — Gy Note that the protocol requires “random shuffling”, is iater
H hash function such as SHA-1 or MD5 . . . .
H, special hash function s.t; : {0,1}* — G tive among sponsoring nodes and requires heavy communica-
T secret share oP; tion.
xEJ) partial share for?; by P;
T; membership token foP; o
PK; temporary public key of?; B. Elliptic Curves
S P;’s signature on messal . . .
Kzz(:n) p;irwisge key betweer?; a%% P Our. cryptographu; prqtqcol is based on th_e Dlscrete-
Ek, encryption withK; ; Logarithm problems in Elliptic Curves (EC). We briefly rewie

the underlying problems. For a prime> 3, an elliptic curve

E(F,) over the fieldF,* consists of a set of points;, y) with

z, y € F, which satisfy the equatiop? = 2 + az + b where
A. Threshold Secret Sharing the discriminantia® 4+ 270> # 0. E(F,) constitutes an Abelian
group under the point-addition [18] operation with the poin
Infinity as the identity of the group. The order of this grosp i
denoted by#E(F,). The domain parameters are represented
by (p,F,,a,b, P,q) whereP € E(F,) has prime ordeg such
thatg divides#E(F, ).

Let G be a cyclic grouds which is a subgroup of the points
generated by’ € E(F,) of orderyg.

Definition 1 (EC-DL Problem):Given a pair ofG elements
I(P, aP) for a € Zj, find a. If this problem is hard, we say
the EC Discrete Logarithm (EC-DL) assumption holdsGn

Definition 2 (EC-CDH Problem):Given a triple
?rP, aP,bP) for a,b € Z;, computeabP. If this problem

We review Shamir's secret sharing scheme [37] which
based on uni-variate polynomial interpolation. We willeefo
it as TSS. To distribute shares of a secteamongn entities,
a trusted dealefD chooses a polynomiaf(z) over Z, of
degree{—1): f(z) = Y.'_, a;z* (mod ¢) where the constant
term ap is set to the network secret f(0) = ap = «. TD
computes each entity’s sharg such thaty; = f(id;), where
id; is an identifier of entityP;, and securely transfens to P;.
Note that after distributing at leastsecret shares, the deale
is no longer required.

Then, any set of entities who have their shares can recov
the secret using the Lagrange interpolation formylez) =
2221 i Ai(z) (mod g), where Ai(z) = Hz':l,j;ﬁi iZTl(Zé]‘ 3Some elliptic curves are defined over extension fieids: and Fzm
(mod ¢). Sincef(0) = z, the shared secret may be expressetherem is a positive exponent.



is hard, we saythe EC Computational Diffie-Hellman
(EC-CDH) assumption holds i@.
Definition 3 (EC-DDH Problem):Given
(P,aP,bP,cP) for a,b,c € Z;, decide whether = ab. If
this problem is hard, we safie EC Decisional Diffie-Hellman
(EC-DDH) assumption holds ifg.
Definition 4 (EC-GDH Problem)Given
(P,aP,bP) for a,b € Zj, find abP with the help of a
EC-DDH oracle (which answers whether a given quadruple
is a EC-DDH quadruple or not). If this problem is hard, we
saythe EC Gap Diffie-Hellman (EC-GDH) assumption holds

in G.

C. BLS Signature Scheme

Our self-certification technique is based on a threshold
version [4] of the BLS signature scheme [6]. BLS signature
scheme was proposed by Boneh, et al. [6]. It is a short
signature scheme that works in a EC-GDH grdumf order
g and a generataP. In short, the scheme operates as follows:

« Key Generation.Pick randomz € Z; and computé&) =

xzP. z is the private key an@) is the corresponding public

key.

Signing. To sign a message:, computec = xH;(m),

where H; is a special hash function that maps binary 2)

strings onto points ir; . o is the signature om.

« Verification.
€

The basic operations in our self-certification protocol in-
volve only a set of secret share holders. An admission thresh
old (¢) is an important system parameter that needs to be
carefully tuned. The self-certification protocol is compo®f
the following steps:

share possessed by each node is referred to asdtst
share

Self-CertificationA prospective nodé’, 1, who wishes

to join the network, must be issued, over a secure
channel, 1) its secret share for participating in future
admission or certification of other nodes and 2) a
membership token for authentication and secure com-
munication. Figure 1 gives a high-level overview of
the self-certification protocol. Note that, depending on
the underlying cryptographic technique, this step may
involve multiple rounds and/or co-ordination among the
nodes, who sponsor self-certification Bf ;.

Pairwise Key Establishmen&ny pair of nodes, admitted
via the self-certification protocol above, need to estab-
lish shared keys for secure communication with each
other. This functionality can, for example, be applied to
achieve secure routing in MANETS.

A secure self-certification protocol must satisfy the falo
ing properties:

1) CompletenessWhen the protocol completes (in poly-
nomial time),P,,.1 has a membership token if at least
out of n group members vote in favor of admission. In
addition, P,,+1 also possesses its own secret share that
allows it to take part in future admission decisions
RobustnessDuring the self-certification process, a ma-
licious adversary can easily preclude a prospective node
from being admitted by inserting incorrect partial secret
shares. To prevent thi?,; must be able to verify
the validity of its reconstructed secret share and the
membership token before using them. This feature is
referred to asverifiability in the rest of the paper. In
addition, if the verification fails P, must be able to
trace the node(s) who sent the fake information. This
functionality is provided by the so-calletiaceability
feature.

Note thatverifiability is always required and thus must
be included in self-certification process as a normal
operation, whereasaceabilityis only necessary when a
member detects (via verifiability) that its reconstructed
secret and/or membership token are not valid.

a quadruple 2)

a triple

3)

Given (P, @, check if

(Q, Hi(m)) = é(P,0).

m, o),

IV. SYSTEM AND SECURITY MODEL

JOIN_REQ

JOIN_RLY

3)

Security. The self-certification process must not leak
any information about either the secret share of any
existing node (that takes part in the admission protocol)

or the secret:, even to an adversary who has corrupted
at mostt — 1 existing nodes.

@ mobile node

X : secret share
T, : membership token

V. NON-INTERACTIVE SELF-CERTIFICATION
In this section, we describe our new self-certification tech

Fig. 1. High-level View of Self-certification Protocol. A gspective node nique suitable for Iong-lived MANETSs. By coupling the bi-
P, 41 obtains its secret share,, 1 and membership tokeft,+; from a

quorum oft current nodes.

1)

40ne way to set up a secure (secret and authenticated) chaetveten
P41 and each sponsor is with device pairing techniques basedutn o

Bootstrapping: The network is initialized by either a of-band (OOB) channels [24], [12], [33], [41]. Alternatlyeif .11 and

d deal ff di d The d ach sponsor have a common trusted CA, a secure channel damidly
truste ealer or a set of founaing nodes. € dealgdanlished using any secure authenticated key agreemwata, e.g., [42].

or founding nodes initialize the network by choosin@ur self-certification protocol allowsP, 1 to establish secure channels

a network secret key, and Computing and publishil‘&th any node, once it establishes secure channels with asybaet oft

. . des. Since all communication betweéh_; and sponsors in the self-
the correspondlng pUb“C parameters [17]' The netwo rtification protocol flows over secure channels, “mathi-middle” attacks

secret is shared among the founding node(s) and the prevented.



variate polynomial based secret share issuance technitoe wuch thatf(0,0) = z, for the network secret. TD computes
the non-interactive threshold BLS signature [4], we obtai,s (o, 8 € [0,t — 1]), calledwitnessesW,z = fqosP and
a fully non-interactive self-certification protocol. Wellcthe publishes thes&V,z-s.

protocolBivariate polynomial based threshold BibB-BLS
in short.

A. Overview

Next, TD computes ashare-polynomial;;(z) and amem-
bership tokenT’; for each nodeP; (i € [1,n]). The z;(z) is
simply computed withid; in a way thatz;(z) = f(z,id;).
The procedure to comput&; is as follows: TD generates
public and secret key pair faP; and then compute%; =

The proposed self-configurable authentication mechanigiff1(idi, PKi, etc.) where PK; is a P;'s public key. It then

avoids interaction among sponsors by usirigj-aariate poly-
nomial f(z,y). To distribute shares amongnodes, a trusted

dealer chooses a large primgeand selects a random sym-

metric bi-variate polynomiaf(z,y) = Zi;lo Eg;lo fapz®y?

(mod ¢) such thatf(0,0) = z, where the constantg,s-s

are the coefficients of the polynomial andis the network
secret. Since the polynomial is symmetri€,s = fg, for

eacha, f and f(z,y) = f(y, z). For each nodé’;, the dealer
computes a uni-variate polynomial, calledlzare polynomial
x;(z) of degree { — 1) such thatz;(z) = f(z,id;) (mod g),

and securely transfets;(z) to each nodeP;.

securelysends each node a distingt(z), T3, and a secret key
SK;.5

Note that once the network is initialize@D must securely
erase the network secretand all secret coefficientg, s of
the polynomial. After thatTD is no longer needed.

C. Self-Certification

To join the network,P,; must collect, over secure chan-
nels, at leastt partial shares of the polynomial and partial
membership tokens from the current nodes, respectivedy. Fi
ure 2 shows the protocol message flow for the self-certifioati

In order to admit a new nodE, ., a sponsor must issue toprocess.

it a share-polynomiat,,;(z) in a distributed manner. This
can be achieved if at leastnodes provideP,,,; with partial
sharese; (id,,+1) such thate; (id, 1) = f(idp+1,id;) for j €

[1,n]. P,+1 can then use the standard Gaussian elimination

procedure [32] to computé(id,,+1, z), which is the same as
f(z,id,+1) (since the polynomial(z,y) is symmetric) and
thus obtain its share-polynomial, 1 (z) = f(z,id,+1) from
t partial sharesc;(idp41). Unlike U-BLS, this schemedoes
not require any interaction among the admitting nodes.

In addition to the share polynomial,; also needs to

be issued its membership token. This is achieved simply by

executing the threshold BLS signing protocol.

B. Bootstrapping

The network can be initialized by either a single node

called a trusted dealer, denoted B, or a set of nodes in

distributed way. For the sake of simplicity, we describeyonl

the centralized method in this section. In case of decentidl

method, a set of or more founding nodes agree on a random
bi-variate polynomialf(z,y) using the Joint Secret Sharing

protocol. For more detalils, refer to [11].
The set-up first involves the following: elliptic curve para

eters(p,F,,a, b, P,q) are chosen, the curve being represented

by a equationy? = 2 + az + b. Gy is set to be a group
of orderq generated by, G, is a subgroup of™*, of order
q, andeé : G; x G; — Gy is defined to be a public bilinear
mapping [5], [9]. Also,H; : {0,1}* — G is the hash function
that maps binary strings to non-zero pointsGqn. All of this

information is published and all network nodes (as well as

prospective nodes) are assumed to have access to it.

1) A prospective node?, 1, broadcasts signetld NL.REQ
messagen, which contains its public key’K,,.1 and
identity id,,1 in order to prove the knowledge of the
corresponding private kéy

2) After verifying the signature on thd O NL.REQ mes-

sage, each receiving node?;), willing to admit P,

computes gartial sharex;(id,+1) using its ownshare-

polynomialsuch thate;(id,,+1) = f(id,.+1,d;). P; also
issues a membership token fé},,, via the threshold

BLS signing protocol (refer to Section 11I-C). It com-

putes the partial membership tok@}éﬁzl on the request

messagen such thatTffll = z;H,(m) wherez; =

z;(0). (Note thatT,(l’Jz1 is computed without Lagrange

coefficient);(0) which means that the signing does not

require any interaction amongsponsoring nodes.)

Each sponsoP; then replies taP,+; with aJO N.LRLY

message. Each message is signed by the sender and

contains encrypted;(id, ;) and partial membership
token T,Sﬂzl along with the respective values of; and

PK;. The encryption keyx; ,,+1 is computed using the

technique described in Section V-D.

To compute their partial shares, sponsors do not need

to be aware of each other, and, thus, no interaction is

needed. This is in contrast witb-BLS, where each
sponsor needs to be aware of all other sponsors in order
to compute the Lagrange coefficiext(id,,+1) in partial

share issuance [35].

Note that, inU-BLS, since A;(id,+1)-s are publicly

known, P,,; can derive P;’'s secret sharer; from

partial sharer;\;(idn41). This is prevented using the

TD computes a two-dimensional sharing of the secret by

choosing a random bi-variate polynomial:

t—1 t—1

Flzy) =D fapz®y®  (mod q)

a=0 (=0

5Secure channel between i and TD can be established using existing

techniques. See footnote 4.

6We note that it is necessary to include timestamps, noncespastocol
message identifiers in order to secure the protocol ageepéy attacks [25].
However, we omit these values to keep our description simple



Step 1 0O NLREQ). P,,+1 broadcasts:

Gaussian elimination,
e computes the membership tok&h,, = 23:1

Pn+1 m:{idn+1,PKn+1,etc.}, Sn—i—l (m)A {Pl, . ;Pn}
l4
Step 2 0O NLRLY). EachP; (i € [1,¢']) wheret <’ <mn:
e computes its partial secret shargid,,+1) = f(idp+1,1d;),
e computes partial membership tokﬁfﬁl = z;Hy(m)
e encryptsz; (id,+1) and T,ﬁl.
PTH—l ﬂlz{idi;PKi;EKiﬂH,l {-ri(idn+1)}7TT(I,l;i)-l}7 Si(ml) {_P17 e 7Pt’}
A
Step 3.P,41:

e selects any out of ¢’ partial shares and constructs its share-polynomjal (z) using

TY) 2;(0).

Fig. 2. The message flow &-BLS self-certification and distributed share issuance prdéta€. 1 must collect at least partial shares of the polynomial
and partial membership tokens from the current nodes, cégply.

3)

random shufflingechnique proposed in [20] by adding
extra random value;; to each share. Thesg;-s are
securely shared between sponséysand P; and sum
up to zero by construction.

We note that, due to the random shuffling procedure
[20], [19], [23], U-BLS protocol becomes heavily
interactive among the sponsoring nodes — it requires
O(t?) point-to-point messages as well as extremely
expensiveO(t) reliable broadcast messages [7]. All
this makes it impractical for most MANET settings.

Upon receivingt’ (> t) JO N.RLY messagesP,+1
selectsany ¢ of them and computes its own share-
polynomial z,41(z) and membership tokerl}, ;.
First, the share-polynomial is constructed using stan-
dard Gaussian elimination [32]. Let us denote the
share-polynomialz,41(z) reconstructed byP,;; as
Sl A,z Since;(idyi1) = wny1(id;) due to the
symmetry, the selectedpartial share§z,,+1(idy), - - -,
xn+1(idy)} can be represented as

Ao + Avidy + Agidi? + -+ + Ap_1idi T = 2y (idy)
Ag + Avide + Asido® + -+ 4+ Ap_1ide' ™1 = 241 (id2)

The above system of linear equations yields a unique
solution since théd; values are distinct and the matrix
X = [zi;], wherez;; = (id;)?~! for all i, € [0,¢], is
invertible.

In order to validate the acquired share-polynomial
ZTnt1(2), P,+1 must perform the verifiability procedure:
Ao = Y520 fap(idnyr)? for a € [0, — 1]. Using the
public witness valuedV,3 = fu.3P, the polynomial
can be verified: A, P = Y, (idyn11)°Wap for a €
[0,t — 1]. The right-hand side in this equation can be
pre-computed byP, ; prior to starting the process.
Next, P,y; also computes the threshold signature
to construct its own membership token by simply
multiplying the appropriate Lagrange coefficient with
each partial si%nature and simply adding them, i.e.,
Topr = 35y TV 0 (0) = Sy (i 0(0) Hy (m) =
xH,(m). Similar to the share verification described
above, P,,, also verifies the acquired signature.
The membership tokefi,, is verified by checking
é(P,Tp41) = é(Q, H1(m)) whereQ = zP.

D. Pairwise Key Establishment
Once every node has its share-polynomial, pairwise key

establishment is the same as in [3] and [21]. Any pair of

Ag + Avide 4+ Agidi® + -+ -+ Ap_1ide' ™1 = @41 (idy).
Thus, the problem of interpolating,,+1(z) using ¢

x;(idp41)-S is equivalent to the problem of computingf(

the matrix A such thatX A = B:

nodesP; and P; can establish shared keys as follow3:
uses its share-polynomigl(z,id;) to computek;; such that
K;; = f(id;,id;). Similarly, P; uses its share-polynomial
z,id;) to computek;; such thatk;; = f(id;,id;). Since
f(z,y) is a symmetric polynomial);; = Kj;. Thus, P,

and P; now have a shared key that can be used for secure
communication.

(id1)°  (id1)} (idy)t—1 Ao in+1821;
(id2)°  (id2)? (idy)t=1 Ay n1iie2
(ide)°  (ide)* (idey =] [Aima @nt(idy)

The security of above procedure is unconditional, i.e., not
- : based on any computational assumption. Refer to [3] for
details regarding the security arguments of this pairwisg k
establishment.



E. Security Considerations

In

[4].

this section, we argue the security of the proposed

scheme, based on the security model described in Section IV.

1)

2)

3)

CompletenessThis property follows by inspection. At

VI.

PERFORMANCEANALYSIS
In this section, we discuss the implementationlbBLS

the end of the protocolP,., receives the member-andB-BLS and compare them in terms of self-certification,

ship tokenT,,;+; which is verified as:é(P,T},+1)

traceability and pair-wise key establishment costs. We als

é(Q, Hy(m)). Using T,,,1, P41 can prove member- summarize and compare some salient features in Table II.

ship. P,4+1 also receives a share-polynomia};;(z)
which is verified as:A,P
whereA,, is a coefficient oft,,11 (z) anda € [0,¢ —1].
Using z,,4+1(2), P,+1 can take part in future admission
decisions and can also recover the group segrét

TABLE Il

FEATURE COMPARISON

As expectedB-BLS significantly outperform&J-BLS in our
Ef{:lo (idny1)? W Overall evaluation.

collaboration with any othet — 1 members. Of course, | Key Features [ UBLS | B-BLS ]
; : ; ; ; Security Assumption (for self-certification) [ EC-DL EC-DL
Pn+1 can obtain these crede_ntlals n polynomla_l Flme' Security Assumption (for key establishmenf) EC-CDH | Unconditional
Robustness.P,, ;1 is able to identify (trace) malicious DoS Resistance (raceability) Yes Yes
group members (if there are any) and does so as follow: Q;iﬁﬁfﬁ’gﬁu"%ﬁﬁg FS{ZZEIS;‘;;S Required igz mg
a) Partial Token Trace. In case the verification of Reliable Broadcast Required Yes No

T,+1 fails, P,;; can trace sponsors that sent
invalid partial token(s). The correctness of each
partial tokerl}}, , can be verified ag(P, T}Ql) =

&(X o idi) W, Hi (m)).

Partial Share Trace. If the verification of share
polynomials fails, P,,; must trace the faulty
share providers by performing the traceability pro-
cedure. This involves verifying the validity of

each partial share;(id,+1) = f(idn+1,1d;) that

b)

TABLE Il

A. Complexity Analysis and Comparison

We summarize computation and communication complexi-
ties’ in Table IIl.

CoSTCOMPARISON

. . . N Category [ UBLS [ B-BLS |
P+, received. This can be achieved by checking: Selr. 1 Tl =
i(idn1)P = Yo o Yo (idnt1)* (idi)? Wag. Certicaion [P 2 z
_ . . . - - t t 2t 2t
Note that 3"\ (id,+1)*Wa.s in the equation | Computation| Traceabiity |—5 i 5
can be pre-computed sind&,3-s andid,, are Key M T 0
. Establishmen P 0 0
known to P, in advance. — = =
If either of the above tracing functions faif, ., con- Communi- | Round unicast F ot t
i 0 cation . log g-bit 2t° 4+ 2t 3t
cludes thatP; is cheating. Bandwidth |81 = o

Security. The security of the secret-share polynomial
acquisition part of our protocol is based on the compu-

tational hardness of the EC-DL assumption, as long as . L i
More specifically, for self-certificationB-BLS requires

the adversary can not corrupt more than-(1) nodes. h X q ; | .
We briefly sketch out this argument. Basically, we shoywach sponsoring no é)." to per orm .O(t) scalar-point-
that an adversary, who corrupts at mast-(1) nodes, multiplication (M) operations over Elliptic Curves (ECC) and

learns nothing (other than the witndd%, = = P) about the joir_1ing _nOdeP”“ to perform only two Tate pgiringf{)
the secretz, during the initialization and admission©Perations in ECC. On the other handhBLS requires each

] 2 i

procedures of the scheme. This is achieved by generati to perform_O(t ) M operations, andP, 1 o perfogm
a simulator which, on input P, produces public infor- tWo P operations. F(_)r traceabnltw-B_LS requires O(t")
mation and private information to the adversary whicf1-s and O() P-s with pre-computation, whereds-BLS

9 . :
is statistically indistinguishable from the one producegoes,o(t_ ) MS and O(t) P-s with pre-computat|0n!3-
in the actual execution of these procedures. Intuitivel ,LS is significantly more efficient that-BLS for computing

only on receiving at least partial shares:;(id,.) airwise keys, since the former requires only(t) 160-
flid,41,1d;), the new node can compute its own shar

hit modular multiplications, while the latter need¥t) M
polynomialz,,11(z) = f(z,idn+1)

From this acquired ECC operations. Note that, pairwise key establishment is a
polynomial, the new node can not learn anything regar&-ery frequent operation in a MANET, thus, its efficiency is
ing the system secret, the secret polynomials of any

extremely important. As far as overall communication costs
other nodes or the pairwise keys shared between any g3i¥ concernedB-BLS consumesO(tlogg) and O(tlogp)
of nodesid; andid; such thatl #n+1andJ # n+1.

bits, while bandwidth consumption ib-BLS is O(t? log q)
The security of the membership token acquisition papﬂus O(tlogp) bits, due to the interactive random shuffling
of our protocol simply reduces to the security of thgrocedure.

threshold BLS S|_gnature scheme, which in turn is based7The costs required for protecting each protocol messageairi@ken into
on the computational hardness of the EC-GDH probleagcount since these costs vary with the specific signaturense.

M scalar-point-multiplication in ECC,P: Tate pairing operation in ECC



B. Basic Operations

To estimate the performance BfBLS, we first present the
costs of the primitive operations in Table IV. For measuring
the costs of basic operations B+BLS, we used a machine
with an Intel P4 3.0GHz processor and 512MB memory.

U-BLS / B-BLS

OpenSSL/MIRACL

External TCP/IP
Voltage

Supply

Linux

TABLE IV
CoSTS OFPRIMITIVE OPERATIONS(P4-3.0GH, 512MB RAM)

Serial Data
Connection

Function modulus| exponen{ average time
(bits) (bits) (msec) >
= BNC-2110 Windows XF|
Map-to-point #1(+)) 512 160 231 Connector DAQ Board 650 MHz
scalar-point multiplication 512 160 6.86 Power Measurement System
Tate pairing 512 160 20.74
BLS sign 512 160 9.71 Fig. 3. Power Measurement Testbed. The test machine wa®\@nrifhning
BLS verify 512 160 36.92 Linux on a 400 MHz Intel XScale with 48MB of flash memory and VEB

of SDRAM. The National Instruments PCI DAQ board was usedame
the voltage drops.

C. Experimental Setups

U-BLS andB-BLS protocols have been implemented ove’Prim,e in order to makg sure_tha}t _the_security of pairint
the popular OpenSSL library [30] and MIRACL library (opti_equwalent to the security as in f|n_|te flgld of 1024 BitsThe
mized using Comba method) [26]. Currently, our immememgjeasurements were performed vx_nth d|ffer¢nt thresholda@alu
tion consists of approximate0, 000 lines of C source code ¢ ffom 1 to 9. We used 1024-bit RS@ signature algorithm
and supports Linux 2.4 and 2.6. with the fixed pub_l|c (_exponerﬂ5537_(: 219+ 1) for protocol

We now describe the experimental testbeds for measurfi{fSSage authentication. All experiments were repentea)
the performance of our proposed protocol. We ran experisne mes for each measurement in order to get fairly accurate
in a real wireless MANET environment and also measureaveraged results.

energy consumption costs for each scheme with & powRist Cases.We measured the respective costs of self-
measurement system as described below. certification, traceability, pairwise key establishmeard en-

Wireless Mobile Ad Hoc Networks. We used ten laptop €rdy consumption.

computers with Intel Core-2 Duo 2.0 GHz CPU and 2 GB 1) Self-Certification. To measure the self-certification cost,
memory for our wireless experimental set-up. Each machine nine laptops with same computing power were used as
is configured with802.11¢g in ad-hoc mode and runs the existing MANET nodes and one laptop was used as
Optimized Link State Routing Protocol (OLSR) [29]. Each the joining/new node throughout the experiments. We
machine runs Linux kernel 2.6. then measured total processing time between sending of
JA NLREQ by the prospective node and receiving (plus
verification) of acquired secret share and membership
tokent®. The measurement results thus include the aver-
age computation time of the basic operations as well as
communication costs, such as packet en/decoding time,
network delay, etc.

Traceability. We measured the computation time for
tracing partial shares and partial membership tokens
that are received during the self-configuration protocol.
We measured this cost with optimization using pre-
computed values as much as possible, wherever appli-
cable.

3) Pairwise Key Establishment. We measured the pro-

Power Measurement SystemsTo measure consumption of
battery power, we configured the following equipment, as
shown in Figure 3. The test machine was an iPAQ (model
H5555) running Linux (Familiar-0.7.2). The CPU on the iPAQ
is a 400 MHz Intel XScale with 48MB of flash memory
and 128MB of SDRAM. In order to obtain accurate power 2)
measurements, we removed the battery from the iPAQ during
the experiment and placed a resistor in series with power
supply. We used a National Instruments PClI DAQ (Data
AcQuisition) board to sample the voltage drops across the
resistor to calculate the current at 1000 samples per second

D. Test Methodology
9The G; is a subgroup of points generated Bysuch thatP ¢ E(T,).
Parameter Selection.To perform fair comparisons, we con-TheG: is a subgroup of”, of orderg. The bilinear mag : G1 x G — G

sider the following parameters. The size of the paramgeteas is the well-known Tate pairing. Computing discrete logHp is sufficient
set to bel60-bit andp to be 1024-bit. For more details, we
used the elliptic curveé® defined by the equation? = z° +1
over [, with p > 3 a prime satisfyingp = 2 (mod) 3 andg
being a prime factdrof p + 1. The parametep is a 512-bit

8By Euler's theoremg must divide# E(IF,, ). For the curvey?® = 23 41,
#E(p) =p+ 1.

for computing discrete log ifis; . Therefore, for proper security of discrete
log in F,z the prime p should be at least 512-bits long (so that the group
size is at least 1024-bits long)

10In our protocol, even if some faulty nodes are involved, tiiges not
affect the performance results because the new node orgytigetresponse
from at leastt non-faulty sponsoring nodes. This is based on the principle
of threshold cryptography that there can be at niostl faulty or corrupted
nodes. Hence, our self-certification experiment based amiszibn threshold
is equivalent to the experiment in presence of faulty nodes.
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Fig. 4. Experimental Result&-BLS performs much better thdd-BLS in self-certification, pairwise key establishment, andrgne&onsumption experiments
and shows similar performance in traceability experiment.

4)

E. Experimental Results

We compare our experiment results in terms of sel
certification, traceability, pairwise key computationdaen-
ergy consumption.

cessing time for a node to compute a pairwise key on tigreshold values. The reason is quite intuitive: not onlBis
high-end laptop. Note that no communication is involveBLS computationally cheaper thanBLS, but it also requires
in this measurement. less communication.

Energy Consumption. This experiment is quite tricky Tyaceapility Results. Figure 4(b) displays traceability costs
to perform fairly. It is meaningless to measure energy, ine two protocols. Even in the worst ca@BLS is as

consumption with all the test cases above. Howevefoqq ag)-BLS for performing the (very infrequent) operation
it is well known that, in many small devices such ag§¢ tracing malicious nodes.

low-end MANET nodes or sensors, sending a single . . ) )
bit is roughly equivalent to performing 1,000 32_pitairwise Key Establishment Results.Figure 4(c) shows
1hat B-BLS is significantly more efficient thatJ-BLS for

computations in terms of batter power consumption [ ﬁ - O .
Therefore, we measured power consumption in terrf@MPUting pairwise keys. This result was as expected becaus

of communication bandwidth required by each self! B,'B!‘S _the pairwise key comput.atiqn requires ortyt)
configuration protocol. For more details, we sent SOmrgult|pl|catlons where the modular size is 160 bits. In casty
bulk data (e.g., 100 MB) from a sing’Ie iPAQ ppaYU-BLS requiresO(t) exponentiations with a modular size of

(refer to Figure 3), measured power consumed whif024 bits as well a®(t) multiplications with 160-bit modulus.

sending out this data, and then computed the averageergy Consumption Results.Energy consumption results
power consumption per bit. After that, we calculatefbr self-certification operation are plotted in Figure 4(these
power consumption of each protocol by multiplying thigesults in Figure 4(d) clearly illustrate th&BLS is much
measurement result by the bit length of the transmittedore energy-efficient thabd-BLS.

data. VIl. CONCLUSION

In this paper, we proposeB-BLS, a fully non-interactive
elf-certification protocol for long-lived MANETS via a nelV
‘ombination of bi-variate polynomial secret sharing and

threshold BLS signature scheme. We demonstrated, using
theoretical and experimental evaluation, tBaBLS is more

Self-Certification Results. As observed from Figure 4(a), efficient than previous mechanisms, based on uni-varidie po
the self-certification cost wittB-BLS is much lower than nomial secret sharing and threshold BLS signature, in terms
that with U-BLS. The difference is even higher for higherof computation, communication, and energy consumption.



ACKNOWLEDGMENTS [31]

10

R. Ostrovsky and M. Yung. How to Withstand Mobile Virustacks. INnACM
PODC'91, pages 51-61, Aug. 1991.

This research was supported by Basic Science Reseafgi w. H. Press, B. P. Flannery, S. A. Teukolsky, and W. T.taéing. Numerical
Program through the National Research Foundation of Korea
(NRF) funded by the Ministry of Education, Science andB3] N. Saxena, J.-E. Ekberg, K. Kostiainen, and N. Asokaecue device pairing
Technology (Grant No. 2009-0067977). Portions of this pap 4]
appeared in [36], [43]. The authors would also like to than
Gene Tsudik for his collaboration on the conference versidip!
[36] related to this paper. Jeong Hyun Yi is the correspogdirise]

author.

[1]
[2]

[3]

[4]

[5]
[6]
[71
[8]
[9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]
(18]

[19]

[20]
[21]

[22]

[23]
[24]
[25]

[26]
[27]

[28]

[29]
[30]

[37]
[38]
REFERENCES
[39]
K. Barr and K. Asanovic. Energy Aware Lossless Data Caspion. INnACM
MobiSys’03 pages 231-244, May 2003.
M. Ben-Or, S. Goldwasser, and A. Wigderson. Completeréseorems for Non-  [40]

Cryptographic Fault-Tolerant Distributed Computation. ACM STOC'88 pages
1-10, May 1988.

C. Blundo, A. D. Santis, A. Herzberg, S. Kutten, U. Vaagaand M. Yung. [41]
Perfectly-Secure Key Distribution for Dynamic Conferesiceln CRYPTO'92

pages 471-48, Aug. 1999. [42]
A. Boldyreva. Efficient Threshold Signatures, Multisgtures and Blind Signatures
based on the Gap-Diffie-Hellman-Group Signature SchemBKI@'03, pages 31- [43]
46, 2003.

D. Boneh and M. Franklin. Identity-based Encryptionnfraghe Weil Pairing. In  [44]

CRYPTO'0] pages 213-229, Aug. 2001.

D. Boneh, B. Lynn, and H. Shacham. Short Signatures froenWeil Pairing. In
ASIACRYPT'0lpages 514-532, Dec. 2001.

G. Bracha. An Asynchronoug(n — 1) /3]-resilient Consensus Protocol. ACM
PODC’84 pages 154-162, Aug. 1984.

Y. Desmedt and Y. Frankel. Threshold Cryptosystems.CRYPTO’89 pages
307-315, Aug. 1990.

G. Frey, M. Miiller, and H.-G. Ruck. The Tate Pairing ahé Discrete Logarithm
Applied to Elliptic Curve Cryptosystems. IFEEE Transactions on Information
Theory volume 45, pages 1717-1719, July 1999.

R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin.
Signatures. ICRYPTO'96 pages 354-371, May 1996.
R. Gennaro, S. Jarecki, H. Krawczyk, and T. Rabin. Sedbistributed Key
Generation for Discrete-Log Based Cryptosystems. EMROCRYPT'99pages
295-310, May 1999.

M. T. Goodrich, M. Sirivianos, J. Solis, G. Tsudik, and&zun. Loud and Clear:
Human-Verifiable Authentication Based on Audio. IBEE ICDCS’06 2006.

A. Herzberg, S. Jarecki, H. Krawczyk, and M. Yung. Prog Secret Sharing,
Or How To Cope With Perpetual Leakage. @RYPTO’95 pages 339-352, Aug.
1995.

Y.-C. Hu, D. B. Johnson, and A. Perrig. SEAD: Secure E#fi¢ Distance Vector
Routing for Mobile Wireless Ad Hoc Networks. IHEEEE HotMobile’02 pages
3-13, June 2002.

Y.-C. Hu, A. Perrig, and D. B. Johnson. Ariadne: A Sec@ne-Demand Routing

Robitgeshold DSS

Recipes in C : The Art of Scientific Computir@ambridge University Press, 1992.
ISBN 0-521-43108-5.

based on a visual channel (short paper)/HEE SP’'06 May 2006.

N. Saxena, G. Tsudik, and J. H. Yi. Admission Control ieeRto-Peer: Design
and Performance Evaluation. ’RCM SASN’03pages 104-114, October 2003.
N. Saxena, G. Tsudik, and J. H. Yi. Identity-based Asc€sntrol for Ad-Hoc
Groups. InICISC’'04, December 2004.

N. Saxena, G. Tsudik, and J. H. Yi. Efficient Node Adnussifor Short-lived
Mobile Ad Hoc Networks. INEEE ICNP’05 pages 269-278, Nov. 2005.

A. Shamir. How to Share a Secret. Gommunications of the ACMolume 22,
pages 612—613, Nov. 1979.

M. Steiner, G. Tsudik, and M. Waidner. CLIQUES: A New Appch to Group
Key Agreement. INEEE ICDCS’98 pages 380-387, May 1998.

M. Steiner, G. Tsudik, and M. Waidner. Key Agreement ipn@mic Peer Groups.
In IEEE Transactions on Parallel and Distributed Systermdume 11, pages 769—
780, July 2000.

D. R. Stinson and R. Strobl. Provably Secure Distriduzhnorr Signatures and
a(t, n) Threshold Scheme for Implicit Certificates. ACISP’0], pages 417-434,
July 2001.

E. Uzun, K. Karvonen, and N. Asokan.
methods. INUSEC'07 2007.

P. van Oorschot. Extending Cryptographic Logics ofi8feto Key Agreement
Protocols. INACM CCS’93 pages 232-243, 1993.

J. H. Yi. Energy-Efficient and Non-interactive Selfrtiication in MANETS. In
SSS’06 pages 533-547, 2006.

L. Zhou and Z. J. Haas. Securing Ad Hoc NetworksIE&EE Network Magazine
volume 13, pages 24-30, Nov. 1999.

Usability analysis secure pairing

Nitesh Saxenais an Assistant Professor in the
Department of Computer Science and Engineering
at Polytechnic Institute of New York University
(formerly Polytechnic University). He works in the
areas of computer and network security, and applied
cryptography. Nitesh obtained his Ph.D in Infor-
mation and Computer Science from UC Irvine. He
holds an M.S. in Computer Science from UC Santa
Barbara, and a Bachelor's degree in Mathematics
and Computing from the Indian Institute of Tech-
nology, Kharagpur, India. Nitesh’'s Ph.D. dissertation

on "Decentralized Security Services” has been nominatedttie ACM
Dissertation Award 2006. He is the recipient of the Best &tiidPaper Award

Protocol for Ad Hoc Networks. IIACM MobiCom'02 pages 12-23, Sept. 2002. at Applied Cryptography and Network Security (ACNS) coefere 2006.

S. Jarecki, N. Saxena, and J. H. Yi. An Attack on the PivadRSA Signature
Scheme in the URSA Ad Hoc Network Access Control ProtocoA@M SASN'04
pages 1-9, Oct. 2004.

Y. Kim, D. Mazzocchi, and G. Tsudik. Admission Contral Peer Groups. In
IEEE NCA'03 pages 131-139, Apr. 2003.

N. I. Koblitz. A Course in Number Theory and Cryptograph$pringer-Verlag,
1995. ISBN 0-387-94293-9.

J. Kong, H. Luo, K. Xu, D. L. Gu, M. Gerla, and S. Lu. AdapiSecurity for
Multi-level Ad-hoc Networks. InWiley Journal of Wireless Communications and
Mobile Computingvolume 2, pages 533-547, Aug. 2002.

J. Kong, P. Zerfos, H. Luo, S. Lu, and L. Zhang. ProvidRgbust and Ubiquitous
Security Support for MANET. IHEEE ICNP’'01, pages 251-260, Nov. 2001.
D. Liu and P. Ning. Establishing Pairwise Keys in Dibtried Sensor Networks.
In ACM CCS’'03 pages 52-61, Oct. 2003.

H. Luo, J. Kong, P. Zerfos, S. Lu, and L. Zhang. URSA: Ubiqus and Robust
Access Control for Mobile Ad Hoc Networks. [EEEE/ACM Transactions on
Networking volume 12, pages 1049-1063, Dec. 2004.

H. Luo, P. Zerfos, J. Kong, S. Lu, and L. Zhang. Self-se@Ad Hoc Wireless
Networks. INIEEE ISCC’'02 pages 567-574, July 2002.

J. M. McCune, A. Perrig, and M. K. Reiter. Seeing-isibeihg: Using camera
phones for human-verifiable authentication.IEEE SP’05 2005.

A. J. Menezes, P. C. van Oorschot, and S. A. Vanstddandbook of Applied
Cryptography CRC Press, 1997. ISBN 0-8493-8523-7.

MIRACL Library, http://indigo.ie/ mscott.

M. Naor, B. Pinkas, and O. Reingold. Distibuted Pse&&mdom Functions and
KDCs. InEUROCRYPT'99pages 327-346, May 1999.

M. Narasimha, G. Tsudik, and J. H. Yi. On the Utility ofddiibuted Cryptography
in P2P and MANETSs: The Case of Membership ControllHEE ICNP’03 pages
336-345, Nov. 2003.

OLSR Protocol, http://menetou.inria.fr/olsr.

OpenSSL Project, http://www.openssl.org.

Jeong Hyun Yi is an Assistant Professor in the
School of Computing at Soongsil University, Seoul,
Korea. He obtained a Ph.D. in Information and
Computer Science from the University of California,
Irvine in 2005. He received an M.S. and a B.S.
in Computer Science at Soongsil University, Korea
in 1995 and 1993, respectively. He was a Principal
Researcher at Samsung Advanced Institute of Tech-
nology, Korea, from 2005 to 2008 and a member of
research staff at Electronics and Telecommunication
Research Institute (ETRI), Korea, from 1995 to

2001. Between 2000 and 2001, he was a guest researcher andatistitute
of Standards and Technology (NIST), USA. His research éstsrinclude:
network security, mobile security and privacy, ubiquitaesnputing, RFID,
PKI,
include Certificate Management Protocol (CMP) for Koreanl Biandards
and integration of Korea PKI and US Federal PKI.

and applied cryptography. Some of his notable reseamsttributions



