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Abstract—Brain Computer Interfaces (BCI) are rapidly gain-
ing popularity in consumer market. It is therefore important
to analyze the security and privacy threats these devices may
introduce to their users. In this paper, we explore how malicious
access to brainwave signals may surreptitiously reveal users’
privacy-sensitive medical conditions and personal information,
while they are browsing the web (or interacting with an app). At a
conceptual level, we investigate the potential of brainwave signals,
captured during a user’s normal interactions with visual stimuli
(e.g., images and audio-visuals) through a website or computer,
in exposing whether the user is suffering from a given medical
disorder (e.g., drug abuse or autism) and to which demographics
group the user belongs (e.g., young vs. elderly or male vs. female).
At an empirical level, as two representative case studies into
such conceptual attacks, we present a concrete brainwave privacy
attack, (Brain) Hemorrhage', focusing on the leakage of Alcohol
Usage Disorder (AUD) and users’ age group.

Hemorrhage is designed using machine learning techniques to
identify the users suffering from AUD and age group by analyz-
ing the seemingly innocuous brainwave signals leaked online in
response to users’ viewing of simple images or watching of videos.
Based on the publicly available EEG datasets on AUD and aging,
our study shows that Hemorrhage can predict the presence or
absence of alcohol usage disorder with the precision of 96% and
the presence or absence of aging condition with 94% accuracy.
We also analyze, visualize and interpret the differences in the
brainwave signals corresponding to AUD and aging, which serves
to justify why our attack succeeds. While the use of neuroimaging
devices to diagnose medical disorders in clinical settings is a
common practice in the medical field, our study constitutes one
of the first steps towards exploring the malicious use of brainwave
devices in compromising people’s health information privacy in
an online setting (otherwise protected under the HIPAA law) as
well as their age privacy. Given any website can have unfettered,
permission-less access to the signals captured by the current
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In the context of our work, the term “Hemorrhage” is an attack against
brainwave privacy. Brain Hemorrhage is a type of alcoholic cocktail, and hence
the terminology is also intended to capture one of the case studies of our work
on Alcohol Use Disorder.
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BCI devices, we believe that our work raises a serious online
health privacy and age privacy issues as these devices get widely
deployed.

I. INTRODUCTION

Electroencephalography (EEG) based Brain Computer In-
terface (BCI) devices are fast prevailing in the commercial en-
tertainment and gaming market. These devices provide a non-
invasive method of recording the electrical fields directly pro-
duced by neuronal synaptic activity related to a task, referred
to as event-related potentials (ERPs). Vendors like Emotiv[18],
Neurosky[44], Neurofocus [43]) have made their BCI devices
available in the commercial market. Several applications based
on these devices like, hands-free phone dialing application [8]
and hands-free control system for gaming applications [35] are
already available in these markets.

With the advancement of these devices, and the interesting
use cases they facilitate, they are being rapidly introduced in
the daily spheres of our lives. These headsets may be worn
by people while they are doing different routine tasks like
driving, using mobile phones and computers. In this light, it is
important to analyze the potential security and privacy threats
these devices may introduce, and the measures to mitigate such
threats.

One serious issue raised by current BCI devices is that they
allow any website (via JavaScript) or an application to have un-
controlled access to the brainwaves recorded via these devices,
without the need for a prior approval, or awareness of the user.
This opens up many potential attack vectors. Indeed, recent
studies [34], [41] have shown that the brainwaves measured
when users are viewing images or entering passwords can
be leveraged to reveal their private information, e.g.,banking
information, PINs and passwords.

In this paper, we take this important line of research
to another dimension and study the possibility of exposing
the private demographic information and sensitive medical
disorders people may be suffering from (and may not want to
reveal in public) based on malicious access to brainwave sig-
nals during their normal web or computer browsing sessions.
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Prior medical diagnostic studies have shown that the neural
activations in users suffering from medical conditions, such as
autism [32], epilepsy [3], depressive disorders and schizophre-
nia [13], and drug abuse disorders [9] are different than normal
healthy users. Given this founding premise, the attackers who
obtain the neural signals captured through the BCI devices
have the potential to retrieve such private information about
users online. This will give attackers the capability to expose
the users in public, perform targeted attacks, send targeted
advertisements, prejudice against or potentially blackmail them
— the possibilities are numerous and devastating.

As a concrete demonstration of our general threat explained
above, we empirically investigate the potential of brainwaves
maliciously and surreptitiously captured when users are view-
ing different images or listening to audio/video clips on the
website/computer to infer their age group and predisposition
to alcoholism, referred to as Alcohol Use Disorder (AUD).
The previous neuroscience studies have shown that the neural
activities are different between alcoholics and non-alcoholics
when they are resting or performing some audio/video task
[50], [51]. This may be due to the effect of alcohol use on
different brain regions. So, we started our study with the
hypothesis that the pattern of neural activities when the
users suffering from AUD and non-alcoholic users are viewing
simple images while browsing the web will be different. These
differences in the neural activities can then be used to build
automated machine learning models which can identify if a
user is suffering from AUD or not. A similar premise applies
to the leakage of age group as there may be substantial
differences in the brains of young and elderly users.

The knowledge that someone is suffering from AUD or
the knowledge that a user belongs to certain age-group could
violate the privacy of that individual and make them suscep-
tible to different forms of attacks, social stigma, and discrim-
ination [52]. For example, if an employer learns about an
employee’s long-term alcohol abuse disorder, it may jeopardize
the employment [60]. If an insurance company knows about
users suffering from AUD, their premium rates might increase.
Similarly, a phishing site can launch targeted attacks based on
the medical conditions or the age-range in a hope that they
may be more prone to such scams. Also, the online predators
might benefit from the potential leakage of age-group on online
platform.

Our Contributions and Novelty Claims: In this paper, we
introduce a new attack vector called (Brain) Hemorrhage
that secretly extracts users’ private information, particularly
the age group and Alcohol Use Disorder from event-related
potentials measured by brain computer interfaces online. Our
contributions are two-fold:

e We provide two concrete case studies of differentiating be-
tween: (1) people suffering from Alcohol Usage Disordes vs.
healthy indiviuals, and (2) people belonging to different age
groups, in particular young vs. aged. The Hemorrhage attack
is designed using machine learning techniques to identify the
such users by analyzing the brainwave signals in response to
users’ viewing of simple images or listening of audio/video
signals. Such images/videos can be easily embedded as part
of a regular benign-looking web browsing session (e.g., on
social media sites), image-based CAPTCHAS, gaming or

1Q level testing sites, and therefore the attack can remain
oblivious to the users. We focus on AUD and aging as our
two case studies in this paper given neuroscience literature
that human brain may get impacticized with the usage of
alcohol and with normal aging effects. Therefore, our goal is
to bring these seemingly distinct, but in fact highly relevant,
attributes on a common platform through our work.

e Based on two publicly available EEG datasets regarding
AUD and aging, we provide a comprehensive analysis of
the Hemorrhage system. In particular, we first analyze the
differences in the neural activities corresponding to alcoholic
and healthy participants, and elderly and young subjects then
use these differences in neural activations to evaluate the
performance of our machine learning based classification
models in predicting the users predisposition to alcohol and
their age-group. Based on the prior literature [49], [4], [26],
[25] we interpret that these differences exist because of the
potential damages of brain cells from excessive alcoholic
intake in the users suffering from AUD or due to natural
aging effects. Our study shows that we can identify the users
having alcohol usage disorder with a precision of 96% and
age-group with the precision of 94%.

While the use of neuro-imaging devices to diagnose med-
ical disorders in clinical settings is a common practice in
the medical profession, our study constitutes one of the first
steps towards exploring the malicious use of brainwave devices
in compromising people’s personal and health information
privacy in a web browsing setting, the latter information in
particular is otherwise protected under the HIPAA [2] law.
Given any website or app can have unregulated access to
the signals captured by the current BCI devices without user
knowledge, we believe that our work raises a serious online
personal and health privacy issue as these devices get widely
deployed in the consumer domain.

Related to Hemorrhage, recent research studies [34], [41]
have shown that EEG signals measured from BCI devices
can be exploited to extract private information, e.g., PINs or
passwords, known to users. Our study is radically different
from these prior studies in the type of information we learn
from the brainwave signals. While the previous studies focused
on PINs and passwords, we study the potential of leakage
of personal and medically sensitive information, like drug
usage, diseases, and mental disorders getting exposed via brain
signals. We believe that the stolen PINS or passwords can be
used by attackers until they are changed by the victim users,
but the personal information and medical conditions may be
more persistent (possibly long-lasting or even permanent) and
can have a potentially more severe impact on the privacy,
security and safety of individuals.

II. BACKGROUND & PRIOR WORK
A. EEG & BCI Devices Overview

Electroencephalography is a non-invasive methodology of
measuring brain’s neural activities in terms of event related
potentials (ERPs) with high temporal resolutions. These ERPs
contain the number of peaks which are related to different
cognitive events and therefore can be used to understand hu-
man information processing in real time [16]. The BCI devices
measure such ERPs when users are performing a task. The
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current commercial BCI devices may not be equally capable
as clinical-grade devices, however, with the involvement of
industrial giants like Facebook [21] and Neuralink [42] leading
their development, more sophisticated devices are imminent.
These devices, with a capability similar to clinical devices (like
the one employed in the dataset used), will become mainstream
in the near future and the attacks we have studied in the paper
ﬁ/ille mor viible and devastating.
. Related Wor

EEG-based BCI devices have been explored by researchers
as a vector of side-channel attack to retrieve users private
information [34], [24], [41]. Martinovic et al.[34] presented
the possibility of inferring users’ private information (e.g.,
user’s PINs, passwords, banks, ATMs) by analyzing the brain
signals measured by a BCI device when users were viewing
images of many banks, numbers, and ATMs. These images
familiar to users evoked different neural responses. So, when
a user saw an image of the bank with which he has an
account or the digit which he uses often in his PIN code,
he had high peak ERPs. This was further exploited to explore
users’ private credentials. Frank et al. [24] proposed similar,
but a less intrusive subliminal attack. They exposed victims
to portrait pictures for a duration insufficient for conscious
cognitive perception and extracted whether the user knew the
identity of the person in the picture. Neupane et al. [41]
used event related potentials measured when participants were
entering random PINs/passwords to deduce the entered digits
or alphabets. Our Hemorrhage study is different compared to
previous work as we study the feasibility of exposing privacy-
sensitive information and disorders, unlike PINs/passwords,
upon sniffing the brain signals. Also, the attacks they proposed
considered access to brain signals via malicious website only,
while we study the feasibility of malicious websites’ access
to these brain signals via JavaScript, which makes the attack
easier and more powerful (as no malicious application needs
to be installed on the users’ devices).

EEG has also been employed by researchers to classify
mental states of a user [6], [5], drowsiness [29] and mental
tasks users are performing [58], [20]. Brain signals recorded
by EEG-based BCI devices have been used to replace mouse
or joysticks in mindgames [22]. The ERP measured in an
independent color-naming stroop task is found to be correlated
to users’ beliefs in God/religion [28]. Waismann et al. [61] and
Flor et al. [23] have correlated ERPs with sexual orientation,
and sexual interests of the users. Somewhat related to our work,
the BCI devices are also used to understand user behavior in
security tasks (e.g., [38], [39], [40]).

Apart from EEG, fMRI, and fNIRS based neuroimaging
devices have also been used to understand users’ neural acti-
vations in several tasks. Doehrmann et al. [15] showed angry
vs. neutral faces or emotional vs. neutral faces to participants
with social anxiety disorder to predict their response after
cognitive behavioral therapy. They found that brain imaging
can provide biomarkers that substantially improve predictions
for the success of cognitive behavioral intervention. Chai et
al.[11] used resting state brain images were used to understand
the possibility of depression on children of the parents with
depression. Shanon et al. [55] used resting state brain images to
identify impulsivity in juvenile offenders. These studies depict
the potential of brain waves in leaking the users’ sensitive
private disorders, which serves as a premise for our work.

Similar to our work, there are neuroscience studies showing
differences in event related potentials, and the continuous
EEG between alcoholics and non-alcoholics [50], [51], [19].
However, the tasks used in these studies (oddball paradigm
Audio/Visual task [19] and resting state [50]) are difficult to
exercise in real world web browsing attack settings as they
could make users suspicious of the attacks, or users may not
wear these devices in resting state. Also, unlike our work, these
neuroscience studies do not show how attackers can exploit
brain signals to reveal users’ sensitive medical conditions
during web-browsing sessions. The novel aspect of our study is
the way stimuli can be presented to capture a real-world attack,
which is not captured in these prior neuroscience studies.

Similarly with respect to the literature on aging, [64], [14]
showed that brain signals patterns gradually alter with age,
meaning that the neural activities in elderly people differ from
that of young people. [14] used deep learning methods to
predict individual’s brain age. However, no prior study has
investigated the adversarial context of aging information that
may leak from brainwaves.

III. ATTACK SCENARIOS

Brain Activity Correlates with Visual Stimuli: Pictures
and mental tasks have been used by several neuroscience
researchers to understand user behavior in different tasks. The
ERPs generated in the brain when users view different images
are associated with users’ familiarity or unfamiliarity with
those images. So, the malicious attacker with access to these
ERPs has the potential to infer stimuli known or unknown to
the users. The researchers [34], [41] have previously used this
nature of ERPs to extract private information.

Further, the researchers have shown that the neural acti-
vations during simple visual tasks in users with autism [32],
depressive disorders and schizophrenia [13], and drug usage
problems [9] are different from those compared to normal
healthy users. So the attackers who obtain the neural signals
have potential to retrieve such information about the user.

Attack Model: Learning Private Information via Simple
Image Display: Based on these prior studies, we focus on
the vulnerability of the brain signals in revealing the age-
range of users or their medical conditions, specifically the
privacy sensitive alcohol usage disorder. To perpetrate our
proposed Hemorrhage attack, the adversaries can design and
develop BCI-based malicious applications or websites. The
users using these websites will find them to be benign as the
interface may only contain images or require inconspicuous
mental tasks. To evaluate the Hemorrhage attack setting, we
used two pre-existing datasets involving the AUD and aging
(see section VDescription of Datasetssection.5). To emulate
our Hemorrhage attack, therefore, the attacker can develop a
website disseminating interesting news items or other content.
The attacker can then ask its users to view some images for
the first few seconds before they enter the website. Also, the
images can be embedded in the form of CAPTCHAS the users
need to solve prior to accessing some information on the
website. The audio/video can be embedded in the websites
as an advertisement. The attacker can then collect the brain
signals when users are viewing these images. The brain signals
recorded while performing these tasks can be used to infer
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Fig. 1: High level overview of our attack: how malicious access to brain activity correlated with visual stimuli can be used to learn targeted
(medical and aging) information via simple image display in a routine web browsing interaction.

users’ private information, specifically the predisposition to
alcohol usage disorder or the age group information. Figure
1High level overview of our attack: how malicious access to
brain activity correlated with visual stimuli can be used to learn
targeted (medical and aging) information via simple image
display in a routine web browsing interaction.figure.caption.1
depicts how an attacker can infringe an individual’s privacy
sensitive information when browsing a website.

Attack Consequences: Learning medically sensitive disor-
ders such as alcohol abuse or the age-group of the user
can have frigid implications. This may enable attackers to
launch targeted phishing attacks against users, and extract other
private information from users’ neural activity, for example,
familiar faces or voices, familiar places, familiar cuisines, etc.
The information can be used for user modeling to launch
targeted ads, targeted attacks, or even for blackmailing users.
Knowing the medical disorders of users, the attackers can
launch targeted medical scams which can eventually harm
people. The employers learning about these disorders and
behaviors can harm the growth of the employee irrespective of
his/her capability. Also this breach of privacy may negatively
impact victims in their health insurance, social relationships,
and potential opportunities.

Remotely Monitoring Brainwaves: While the previous brain
privacy leakage studies [34], [41] only focused on the access
to the brainwave signals by malicious mobile applications,
we tested the feasibility of malicious websites to obtain the
brain signals measured by BCI devices without user knowledge
using Neurosky [45], a commercially popular BCI headsets.

NeuroSky offers a list of APIs which provides the potential
to interact with their devices [62], [45], [47]. We used this
EEG-based headset record brainwave signals through a web-
page. This simulates a potential for a real world attack which
can be launched against the users of this device during their
web navigation. This process occurs in the background and in
a silent manner using a JavaScript when a user is browsing
the malicious webpage. For testing this scenario, we set up
a remote server to open a socket and listen to the incoming
traffic from the client side using node package manager (NPM)
[45], [47].

The JavaScript code in the website collected the users’
brain signals and sent them to a remote server, which in our
case was a node server, through a socket connection. This de-
picts the attackers capability to remotely monitor brain signals
measured by BCI devices to infer users’ private information
at real time.

IV. THREAT MODEL

In our study, an attacker is a malicious adversary trying to
gain access to the users’ private information, and a victim is
the user whose private information is targeted. We assume the
attacker is technically knowledgeable and equipped to develop
desktop or mobile applications capable of capturing event
related potentials measured by brain computer interfaces when
victims are browsing websites or entering private information.
The goal of the attacker in this study is to extract private
sensitive information about victims, surreptitiously monitoring
their brain signals.

We consider two phases for our attack model. In the
first phase, the attacker creates a training model of the user
behavior, and in the second phase, the attacker uses the model
to predict the behavior of the user he is attacking.

Training Phase: The attacker can develop a training model
to detect the age range of users or identify users suffering
from AUD using the data collected on his own. He can run
a research or crowd-sourced study with healthy and alcohol
usage disorder users and also with elderly and young people.
The task can be similar to the one employed in the study
used for collecting the dataset used in our paper [65]. The
attacker can then process this dataset and extract features to
build machine-learning based classification models.

In general, there are also several publicly available neural
datasets [54], [7]. The attacker can choose a relevant study,
their dataset and build a training model using it. The training
model will be dependent on the stimuli used in these studies.
However, it will not be difficult for attacker to simulate these
stimuli in real-time attacks. Also, the attacker can choose the
designs easier to implement in real-life attacks. The creation
of these training models can be cost-effective to attackers.

These training models are easier to build unlike the training
models proposed for attacks in [34], [41]. Martinovic et al. [34]
and Neupane et al. [41] proposed the threat model which works
better only if the training data was collected from the potential
victims themselves. However, our training model can be built
from a general population and be used to launch attacks on
targeted individuals.

Testing Phase: The attacker can develop websites or ap-
plications hosting the tasks he used to develop the training
model. The tasks can be embedded such that the users may
not become suspicious. For example, as discussed in Section
IITAttack Scenariossection.3, the images can be embedded in
the pop-ups where advertisements are loaded. These websites
have unrestricted access to the brain signals measured by BCI
devices, and hence the attacker can capture the brain signals
when users are viewing these images without user knowledge.
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These neural activities captured by the website can then be
sent to the remote attacker, who then uses it to infer user’s
private information.

In another attack model, we can assume that the attacker
has developed a malicious website with in-built training model.
This website can be used to identify the private information in
real time and use it for targeted attacks.

V. DESCRIPTION OF DATASETS
A. AUD Dataset

The dataset were recorded by an EEG device (ECI, Electro-
cap International) of sampling rate 256Hz at the Neurodynam-
ics Laboratory, SUNY Downstate Medical Center [17], [59].
The device had 64 electrodes of which two electrodes were
mounted for Electrooculography (EOG) and one nose elec-
trode. All scalp electrodes were referred to Cz. The electrodes
were positioned based on international 10-20 system [48] at the
following locations: “FP1”, “FP2”, “F7”, “F8”, “AF1”, “AF2”,
“FZ”, “F4”, “F3”, “FC6”, “FC5”, “FC2”, “FC1”, “T8”, “T7”,
“CZ”, “C3”, “C4”, “CP5”, “CP6”, “CP1”, “CP2”, “P3”, “P4”,
“pPZ”, “P8”, “P7”, “PO2”, “PO1”, “02”, “O1”, “X”, “AF7”,
“AF8”, “F5”, “F6”, “FT7”, “FTI8”, “FPZ”, “FC4”, “FC3”,
“C6”, “C5”, “F2”, “F17, “TP8”, “TP7”, “AFZ”, “CP3”, “CP4”,
“P5”, “P6”, “C17, “C2”, “PO7”, “PO8”, “FCZ”, “POZ”, “OZ”,
“P2”, “P1”, “CPZ”, “nd” and “Y”. The electrodes "X’ and "Y”’
measured electrooculography (EOG) signals, and 'nd’ was a
reference nose electrode. The trials with excessive eye and
body movement were rejected online.

In the study, the data was collected from a group of
alcoholics and control subjects for the study of participants’
genetic predisposition to alcoholism. There were 45 right-
handed male participants with an age range of 19.4 — 38.6
years in the control group and 77 male participants with an
age range of 22.3 — 49.8 years in the alcoholic group. The
alcoholic participants had a history of heavy drinking for a
minimum of 15 years and were diagnosed with alcohol abuse
or dependence by the psychiatrist [30]. However, the subjects
were abstinent from alcohol at least 28 days before the start
of the experiment. The control participants had no history of
personal or family alcohol or drug abuse.

The participants were shown a series of object pictures
chosen from the Snodgrass and Vanderwart picture set [56].
Two picture stimuli appeared in succession with a 1.6 sec
fixed interstimulus interval. The duration for the first (S1) and
second (S2) picture stimulus in each trial was 300ms where the
interval between each trial was fixed to 3.2 sec. All the pictures
were paired either as matching or non-matching conditions.
The participants pressed mouse key in one side if the S2
matched S1 and to press a mouse key in the other side if
the S2 differed from S1.

B. Aging Dataset

The dataset [1] was recorded by an EEG device (SA In-
struments, Home-Grown Digitizer, Electro-Cap International)
of sampling rate 100Hz at the University of California, San
Diego. The electrodes were positioned based on international
10-20 system [48] at the following locations: “Fpl”, “Fpz”,
“Fp2”, “AF3”, “AF4”, “F7”, “F3”, “Fz”, “F4”, “F8”, “FC5”,

‘FC17, “FC6”, “FC2”, “T7”, “C3”, “Cz”, “C4”, “T8”, “CP5”,
“CP1”, “CP2”, “CP6”, “P7”, “P3”, “Pz”, “P4”, “P8”, “PO3”,
“PO4”, “O17, “0z”, “02”, “LM”, “Reye”, “LEye”. The data
[1] was collected from a group of 49 elderly and young sub-
jects with no history of psychiatric, neurological, or medical
disorders, to study the impacts of aging on the processing of
sensory auditory and visual stimuli [10]. From the total 49
participants attended in the experiment, we chose 46 subjects
(three participants were removed from our study due to the
significant interruption during data collection), 18 subjects with
an age range of 20 to 40 years in the young group and 28
subjects with an age range of 67 to 89 years in the elderly
group. In the experiment, there were one Focus Auditory (FA)
block and one Focus Visual (FV) block which were followed
by 12 Shift (SH) blocks and another 3 FA and FV blocks each
for each of the participants. There were no specific order of the
FA and FV sequences and it was randomized across subjects.
In the Shift condition, participants need to move their attention
between the visual modality and the auditory modality based
on the order that ’Look’ and *Hear’ cues appear. The stimuli
were displayed in blocks of 264 for a duration of 2.64 min
[10].

TABLE I: Statistical analysis between average ERPs of AUD users
and control users at multiple channels using Mann-Whitney U Test.
The channels are grouped into different columns based on the brain
regions they measure.

[ Frontal [ Central [ Temporal [ Parietal [ Occipital |
[Ch [Sig [ Ch [Sig [Ch [Sig [ Ch [Sig [ Ch [ Sig |

AF1 .000 | Cl 248 | T7 .034 | CP1 .000 | O2 .000
AF2 .000 | C2 .059 | T8 .001 CP2 .000 | Ol .000
AF7 .000 | C3 .002 | P5 .000 | CP3 .000 | POZ | .000
AF8 .007 | C4 .002 | P6 .000 | CP4 .000 | PO7 .000
AFZ | .000 | C5 .015 | P7 .000 | P1 .000 | OZ .000
Fl1 .000 | C6 .017 | P8 .000 | P2 .000 | PO2 .000
F2 .000 | FCl1 .000 | TP7 .001 P3 .000 | POl .000
F3 .000 | FC2 .000 | TP8 .000 | P4 .000 | PO8 .000
F4 .000 | FC3 .000 | FT7 .041 PZ .000

F5 .000 | FC4 .000 | FT8 .000 | CPZ | .000

F6 .000 | FC5 .000 | CP5 .000

F7 .004 | FCo6 .001 CP6 .000

FP1 .000 | FCZ | .000

FP2 .000 | CZ .006

FZ .000

FPZ .000

F8 .000

VI. NEURAL SIGNATURES

In this section, we analyze the ERPs collected in the dataset
used to evaluate the performance of the Hemorrhage attack
system in detecting young vs. elderly individuals, and alcoholic
vs. healthy group of users. We designed a neural analytics
software to average the ERPs measured at different electrodes
related to each trial presented in the experimental task of the
dataset for each participant in the aging and AUD datasets.

A. AUD Signatures

For AUD analysis, each trial was represented by a row
vector with 61 values representing 61 channels each. Then,
the ERPs were averaged across all trials at each channel to
represent a user with a single row vector. The row vector
was labeled as alcoholics or control condition depending on
dataset they belonged to. We then performed the statistical
analysis on the neural data. We were interested in measuring
the differences in the ERPs between alcoholics and control
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Fig. 2: Visualization of ERPs in different regions for (a) the control
group and (b) the alcoholic group.

participants to find the unique neural markers related to alcohol
usage disorder. First, we used Kolmogorov-Smirnov Test to
determine if the data was normally distributed. The p-value of
the test was statistically significant (p<.05) showing that the
distribution of the data was non-normal. The study procedure
followed a “between-subject” methodology. So, we used the
Mann Whitney U Test for measuring the differences in the
mean ERPs of alcoholics and control groups. Since we had
performed 61 pairwise comparisons, we applied Bonferroni
correction on the p-value and considered the comparisons
with the significance level (p-value) less than .0008 to be
statistically significant. After correction, we observed that there
were statistically significant difference in the means of the
ERPs measured by all channels except AF8, F7, Cl, C2,
C3, C4, C5, C6, CF, Ce6, CZ, FC6, FT7, T7, TP7, and T8,
between alcoholic and control users. Table IStatistical analysis
between average ERPs of AUD users and control users at
multiple channels using Mann-Whitney U Test. The channels
are grouped into different columns based on the brain regions
they measure.table.caption.2 depicts channels with statistically
significant differences in mean distribution of ERPs after
Bonferroni correction.

For better demonstration of brain response differences
between the groups of alcoholic and controlled participants,
we used a dense spatial plot (see Figure2Visualization of
ERPs in different regions for (a) the control group and (b)
the alcoholic group.figure.caption.3) which represents brain
activity across the different participants to specifically show
how the brain signals could be varying from one group to
another. It can be seen that there are notable differences in
ERPs between alcoholic and controlled participants in frontal
and occipital lobes of the brain. For example, the central region
does not show notable differences in ERPs between alcoholic
and control participants.

B. Aging Signatures

In the aging case, each trial was represented by a row
vector with 36 values representing 36 channels each. We
took the same approach as the AUD case to represent a user

with a single row vector. The row vector was labeled elderly
or young depending on group they belonged to. On using
WSRT, running pair-wise comparison of EPRs between elderly
and young, we observed statistically significant differences
at PO4 (p = .035). In Figure 3Visualization of ERPs in
different regions for (a) the elderly group and (b) the young
group.figure.caption.4, we also demonstrate the brain response
differences between the groups of elderly and young people
and show how the brain signals could be varying from one
group to another.

C. Interpretation of the Differences

The differences in the neural activities between the users
suffering from AUD vs. healthy individuals may be due to the
effect of excessive alcohol intake in different neural regions.
Previous research studies [49], [4], [26], [25] have reported
damages of brain cells due to excessive alcohol usage. Berman
and Marinkovic [49] reported the negative impact to the
frontal-related systems including temporal, parietal and occip-
ital areas, due to alcoholism-related aspects. Gilpin and Koob
[25] suggested that chronic exposure to alcohol reduces the
volumes of brain structures, including cerebellum, prefrontal
cortex, and orbitofrontal areas. Similarly, Bellis et al. [4]
in their fMRI study also found decreased activation in the
prefrontal cortex and cerebellum.

In case of elderly users, the brain activities are different
compared to young as the neurons die with age [53]. The
differences in neuronal activities between elderly and young
is observed with the decline in the cognitive functions, e.g.,
attention and memory and vision [36].

In light of these findings, in our study, the ERPs generated
when users were viewing the images or listening to audio/video
may have been distinguishable due to the differences in the
healthiness of the brain areas between alcoholics and control
users and between young and elderly.

(a) Old Group
Frequency(Hz)

10.0 (b) young Group 200
Frequency(Hz)

Log Power Spectral Density 10*log, ouV ?/HZ

Fig. 3: Visualization of ERPs in different regions for (a) the elderly
group and (b) the young group.

VII. MACHINE LEARNING DESIGN & RESULTS

We had observed the statistically significant differences in
average ERPs measured at multiple channels between the
users suffering from AUD and healthy users (Section VINeural
Signaturessection.6). We have also witnessed a significant
difference in average ERPs measured during the experiment
between elderly and young people. In this section, we compute
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feature vectors representing the users suffering from AUD
(alcoholic class) and healthy users (control class), and similarly
extract feature vectors which differentiate elderly from young
people. We further develop machine learning based classifica-
tion models to automatically identify the the users suffering
from AUD subjects from healthy subjects, and the elderly from
young. To this end, we design classifiers, with the features
generated from ERPs measured at each channel.

A. Classifiers and Performance Measures

The neural data was processed as discussed in Section
VINeural Signaturessection.6. We then extracted features from
the neural data to build different classifiers each based on
different machine learning algorithms, e.g., Trees — Decision
Tree (J48), Logistic Model Tree (LMT), Random Forest (RF)
and Random Tree (RT) ; Functions — Neural Simple Logistic,
Multilayer Perceptron (MP), Logistic Regression LR, Support
Vector Machines (SMO), Meta — AdaBoostM 1, meta.Bagging,
Lazy — k-nearest neighbor algorithm (IBK), and Rules — JRip.
We present classifiers with the best performance for both AUD
and aging.

To measure the performance of these classification models
in identifying the users suffering from AUD vs. healthy users
and elderly from young users, we calculated the false positive
(F'P), false negative (F'N), precision (Prec), recall (Rec), and
F-measure (F'M) metrics. True positive (TP) is defined as the
total number of correctly identified instances belonging to the
alcoholic class (the young class in the aging case) while the
true negative(TN) is the number of times samples belonging
to the control class (the elderly class) is rejected. Similarly,
false positive (F'P) represents the number of misclassified
control instances (elderly instances) incorrectly recognized as
alcoholic class (as young class) and false negative (F'N)
shows the number of times the alcoholic class (young class)
is rejected. Based on the retrieved true positive, false positive,
and false negative instance, we compute precision, recall, and
F-measure as shown in equations eqs. (1) and (2).

. TP I TP )
ecision = —————:recall = —————
preasion = pp pp’ TP+ FN
F o measure — 2 % precision * recall @)

precision + recall

TABLE II: AUD Classification: Precision (Prec), Recall (Rec), False
Positive Rate (FPR), False Negative Rate (FNR) and F-Measure (FM)
obtained on testing a set of instances on training model

[ Classifier [ Prec [ Rec [ FPR [ FNR [ FM |
RandomTree 1.00 | 045 | 0.00 | 0.55 | 0.63
Logistic Regression 0.77 | 091 | 0.30 | 0.09 | 0.83
Multilayer Perceptron | 1.00 | 0.82 | 0.00 | 0.18 | 0.90

SMO 1.00 | 091 | 0.00 | 0.09 | 0.95
LMT 1.00 | 1.00 | 0.00 | 0.00 1.00
Random Forest 1.00 | 1.00 | 0.00 | 0.00 1.00
Simple Logistic 1.00 | 1.00 | 0.00 | 0.00 1.00

[ Average [0.96 ] 0.87 [ 004 ]0.13 ]0.90 ]

Precision is the accuracy of the system in rejecting in-
stances belonging to the control classes. Recall is the accuracy

of the system in accepting instances belonging to the alcoholic
classes. Low recall leads to high rejection of positive instances,
hence unusable, and low precision leads to high acceptance of
negative instances, hence insecure. So we compute F-measure
as the harmonic mean of the precision and recall of the test.
It depicts the balance between precision and recall. High F-
measure represents a good classification system.

B. AUD Classification

We computed the mean, slope, skew, kurtosis, and standard
deviation of the ERPs measured from alcoholic and controlled
users from fifty-nine channels. We excluded two channels (C1
and C2) from feature extraction as we did not see statistically
significant differences in mean ERPs in our statistical analysis
(Section VINeural Signaturessection.6). This resulted in a
feature vector of length 295 (59 channels * 5 features per
channel) for each participant. The feature vectors were labeled
as alcoholic and control conditions based on the group they
belonged to. Our dataset had an unequal number of the users
suffering from AUD (77) and control users (44). So we only
used randomly selected 44 the users suffering from AUD to
make the training and testing instances equal among these two
groups.

We used a “train-test” model for our classification task.
In this model, the classifiers were first trained with the 34
randomly selected instances from AUD and control users each.
Next, we used the remaining 10 instances from alcohol and
control users as the testing set (“unseen data”). We computed
the performance metrics of some classifiers in correctly pre-
dicting the groups those instances were belonging to. The
results from the classifiers with the best performance are pre-
sented in table IIAUD Classification: Precision (Prec), Recall
(Rec), False Positive Rate (FPR), False Negative Rate (FNR)
and F-Measure (FM) obtained on testing a set of instances on
training modeltable.caption.5. The classifiers, namely, LMT,
RandomForest, and SimpleLogistic, achieved maximum F-
measure of 100% in predicting these instances. We see that
the average false positive is 4% and false negative is 13%
and the average F-measure is 90%, which are significantly
better than random classification model (50%). We observed
the differences in average F-measure of classifiers statistically
significantly greater than the average F-measure of the random
classifier in the Mann-Whitney U Test (p<.005).

The results obtained from these classification models were
significantly better than the random accuracy and demonstrate
that EEG-based neural data can be used in the development of
an automated mechanism to detect the users suffering from
AUD. This shows the feasibility of new attack mechanisms
based on the recorded neural cues via Hemorrhage.

C. Aging Classification

We computed mean, skew, kurtosis, and standard deviation
of the ERPs measured from elderly and young users from
thirty-six channels. After statistical analysis and visualization
of all the calculated features, in the aging case, we realized
that while the combination of features (e.g., skew, kurtosis,
and standard deviation) does not show statistically significant
differences between elderly and young subjects, the mean
ERPs of elderly subjects significantly differs from that of
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young subjects. Therefore, we chose the mean ERPs feature as
the final predictor of the type variable (e, y), since it perfectly
distinguishes elderly from young group. We extracted and
employed a feature vector of length 36 (36 channels of mean
ERPs) for each participant. The feature vectors were labeled
as e (elderly) and y (young) based on the group they belonged
to. Among the 46 subjects participating in the experiment, 18
belong to the young class and the remaining 28 belong to the
elderly class.

Like for AUD classification, we employed the train-test
model aging classification. Here, the classifiers were first
trained with the 36 randomly selected instances from elderly
and young groups. Next, we used the 10 remaining instances
including both the elderly and young users as the testing
set (“unseen data”). We computed the performance metrics
of some classifiers in correctly predicting the groups those
instances were belonging to. The results from the classifiers
with the best performance are presented in table IIIAging
Classification Per-Channel: Precision (Prec), Recall (Rec),
True Positive Rate (TPR), False Positive Rate (FPR) and F-
Measure (FM) obtained on a set of instances on training
modeltable.caption.6.

TABLE III: Aging Classification Per-Channel: Precision (Prec), Re-
call (Rec), True Positive Rate (TPR), False Positive Rate (FPR) and
F-Measure (FM) obtained on a set of instances on training model

[ Classifier [ Prec [ Ree [ TPR [ FPR | FM |
Simple Logistic | 0.92 0.90 0.90 0.06 0.90
LMT 0.92 0.90 0.90 0.06 0.90
Random Forest 0.87 0.80 0.80 0.13 0.80
IBK 1.00 1.00 1.00 0.00 1.00
AdaBoostM 1 1.00 1.00 1.00 0.00 1.00
JRIP 1.00 1.00 1.00 0.00 1.00
meta.Bagging 1.00 1.00 1.00 0.00 1.00
148 0.85 0.80 0.80 0.30 0.78

[ Average [ 0945 T 0925 ] 0.925 [ 0.193 | 0.925 |

In the aging case, the classifiers JRIP, IBK, AdaBoostM1
and Bagging, achieved maximum F-measure of 100% in
predicting the elderly and young instances. The average false
positive is 19% and the average precision and F-measure are
94% and 92% respectively which indicate that the classifiers
perform noticeably better than random classification model.

VIII. DIsSCcUSSION AND FUTURE WORK

Practicality of the Attack: In this paper, we studied how
attackers with access to the brain signals can retrieve privacy-
sensitive personal demographic information and medical con-
ditions while users are browsing the web or interacting with
an app. We used publicly available EEG datasets to show
the feasibility of such attacks. We note that it is extremely
challenging to conduct a real-world validation of our attack,
especially in the context of AUD medical condition, since we
need to work with participants that have a pre-existing medical
condition (alcoholism), which raises significant IRB issues and
recruitment hurdles. To address this real logistical challenge,
our study was carefully designed to work with classical, public
datasets collected by medical scientists.

The currently available commercial-grade BCI devices may
not be equally capable as a clinical-grade EEG device. Al-
though validating our attack on low-grade BCI devices may

make our work more practical, even high-grade devices (like
the one employed in our study dataset) are being currently
used in real-world under daily web browsing scenarios, which
serve to meaningfully demonstrate that our attack is applicable
to current real-world settings. A representative example of
the application of high-end devices (e.g., the B-Alert EEG
Headset) in real-life settings is NeuroStorm, a dynamic game
introduced by Cubic Global Defense, presented at the Google
I/0 Developers Conference [46]. B-Alert is a high-grade wire-
less EEG device which can be used continuously for long hours
(e.g., during web browsing and even sleep monitoring) without
any inconvenience which was associated with traditional EEG
devices [57].

Also the advancement of BCI devices is on the rise.
The technology giants like Facebook [21] and Neuralink [42]
are researching to make it possible to “type” directly using
your thoughts. In this light, we believe that the threat we
explored exists currently and can be even more devastating in
the foreseeable future. Apart from EEG-based BCI devices,
researchers are also working on fNIRS-based BCI devices
[37], and hybrid EEG-fNIRS-based BCI devices [33]. fNIRS
measures the brain activity through hemodynamic responses
and has higher spatial resolution than EEG. So the future
commercial BCI devices have the possibility of becoming more
competent than the current BCI devices or even the clinical-
grade devices such as the one used in our study data set.

While it is almost clear that the future BCI devices will be
more advanced, the currently available BCI devices are also
equally capable of reading users’ thoughts. Martinovic et al.
[34] and Neupane et al. [41] have shown the feasibility of side-
channel attacks with these commercial-grade BCI to reveal
users private information.

Subliminal Stimuli & Resting State Attacks: In this study,
we discussed the possibility of revealing users’ privacy sen-
sitive information when they are performing the visual task
like browsing images wearing the BCI device. Presenting the
images of attackers’ choice to victims is not a difficult task as
we argued, although it would be useful to make this process
as seamless and transparent to the user as possible so there is
little potential to raise suspicion. In this direction, it is possible
that these images can be shown to users at the levels below
their cognitive perception. A previous study [24] has shown
the possibility to extract information using the visual stimuli
hidden within the screen content that the user expects to see,
for a duration of time that does not exceed 13.3 milliseconds,
similar to subliminal advertisement [31]. The use of such
subliminal stimuli will make our specific attack more hidden
and oblivious to the user, and could be tested in future research.

Apart from visual stimuli, the brain signals acquired when
users are not performing any task, e.g., resting state, can
also be used to reveal users’ privacy sensitive information.
Chai et al. [11] used resting state brain images to understand
the possibility of depression on children of the parents with
depression. Shanon et al. [55] used resting state brain images to
identify impulsivity in juvenile offenders. These studies could
be translated to give rise to resting state health privacy attacks.

Observing the current popularity of BCI devices, their
usage in users’ daily spheres of lives is imminent. Yuan et
al. [63] predicted that neurodevices will gradually replace
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the keyboard, the touch screen, the mouse and the voice
command device. So the users in future may be wearing them
unknowingly throughout the day like the current Bluetooth
headsets and headphones. In such scenarios, the malicious
attacker can have continuous access to the users’ brain signals
when they are performing several tasks or even resting. The
attacker can also store these signals and analyze them offline to
extract privacy sensitive medical conditions. This information
may also be used for tracking a user as the neural activities
may possibly have unique signatures based on the users’
location. Further work must be undertaken to assess these
attack possibilities.

Possible Technical Defenses: One of the possible strategies to
mitigate the brainwave privacy threat is to automatically insert
noise in the neural signals to suppress the features representing
the privacy sensitive disorders. However, such suppression
might affect the functionality of the benign applications. Brain-
computer interface anonymizer [12] which can filter one or
more features related to the privacy sensitive information has
been proposed to prevent such attacks. However, to accurately
identify such features suppression is another challenge and
should be the subject of future research.

The another problem with the current BCI device is their
permission models. The third-party applications or websites
are offered unfettered access to the neural signals captured
by the BCI devices without the users consent. This can be
managed by introducing proper permission models, such that
the applications cannot record brain signals without the users
knowledge. The users should be informed when an app or a
website is accessing the brainwave data like the permission
models for microphone and camera. Concretely, a browser
plugin can be designed that monitors access to brainwave
signals and alerts the user accordingly. Future work could focus
on these defensive mechanisms.

Introduction of Privacy Laws: Another way to mitigate
the problems relating to brainwave privacy leakage is by
preventing unauthorized access, collection, sharing and manip-
ulating of information from the brain via introducing privacy
laws [27]. With the possibility of attackers reading human
thoughts and human medical conditions, the human rights
such as privacy, freedom of thought, etc. are impacted. In
this line, Ienca and Adorno in their study [27] proposed four
new rights, namely, the right to cognitive liberty, the right
to mental privacy, the right to mental integrity, and the right
to psychological continuity to prevent malicious entities from
retrieving unauthorized information from the brain signals.
Such privacy laws may help reduce the impact of attacks.

IX. CONCLUDING REMARKS

The popularity of BCI devices is on the rise. In light of
this trend, neural devices will be embedded in daily spheres of
users’ lives. Thus, it is important to study the possible security
and privacy vulnerabilities of such devices. In this paper,
we examined the possibility of one such side-channel attack,
Hemorrhage, for the purpose of inferring users’ sensitive
demographic information (specifically age group), and their
privacy sensitive medical conditions (specifically AUD), which
otherwise is a protected health information. We observed
statistically significant differences in neural activities between

alcoholic and control participants when they were viewing sim-
ple images, and between young and elderly participants when
they were watching audio-video samples, as part of our attack
model. On the basis of these differences, we built a machine
learning based detection engine, which identified participants
age group with the precision of 94% and their AUD condition
with an average precision of 96% when features from all
channels were considered. We also discussed the feasibility
of other conceptual attacks related to Hemorrhage and the
possible defensive measures. Our work represents a crucial
preemptive step to raise community’s awareness of brainwave
healthy privacy and demographic privacy risks as the future
BCI devices with better signal ratio will probably improve the
accuracy of these attacks.
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