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ABSTRACT KEYWORDS

This study proposes a framework integrating Routine Activities Routine activities theory;
Theory into a hybrid physical-virtual space. Utilizing a space-time human dynamics; visual
path metaphor, it explores phishing susceptibility in relation to ~ 2natics; cyber-physical
daily activities in the hybrid physical-virtual environments. The systems
mixed-method approach includes surveys and experiments, such

as simulated phishing emails, to assess response patterns in

both settings and investigate travel behavior's impact on cyber

victimization. This hybrid model seeks to understand how phys-

ical and virtual interactions affect cybercrime vulnerability, aiding

in developing prevention strategies. Additionally, the research

underscores the role of visual analytics in cybersecurity, turning

complex data into visual forms for effective threat analysis.

Introduction

In an era increasingly defined by the interplay between emerging technolo-
gies and criminal activities, understanding the complexities of crimes in the
digital age has become more crucial than ever. This research delves into
the intersection of physical-world crimes and cybercrimes, realms tradition-
ally studied in isolation. While significant attention has been given to either
physical or virtual spaces, the reality of crimes existing in a hybrid physical-
virtual space has often been overlooked. Social scientists have studied a wide
range of cybercrimes, as classified into four-categories: (1) cyber-trespass, (2)
cyber-deception/theft, (3) cyber-porn and obscenity, and (4) cyberviolence.
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The classification has been instrumental in shedding light on the risks,
dynamics, and prevention of various cyber-offending and victimization
behaviors. In the realm of cybersecurity, limited research in the social sci-
ences concerning victimization creates a notable gap in understanding the
susceptibility of users to cybersecurity threats (Payne & Hadzhidimova,
2020) and (Baki & Verma, 2021), particularly in the context of phishing.
Phishing attacks have wundergone significant evolution, employing
advanced social engineering techniques (Jansson & von Solms, 2013)
across various channels such as email, voice calls (vishing), SMS (smish-
ing), and fraudulent websites (Furnell et al., 2019; Griffin & Rackley,
2008; Yeboah-Boateng & Amanor, 2014). These sophisticated attacks often
bypass security measures by mimicking trusted entities, leading victims to
reveal sensitive information (Cui et al., 2020; Ramzan, 2010). Moreover,
phishing attacks target users across diverse ecologies and environments in
physical space (Wu et al., 2023).

Classical Routine Activities Theory (RAT) was first proposed to pro-
vide a robust framework for understanding physical space crimes by
analyzing the convergence of three elements: a motivated offender, a
suitable target, and the absence of capable guardianship (Cohen &
Felson, 2010). When applied to cybercrime, RAT principle remains the
same, but shifts focus to the virtual space (Choi, 2008) by utilizing
structural equation modeling in computer-crime victimization. However,
such studies do not consider the effect of physical space. Therefore, this
research acknowledges the coexistence of real-world crimes and cyber-
crimes within the hybrid physical-virtual Splatial concept (Shaw & Sui,
2020) and presents a theoretical framework to adapt RAT for this com-
plex environment.

Figure 1 illustrates our research approach considering the intricate rela-
tionship between physical and virtual spaces. For example, the physical
context like a crowded event or the trajectory of individuals, ranging from
routine to social active lifestyles, could influence the likelihood of cyber vic-
timization. We propose an integrated ontology aligned with the hybrid
space concept, aiming to gain insights into how routine activities in both
realms impact cyber victimization risks. This approach highlights the inter-
play between behavioral patterns in physical spaces and the characteristics
of these spaces (such as events, design, population density, and facility
quality) in relation to cyber victimization. Furthermore, the widespread use
of technologies like mobile phones and online social networks, which sig-
nificantly shape individual behaviors, is a salient factor in the landscape of
cybercrimes (Wu et al., 2022). This research represents a pioneering effort
in developing a theoretical framework that combines physical and cyber
routine activities, using the metaphor of the space-time path to elucidate
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Figure 1. A graphical model of our research approach in hybrid space. This hybrid environment
represents human actions and interaction under the joint effects of physical and virtual spaces.

cyber victimization risks in today’s interconnected world. The metaphor of
the space-time path used in this research aims to understand the structure
and dynamics of routine activities (when, where, and why) that could lead
to victimization. To validate the theoretical framework, we propose an
experimental design incorporating mixed methods and a survey focused on
both virtual and physical activities of individuals. Additionally, we present
a concept of visual analytics (VA) system for a comprehensive understand-
ing of activities in both realms. In summary, our main contributions are as
follows:

o A theoretical framework aimed at adapting the traditional Routine
Activities Theory (RAT) from its conventional application in physical
space to the realm of virtual space. We introduce a novel theoretical
framework to extend the traditional Routine Activities Theory into the
hybrid physical-virtual space, providing a holistic view of cybercrime
risks. This innovative approach enables the simulation, analysis, and
visualization of potential risks associated with cybercrimes, thereby
enhancing our understanding of security dynamics in the digital
environment.

e We outline an experimental design for practical validation, including
collaboration with IT departments to create real-world scenarios, such
as phishing simulations, to test the framework’s applicability.

e A Visual Analytics (VA) system is proposed to enable effective data
visualization and analysis, bridging the gap between physical and virtual
spaces, and enhancing decision-making in cybersecurity.
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In summary, we present a theoretical framework that extends the trad-
itional Routine Activities Theory (RAT) to virtual space, offering a compre-
hensive understanding of cybercrime risks in the hybrid physical-virtual
environment. Our approach includes a validation method involving real-
world simulations of phishing scenarios. Additionally, we propose a visual
analytics methodology to enhance decision-making in both physical and
virtual spaces. We believe that our theoretical framework has the potential
to bridge the gap between users and cybersecurity threats by applying vis-
ual analytics methods to illustrate modern cybersecurity challenges.

Related work

The application of Routine Activity Theory (RAT) and its variations, such
as Lifestyle-Routine Activity Theory (LRAT), to cybercrime has been exten-
sively explored in recent literature. Several surveys have investigated the
role of RAT in understanding cybervictimization. For instance, Marcum
et al. (2010) revealed significant insights into online victimization, empha-
sizing the impact of internet behaviors. Hawdon et al. (2017) focused on
online conflict management’s effect on cybervictimization, while Wick et al.
(2017) studied predictors of cyber-harassment among students.
Additionally, Mustaine and Tewksbury (1998) used RAT to predict victim-
ization risks through demographic variables, and Holtfreter et al. (2008)
combined RAT and self-control theory to explain online fraud victimiza-
tion. Bossler and Holt (2009) applied RAT to study data loss from malware
infections in college samples. Similarly, Pratt et al. (2010) integrated RAT
with consumer behaviors, revealing that online routines and personal char-
acteristics expand opportunities for cyber-fraud. Henson et al. (2010) exam-
ined the impact of structured and unstructured routine activities on
adolescent violent victimization, while Ngo and Paternoster (2011) assessed
the effects of individual and situational factors on cyber victimization.
Reyns (2013) linked online routines with identity theft, showcasing RAT’s
applicability without physical proximity. Leukfeldt and Yar (2016) further
evaluated RAT’s analytical utility in cybercrime, highlighting visibility as a
crucial factor. Vakhitova et al. (2016) examined spatial and temporal factors
that might disconnect RAT from the cybercrime environment, and
Rasdanen et al. (2016) identified significant factors in youth victimization
through online hate. Williams et al. (2019) provided a criminological ana-
lysis of corporate insider victimization through RAT.

Researchers have also applied RAT to various types of cybervictimization.
In phishing victimization, Hutchings and Hayes (2009) and Leukfeldt
(2014) emphasized routine activities and personal background in suscepti-
bility to cybercrimes. Holt and Bossler (2008) explored RAT’s limitations
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and adapted it to examine online harassment. Wilsem (2011, 2013)
addressed risk factors and compared digital and traditional threats, linking
RAT to online harassment, while Bossler et al. (2012) studied online har-
assment among juveniles. Nasi et al. (2017) used RAT to predict online
harassment victimization, focusing on socio-demographic factors. In cyber-
bullying, Navarro and Jasinski (2013) explored gender differences in online
behaviors and cyberbullying risks, and Choi et al. (2019) proposed a cyber-
routine activities theory to explain cyberbullying victimization.

In the context of Lifestyle-Routine Activity Theory (LRAT), Schreck and
Fisher (2004) highlighted family attachment’s role in effective guardianship.
McNeeley (2015) reviewed the theoretical and empirical status of LRAT,
discussing its utility for policy and practice. Reyns et al. (2016) emphasized
offline guardianship in mitigating cyberstalking risks, with earlier work in
2011 confirming that online behaviors predict cyberstalking victimization.
Van Ouytsel et al. (2018) adopted an LRAT perspective to study online
romantic partner monitoring and cyber dating abuse, considering factors
such as gender, age, and relationship length. Ngo et al. (2020) integrated
LRAT to examine the relationships between online frequency, activity, and
posting in cybercrime victimization. Akdemir and Lawless (2020) investi-
gated human factors influencing cyber-dependent and cyber-enabled crimes
through LRAT, while Culatta et al. (2020) explored how sexual victimiza-
tion influences substance use and depressive symptoms, leading to revic-
timization. Guerra and Ingram (2022) found that online victimization
significantly influences LRAT behaviors, suggesting a dynamic relationship
between behavior and victimization.

Despite the extensive exploration of RAT and LRAT in both physical
and virtual spaces, there is a notable gap in the examination of hybrid
spaces, where physical and virtual environments intersect. Existing studies
typically focus on one domain without considering the complex interac-
tions that occur in hybrid environments. Furthermore, the literature lacks
visual analytic tools that could enhance the understanding and interpret-
ation of data related to cybercrime in these hybrid spaces. Therefore, our
research will focus on examining hybrid spaces and employing visual ana-
lytic tools to provide a more comprehensive understanding of cybercrime
dynamics. This approach aims to bridge the gap in current research and
offer new insights into the prevention and analysis of cybercrime in con-
temporary environments.

Theoritical framework

Routine Activities Theory (RAT), as an ecological approach to crime caus-
ation, fundamentally considers the spatial and temporal localization of
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persons, objects, and activities as essential to understanding crime dynam-
ics. This theory, proposed by Cohen and Felson in 1979, hinges on the
etiological formula where the convergence of an offender, a suitable target,
and the absence of a capable guardian in the same space and time leads to
a crime. This framework is particularly insightful in explaining and antici-
pating crime patterns, including those in cyberspace. The RAT formula
provides a structured way to understand and analyze the potential for
cybercrimes based on crime likelihood with the combination of three criti-
cal elements illustrated as follows.

Crime Likelihood = k - (MO) x (ST) — (AG) (1)

Where, CL represents Crime Likelihood and k is the proportionality con-
stant, which could include other environmental or contextual factors not
explicitly covered by MO, ST, and AG. To be more specific, MO
(Motivated Offender) represents the presence of individuals who are willing
to commit crimes. ST (Suitable Target) refers to the presence of potential
targets that are attractive and accessible to the offender. Lastly, AG
(Absence of Capable Guardian) indicates a lack of effective guardianship or
supervision that could deter potential offenders.

Therefore, in virtual space, crime is more likely when a motivated
offender encounters a suitable target without the presence of a capable
guardian. Adjustments to the variables and constant k can further tailor
the formula to specific situations or empirical studies. Moreover, the
application of RAT extends to the development of prevention and inter-
vention strategies against cybercrimes. For example, organizations can
leverage this understanding to enhance cybersecurity measures when users
are more vulnerable in specific locations prone to cyber threats. In the
context of urban planning, the principles of RAT can inform the design
of spaces to reduce cybercrime vulnerability. A city park layout strategic-
ally designed with well-lit pathways, open communal spaces, and inter-
active installations can encourage public engagement in safer zones,
simultaneously deterring crimes in both physical and virtual realms. The
inclusion of technology such as surveillance cameras and Wi-Fi hotspots
in these areas not only enhances safety but also serves as a deterrent to
potential cyber threats.

To extend the RAT formula for the development of prevention and
intervention strategies against cybercrimes, we can incorporate factors spe-
cific to cybercrime prevention and urban planning strategies. This holistic
approach emphasizes both physical and virtual safety, integrating trad-
itional RAT principles with contemporary urban and cybersecurity meas-
ures. In cybersecurity, three elements from RAT can be denotes as MO,y
STeypers and AGyp,r respectively.
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Cybercrime Prevention Likelihood
AGgyper X CSM x PSM (2)

— k-
MO, yper X STyper X TEO X VT x ECF

Where, CSM (Cybersecurity Measures) and PSM (Physical Cybersecurity
Measures) has inverse relationship as more measures can reduce crime like-
lihood. Other variables and factors are represented as TEO (Technical
Expertise of the Offender), VT (Vulnerability of the Target), and ECF
(Environmental and Contextual Factors). These prevention strategies and
insights gained from applying RAT can guide institutions in identifying
and addressing vulnerabilities in hybrid physical environments susceptible
to cybercrime. This knowledge is crucial in enhancing place-based network
security design and shaping organizational training. For instance, a univer-
sity might apply these findings to improve the security of the users of out-
door Wi-Fi networks, while a corporate office could incorporate these
insights into comprehensive employee security training programs, covering
both the physical and virtual facets of cybersecurity. This adaptive
approach, rooted in the principles of RAT, enables institutions to
strengthen their defenses against potential cyber threats. By continuously
applying RAT’s spatial and temporal analysis, organizations can develop
more effective strategies to tackle the dynamic nature of cybercrime, thus
ensuring a higher level of security in an increasingly interconnected world.

Experimental framework

The experimental design outlined in this research seeks to enhance our
understanding of how phishing opportunities are shaped by people’s rou-
tine activities in both physical and virtual spaces (Ghazi-Tehrani & Pontell,
2021). This multifaceted approach involves collecting and analyzing data
from various sources to construct a comprehensive context where these
routine activities occur and examining individual vulnerabilities to phishing
attacks. Figure 2 illustrates our experimental framework and our workflow.
First, the experimental design focuses on assessing individual susceptibility
to phishing attacks. This involves the collaboration with IT departments to
create simulated spear and generic phishing emails. These emails will be
strategically sent to subjects (students and employees) during specific events
(e.g., football games, spring breaks, final exams) over a two-month period
to capture temporal variations. The ‘click-rate” of these emails will be moni-
tored, encompassing actions like replying, clicking links, or opening attach-
ments in the email. We aim to build a profile of individual “victims” and
identify patterns among repeat victims (i.e., those who respond to phishing
emails more than once), documenting the time and IP address of their
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Figure 2. Experimental framework and workflow, including collaboration with the university to
send out phishing emails, data collection and preprocessing, integrate both physical and virtual
data sources, develop visual analytics platform, and design security protocol.

responses. These simulated emails will be designed to simulate common
phishing scenarios, such as fake password reset requests or urgent financial
alerts. In addition, the constructed phishing email will include subtle indi-
cators that can help users to recognize suspicious emails effectively.

Following the experiment, a comprehensive survey will be conducted.
This survey will delve into the subjects’ virtual and physical routine activ-
ities and their specific interactions with phishing emails. The survey instru-
ment aims to cover various scenarios, differentiating between those who
responded to the emails and those who did not. The survey questions will
focus on the contextual factors of their responses, such as their mental
state, mood, and physical location at the time of interaction with the phish-
ing email. To integrate response from virtual space to physical space, we
can extract a range of data sources to gather information on POIs (Points
of Interests) and human activities. This includes information from long-
term analysis of Tweets, SafeGraph data (https://www.safegraph.com/), and
web crawled images to construct the contextual environment where phys-
ical and virtual routine activities occur. Furthermore, a physical activity
survey will be conducted to gather statistical data on trip characteristics
(e.g., trip length, trip frequency, trip purpose). This will offer insights into
the travel patterns and behaviors of individuals, which may correlate with
their vulnerability to cyber victimization.

The survey will question the impact of victimization on subjects, includ-
ing their physical, mental, and behavioral reactions. It will explore the sub-
sequent actions taken by subjects after interacting with the phishing emails,
such as reporting the incident, sharing information with peers, or
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enhancing their cybersecurity measures. This aspect of the survey will help
understand the under-reporting of cyber victimization and inform the
development of enhanced support systems for crime victims in the future.
Through this comprehensive experimental design, we aim to bridge the gap
between physical and virtual spaces in the study of cybercrimes, providing
a nuanced understanding of individual vulnerabilities and responses to
phishing attacks. The insights gained will be invaluable in designing more
effective situational crime prevention techniques and supporting cybercrime
victims.

Methodology

In the development of our proposed theoretical and experimental frameworks,
addressing the challenges of processing and interpreting large datasets is piv-
otal, especially considering that these datasets are often textual and can be
cumbersome for human behavioral analysis. To mitigate this, we advocate for
the transformation of these textual datasets into visual representations.
Visualizations not only enhance the accessibility and interpretability of com-
plex textual information but also provide a more intuitive means for compre-
hending patterns and trends. In addition, visualizations offer an array of
benefits, as outlined by Marty (2008), including the ability to quickly answer
and generate questions about the data, uncover insights, make more accurate
and faster decisions, enhance data analysis efficiency, and inspire the adoption
of novel visualization methods. In cybersecurity, visualization plays a critical
role in rapidly identifying malicious activities, trends, relationships, and
anomalies (Shiravi et al, 2011). To realize this vision, our approach involves
three key steps: identifying key tasks in cybersecurity, reviewing existing visual
analytic tools in this domain, and then proposing a novel hybrid physical-vir-
tual visual analytics system tailored to these tasks.

Data collection

In real-world physical space, the data sources encompass various human
activities and behaviors, such as people tracking, object monitoring, and
event logging. Conversely, for data sources in virtual spaces, we rely on
digitized data forms such as log files, network activity records, DNS data,
and malware information. These data sources, when referenced with tem-
poral data types, establish a vital link between physical and virtual environ-
ments, a connection especially crucial in cybersecurity where timing and
location of activities are vital factors. One of two primary tasks is Forensic
Analysis, which involves scrutinizing incidents to understand the threats
and their origins (McClain et al., 2015). Threat Analysis is another primary
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security task that uses visualization to identify, analyze, and prioritize
potential security threats to systems (Tuma et al., 2018).

Various tools have emerged to aid forensic analysts. Examples include
MalViz, which assists in real-time malware behavior analysis (Nguyen et al.,
2018), Eventpad for simplifying malware analysis in network traffic (Cappers
et al, 2018), a web-based tool for visualizing network packet captures
(PCAPs) (Ulmer et al., 2019), and FIMETIS which provides streamlined views
of file system records, event timelines, and data clusters (Beran et al., 2020).
These tools, however, primarily focus on analyzing specific data types or single
data sources and do not facilitate a comprehensive connection between diverse
physical and virtual data sources. By combining these elements, our visual
analytic tool will offer a more holistic view of cybersecurity threats, enabling
users to effectively analyze data from multiple sources and dimensions. This
integrated approach is essential for advancing our understanding of and
response to complex cybersecurity challenges. Therefore, our proposed visual
analytic tool aims to bridge this gap by integrating various data types from
both physical and virtual environments. This necessitates processes for data
transformation and manipulation. We define the data terminology and attrib-
utes used in our research (as detailed in Tables 1 and 2) to ensure clarity and
uniformity in our approach.

In our databases, our approach focuses on storing and organizing specific
terms related to cybersecurity events in an efficient and structured manner.
Each term corresponds to a unique entry in our database, with each row
representing a distinct event. These events encapsulate critical information
categories such as user, event, policy, anomalous activity, alert, and end-
point, offering a comprehensive overview of each incident. Furthermore,
the information in the “Event” and “Alert” attributes, as shown in Table 2,
is collected from two primary channels:

o Online Survey: These surveys are meticulously designed to extract
insights on various aspects of an event, including the identities of the
involved parties (user), the nature of the incident (event), the timing
and location (when and where), and the rationale or motive behind the
malicious action (why). The survey data provides a rich, human-centric
perspective on each event, contributing to a deeper understanding of
the behaviors and motivations in cybersecurity incidents.

e Activity Logs: Complementing the survey data, activity logs serve as another
crucial source of information. These logs are systematically analyzed to
extract similar data points as the surveys—detailing the “who,” “what,”
“when,” “where,” and “why” of each event. The activity log data provides a
more technical and objective view of the incidents, capturing real-time
data on system interactions, user activities, and network behaviors.
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Table 1. Glossary.

Term Description

User A real person can access more than one user account (victims), and more than one person
could access the same user account (attackers). User accounts can contain encrypted
personal information (i.e., user profile, activity patterns, and personal devices).

Event An action performed by a user such as sending phishing email, opening or closing a file, or
forwarding email to potential victims. An event generally contains the endpoint (or
location), user, time, and application.

Endpoint A device on which an event has occurred (i.e., computers, servers, and mobile phones).
Endpoint consists of spatial information (latitude and longitude).

Policy A predefined rule that an event can be judged against it. It may contain multiple and
disjoint clauses (AND/OR).

Anomalous An event that is markedly different from normal given a user's past activity patterns.

Alert An event that is anomalous or satisfies a policy definition leading to such alerts. A consecutive

sequence of events that fall into this alert are grouped into one anomalous event.

Table 2. Event and alert attributes.
Event Attributes

Who User

What Application, Resource & Activity

When Start & End Time

Where Endpoint

Alert Attributes

What One or more Events

When Alert Time

Why Policy or Tag & Confidence (Al Detection)

The combination of these two data sources offers a robust, multi-dimen-
sional view of cybersecurity events. By aggregating data from both surveys
and activity logs, we gain a comprehensive understanding of human char-
acteristics and behaviors in both physical and virtual spaces. This dual-
source approach is instrumental in painting a complete picture of each
event, encompassing both the subjective human elements and the objective
technical details.

Design requirements

The development of visual analytics systems tailored to cybercrimes and
victimization has emerged as a promising approach. In this context, we
outline the design requirements for a visual analytics system aimed at
answering key questions about cybercrime incidents. These requirements
are essential for enabling stakeholders, including law enforcement agencies,
cybersecurity professionals, and policymakers, to identify patterns, attribute
attacks, profile victims, and analyze temporal trends in cybercrime activity.

RI: Geographic Distribution of Cybercrime Activity focuses on visualizing
the geographic distribution of cybercrime activity, enabling stakeholders to
understand where malicious actions are occurring. By mapping the loca-
tions of cyberattacks, compromised devices, and victim origins, users can
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identify hotspots of cybercrime activity and patterns of victim targeting
across different regions or countries.

RI1.1: Locate Malicious Activity: Provide a visual representation of the geographical
distribution of cybercrime incidents, indicating where malicious actions have
occurred. This includes mapping the locations of cyberattacks, compromised devices,
and affected organizations or individuals.

R1.2: Identify Victim Origins: Display the geographic origins of cybercrime victims,
highlighting regions or countries from which victims originate. This helps identify
patterns of victim targeting and may reveal trends in cybercrime activity across
different geographical areas.

R2: Attribution of Cyber Attacks and Victim Identification involves visual-
izing the identities of cyber attackers, including known threat actors, and
attributing malicious actions to specific individuals, groups, or entities.
Additionally, the requirement entails profiling cybercrime victims by pro-
viding insights into their demographics, affiliations, and roles within
organizations.

R2.1: Identify Perpetrators: Visualize the identities of cyber attackers and attribute
malicious actions to specific individuals, groups, or entities. This includes tracking
the origins of cyberattacks, such as IP addresses, domains, or known threat actors.

R2.2: Victim Profiling: Provide insights into the demographics and characteristics of
cybercrime victims, including their affiliations, income levels, and roles within
organizations. This helps understand the targeted demographics and potential
motives behind cyberattacks.

R2.3: Device Identification: Display information about the devices used in cybercrime
incidents, including the types of devices (e.g., computers, mobile devices) and their
operating systems. This enables users to identify vulnerable devices and potential
entry points for cyberattacks.

R2.4: 1dentify Peak Attack Times: Visualize temporal patterns of cybercrime activity,
highlighting spikes or surges in malicious actions over time. This includes identifying
peak hours, days, weeks, or months when cyberattacks are most prevalent, such as
during public events or crowded periods.

R3: Victim Background and Affiliation focuses on providing detailed
information about the backgrounds and affiliations of cybercrime victims.
It includes demographic data such as age, gender, occupation, and socioe-
conomic status, as well as information about victims’ affiliations with
organizations, industries, or communities. Understanding victim back-
grounds and affiliations helps contextualize cybercrime incidents and iden-
tify potential motives behind attacks.

R3.1: Victim Demographics: Provide demographic information about cybercrime
victims, including their backgrounds, affiliations, and socioeconomic characteristics.
This helps contextualize cybercrime incidents and understand the diverse range of
individuals and organizations affected.



JOURNAL OF APPLIED SECURITY RESEARCH 231

R4: Global Temporal Views involves coordinating and synchronizing tem-
poral views of cybercrime events across different time intervals, such as
hours, days, weeks, and months. It enables users to analyze temporal pat-
terns of cybercrime activity, including identifying peak attack times, trends
over time, and correlations with external events or factors. Global temporal
views provide stakeholders with valuable insights into the timing and fre-
quency of cyberattacks, facilitating effective incident response and mitiga-
tion strategies.

R4.1: Coordinated Temporal Analysis: Coordinate and synchronize temporal views of
cybercrime events and user activities across different time intervals, such as hours,
days, weeks, and months. This enables users to analyze trends and correlations in
cybercrime activity over time and across various temporal scales.

By addressing these design requirements, a visual analytics system for
cybercrimes and victimization can provide valuable insights into the spatial,
temporal, and demographic aspects of cybercrime events, empowering stake-
holders to understand, respond to, and mitigate cyber threats effectively.

Visual analytic system

The visualizations and requirements are designed to support the seamless
integration of data from both physical and virtual data sources, denoted as
(P + V). Consequently, our visual analytic tool in Figure 3, consists of four
primary components: (1) Behavioral Map, (2) Incident Reports, (3)
Ontology Graph, and (4) Temporal Events. Furthermore, these various
components are designed to interact and coordinate with each other seam-
lessly. When users interact with one component, it can dynamically filter
or change the display of information in other components based on specific
threshold criteria. This interactive design ensures that users can explore
and analyze integrated data effectively, promoting a deeper understanding
of the relationship between physical and virtual spaces.

Behavioral map

To support RI, Figure 3(A) presents a map-based visualization known as
the “behavioral map.” This visualization displays the spatiotemporal path of
human activity information in physical space. This data is extracted from
various sources, including Tweets, SafeGraph data, and web-crawled
images. Furthermore, specific geographic regions are aggregated based on
information such as county codes, zip codes, or spatial boundaries. Each of
these regions contains multiple instances of malicious events and points of
interest (POIs). Different types of actions are represented by color-coding.
For example, yellow circles indicate instances where individuals did not
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Figure 3. Visual Analytic (VA) System with coordinated views such as (A) Behavioral Map for
travel patterns and travel frequencies (B) Incident Reports with activity logs (C) Ontology Graph
visualize user profile and background, and (D) Temporal Events that summarize malicious
events in a global temporal view.

click (“ActionNotClick”) on a phishing email. On the other hand, red
circles represent individuals who did click (“ActionOnClick”) on a phishing
email. The visualized path and trajectory provide statistical insights into
trip characteristics, such as trip length, trip frequency, and trip pattern.
This information helps us better understand individuals’ travel patterns and
behaviors. Importantly, the visualization in this component can be dynam-
ically filtered. Users have the flexibility to apply different temporal con-
straints, allowing them to gain various insights on behavioral patterns
based on their specific queries (Figure 4).

Incident report

The visualization proposed in Figure 3(B) is specifically designed to offer a
detailed exploration of malicious actions between victims and attackers
(R2). In this visualization, each row in the table represents a specific activ-
ity. It also indicates which device initiated the action and the duration of
each action. To provide insights into the severity of the relationships
between different devices, the arrows are color-coded based on their risk
levels. This color scheme helps users quickly identify the level of risk asso-
ciated with each connection. Furthermore, to protect user privacy, device
information is encoded with pseudo-IP addresses and user accounts. This
encoding ensures that the identities of users and devices remain confiden-
tial and protected (Figure 5).
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Figure 4. The development of Behavioral Map, by extracting and aggregating feature vectors
from both physical and virtual spaces. The applied clustering method is to group different
behavior with different color coded.

Ontology graph

The ontology graph is designed to support R3, illustrated in Figure 3(C). In
this visualization, people (victims) are denoted by blue nodes. These nodes
serve as the focal points of the graph, representing people within the data-
set. To enrich the representation of this complex network, various attrib-
utes are introduced and are depicted using nodes of different colors. Green
nodes signify Points of Interests (POIs), providing information about spe-
cific locations or places. Orange nodes represent social roles, indicating
individuals’ roles in social contexts.

Additionally, purple nodes denote income levels, offering insights into
the economic status of individuals. The relationships between individuals
and attributes are conveyed through edges that connect people to attribute
nodes. These edges establish connections, signifying that a person is associ-
ated with particular attributes, such as a POI, a specific social role, or an
income bracket. These connections allow for the representation of personal
information within the ontology graph, enabling a comprehensive under-
standing of individuals and their associated attributes. To make the ontol-
ogy graphs more informative and visually appealing, Figure 6 shows
various visual parameters which can be adjusted. Similar to conventional
graph representations, visual elements like node size scaling, node shapes,
and node thickness can be adjusted. These adjustments enable users to cus-
tomize the visualization to suit their specific analytical needs, enhancing
the interpretability of the graph and providing deeper insights into the rela-
tionships between individuals and their associated attributes.

Temporal visualization

The temporal visualization in Figure 3(D) is designed to seamlessly inte-
grate data from both physical and virtual spaces into a unified and visually
informative colored heat map (R4). Within this visualization, each color
block represents attacker activities and is intricately linked with a detailed
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encrypted to preserve users’ privacy.
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Figure 6. Ontology graph visualization, which includes clusters of individual nodes in different
categories.

timeline, which is segmented into hours, days, and weeks, providing a
multi-layered temporal perspective. What sets this visualization apart is its
interactivity; hovering over each color block in the temporal visualization
reveals specific incidents generated by the attackers. This interactive feature
empowers analysts to explore the dataset in greater detail, enabling a thor-
ough examination of the actions taken by the attackers over time. By inte-
grating data from both physical and virtual realms into a single heat map,
this visualization in Figure 4 offers a holistic view of the evolving landscape
of attacker activities, aiding in the identification of patterns, trends, and
anomalies. More importantly, it assists analysts in making informed deci-
sions and formulating effective security strategies, thereby enhancing the
overall security of the system or the environment being analyzed
(Figure 7).

Case studies and evaluation design

To illustrate the potential benefits of such systems, we present hypothetical
case studies that demonstrate how visual analytics can help identify pat-
terns, attribute attacks, profile victims, and analyze temporal trends in
cybercrime activity. These examples highlight how visualization can
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Figure 7. Temporal Visualization: illustrating the malicious activities with color encodings rang-
ing from black (normal) to orange (abnormal). Each block in the heatmap of temporal visualiza-
tion is sorted by days (365 days per year).

enhance decision-making and response strategies for various types of cyber-
crime incidents, providing valuable insights to law enforcement agencies,
cybersecurity professionals, and policymakers.

Case study 1: mitigating a ransomware attack on a healthcare network

A regional healthcare network was targeted by a sophisticated ransomware
attack that encrypted patient records and disrupted critical healthcare serv-
ices. The attack originated from a group of known cybercriminals operating
internationally. To address this, the healthcare network employed a visual
analytics system tailored to cybercrimes and victimization. The system first
visualized the geographic distribution of the ransomware activity, enabling
stakeholders to understand where the malicious actions were occurring. By
mapping the locations of compromised devices across multiple hospitals,
the system highlighted the initial infection point and the subsequent spread
across facilities. It also displayed the geographic origins of the victims,
revealing that the network was primarily targeted in a specific state, with
further insights indicating the spread to neighboring regions. This helped
identify the geographic scope of the attack and the areas most affected.
Next, the visual analytics system helped attribute the cyberattacks to spe-
cific perpetrators. It traced the origins of the attack back to an Eastern
European hacking group by visualizing the IP addresses and domains
involved, allowing the security team to identify and attribute the attack to
the group. The system also provided demographic insights about the
affected victims, including the types of departments most impacted (e.g.,
emergency, oncology), which helped prioritize the restoration of critical
services. Additionally, it displayed information about the types of devices
compromised, including older operating systems that were particularly vul-
nerable, enabling the IT team to focus on securing and updating these sys-
tems first. Temporal analysis revealed that the attack peaked during a shift
changeover, exploiting reduced monitoring periods. This insight helped the
healthcare network adjust their monitoring schedules to prevent future
attacks. By utilizing the visual analytics system, the healthcare network
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effectively mitigated the ransomware attack, restored critical services, and
enhanced their cybersecurity protocols to prevent future incidents.

Case study 2: protecting an educational institution from phishing campaigns

A prominent university experienced a surge in phishing emails targeting
faculty, staff, and students, attempting to steal credentials and financial
information. To combat this, the university deployed a visual analytics sys-
tem to analyze and respond to the phishing campaigns. The system
mapped the origins of the phishing emails to several international locations,
with a concentration in Southeast Asia, providing a clear view of the geo-
graphic distribution of the phishing sources. It also revealed that the vic-
tims were predominantly located in specific departments and student
housing areas, indicating targeted attacks. By visualizing these patterns, the
university could better understand the scope and focus of the phishing
campaigns.

The visual analytics system also helped attribute the phishing attacks to
specific perpetrators. By analyzing the patterns and content of the emails,
the system linked the campaign to a known group that frequently targeted
educational institutions. The system provided insights into the demograph-
ics of the victims, including their roles within the university and their sus-
ceptibility to phishing attempts based on their access levels. It displayed
that most phishing emails were opened on personal devices such as smart-
phones and tablets, highlighting a need for improved mobile security meas-
ures. Temporal analysis showed that the phishing attacks were most
frequent at the beginning of the semester and during registration periods,
exploiting times of increased communication and administrative activity.
With this information, the university implemented targeted cybersecurity
training for high-risk groups, enhanced email filtering, and introduced
multifactor authentications for all accounts. These measures significantly
reduced the success rate of phishing attempts and protected sensitive
information.

By implementing these case studies, the visual analytics system demon-
strated its practical applications and effectiveness in various real-world
scenarios, showcasing its value in combating cybercrimes and supporting
victims.

Discussion
Data privacy

collecting detailed data about victims of cybercrimes in both virtual and
physical spaces present significant challenges, primarily due to privacy
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concerns and regulatory constraints. Victims’ data, such as personal demo-
graphics, device information, and geographic locations, are sensitive and
protected by various data protection laws and regulations. These privacy
concerns make it difficult for researchers and cybersecurity professionals to
access real-world data necessary for thorough analysis and effective
response to cyber threats. An alternative approach involves the use of
Machine learning (ML) and Deep learning (DL) techniques to generate
synthetic data. Synthetic data can be created to mimic the properties and
patterns of real-world data without exposing sensitive information. This
approach offers several advantages. For instance, synthetic data can protect
individual privacy, as it does not contain real personal information. This
allows researchers and analysts to work with data that simulates real-world
scenarios without risking breaches of privacy. Furthermore, with synthetic
data, there are no legal restrictions on data sharing and usage, enabling
broader collaboration and innovation in cybersecurity research and devel-
opment. This availability is crucial for testing and improving algorithms
and systems designed to combat cyber threats. Synthetic data can be tail-
ored to represent a wide range of scenarios and attack patterns, providing a
comprehensive testing ground for cybersecurity measures. It allows the
simulation of various cyberattack vectors and victim profiles, helping to
develop robust defense mechanisms. However, there are also limitations to
consider. Synthetic data may not fully capture the complexity and unpre-
dictability of real-world cyber incidents. The effectiveness of models trained
on synthetic data needs to be validated with real-world data to ensure their
applicability and reliability. Moreover, generating high-quality synthetic
data requires sophisticated techniques and deep domain knowledge to
ensure its relevance and utility.

Scalability

Another critical aspect of developing a visual analytics system for cyber-
crimes and victimization is ensuring its scalability. Scalability refers to the
system’s ability to handle increasing amounts of data and a growing num-
ber of users without compromising performance. For such a system to be
effective on a large scale, several factors must be considered. First, the sys-
tem must be capable of integrating data from various sources, including
logs, sensors, and third-party databases, in real-time. This requires robust
data management frameworks that can handle large volumes of data effi-
ciently. Scalable systems must leverage distributed computing and cloud-
based resources to process and analyze data rapidly. This involves using
parallel processing, load balancing, and other techniques to ensure that the
system remains responsive under heavy loads. As the system scales, the
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user interface must be designed to accommodate a wide range of users,
from cybersecurity experts to policymakers.

Ethical considerations

Ethical considerations are critical when developing and deploying a visual
analytics system for cybercrimes and victimization. Even with the use of
synthetic data to mitigate privacy concerns, it is essential to handle all data
ethically and responsibly. This includes obtaining necessary consents, ano-
nymizing data where possible, and maintaining transparency about data
practices. Additionally, it is crucial to regularly review and audit the sys-
tem’s algorithms to identify and mitigate any biases that could lead to
unfair or inaccurate outcomes. Ensuring fairness in data representation and
analysis helps maintain trust in the system and its outputs, making it a reli-
able tool for cybersecurity efforts. Addressing these ethical considerations
not only aligns with legal and regulatory standards but also upholds the
integrity and effectiveness of the system.

Limitation

Despite the potential benefits of a visual analytics system for cybercrimes
and victimization, several limitations must be acknowledged. One signifi-
cant limitation is the reliance on the quality and completeness of input
data; inaccuracies or gaps in the data can lead to misleading insights and
ineffective responses. Additionally, while synthetic data can mitigate privacy
concerns, it may not fully capture the complexity and unpredictability of
real-world cyber incidents, potentially limiting the system’s effectiveness in
practical applications. The development and maintenance of such a system
also requires substantial financial and technical resources, which may be
challenging for smaller organizations to sustain. Moreover, the system’s
effectiveness depends on the users’ ability to interpret and act on the
visualized data correctly, necessitating ongoing training and education.
Finally, the rapid evolution of cyber threats means that the system must
continuously adapt to new attack vectors and methodologies, requiring
regular updates and potential redesigns to stay relevant and effective.

Conclusion & future work

In summary, our research introduces a novel framework extending Routine
Activities Theory (RAT) into a hybrid space that blends physical and vir-
tual realms. By addressing the intersection of real-world physical crime and
cybercrime, our study focuses on cyber victimization risk influenced by
individuals’ activities across both domains. Leveraging a space-time path
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metaphor, our aim is to dissect the dynamics of phishing susceptibility in
relation to everyday activities in these dual realms, thus bridging the know-
ledge gap between social science and computer science in cybersecurity.
Our methodology employs a mixed-method approach, featuring an experi-
mental design that includes a detailed survey of participants’ virtual and
physical behaviors. Data sourced from varied avenues will map human
activities, providing a comprehensive context for analyzing routine activ-
ities. Our experiment framework on simulated phishing emails to evaluate
individuals’ responses based on their activity patterns in both physical and
virtual settings. Additionally, a physical activity survey will explore travel
behaviors and their impact on cyber victimization. Integrating RAT into a
hybrid model, our study aims to reveal how the interplay of physical and
virtual environments shapes cybercrime vulnerability. This approach prom-
ises not only to enhance understanding of cybercrime causation but also to
aid in developing targeted crime prevention strategies for today’s intercon-
nected reality. Furthermore, our research highlights the importance of vis-
ual analytics in cybersecurity, emphasizing the conversion of complex data
into visual formats for efficient threat detection and trend analysis. This
visual analytics system, bridging physical and virtual data, is poised to revo-
lutionize cybersecurity tasks, including forensic and threat analysis. Overall,
our research marks a vital advancement in understanding and mitigating
cyber victimization in the hybrid digital-physical sphere.

In the future, our vision is to see this visual analytics system become a
cornerstone in cybersecurity strategies. By bridging the gap between physical
and virtual realms, it promises to transform how organizations and individuals
understand and respond to cyber threats. Our future work will focus on sev-
eral key areas to further enhance and validate the proposed system. While the
current study uses hypothetical scenarios to demonstrate the system’s capabil-
ities, future research will involve applying the system to real-world case stud-
ies. This will help validate the system’s effectiveness in practical settings and
provide concrete evidence of its utility in identifying and mitigating cyber
threats. Additionally, we aim to integrate more advanced machine learning
and artificial intelligence algorithms that can enhance the system’s ability to
detect and predict cyber threats. These algorithms can improve anomaly
detection, threat prediction, and response strategies, making the system even
more robust. In addition, continuously gathering feedback from users will be
crucial in refining the system. By iterating based on user experiences and
requirements, we can ensure that the system remains user-friendly and meets
the evolving needs of its stakeholders. Lastly, we want to encourage collabor-
ation between different organizations and sectors. Developing secure mecha-
nisms for information sharing will enable collective defense strategies and a
more unified approach to cybersecurity. Through these efforts, we aim to
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continually enhance the visual analytics system, making it an indispensable
tool in the fight against cybercrime.
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