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ABSTRACT
End-to-end encryption (E2EE) is a critical security feature in mo-
bile messaging apps like Signal, WhatsApp, and Skype, protecting
private conversations from unauthorized access, even by service
providers. However, this security heavily relies on users partic-
ipating in an authentication ceremony to verify encryption key
fingerprints, thwarting potential man-in-the-middle (MitM) attacks.
This authentication ceremony involves comparing QR codes or
readable/exchangeable codes (e.g., numeric or hexadecimal) to en-
sure a match. Failure to match these codes due to human errors or
click-through behavior makes users vulnerable to MitM attacks, as
recent research highlights users’ inability to perform this crucial
comparison task in current E2EE applications.

This paper presents an innovative automated approach inte-
grated into the Signal application to simplify the authentication
ceremony by automating the safety number comparison task. The
new approach streamlines the comparison process by removing
the manual burden from users. It prompts users to share the safety
number through two out-of-band (OOB) channels: an SMS message
and orally during a phone call with the other party. Simultaneously,
the approach automatically performs a comparison between the
shared safety number and the locally generated safety number on
the recipient’s phone. This automated comparison ensures accuracy,
reduces human error, and enhances security by making it doubly
difficult for attackers, as both channels must be compromised si-
multaneously. The approach demonstrates improved effectiveness,
eliminating human errors and resisting MitM attacks, making it
more robust than the current implementation in the Signal applica-
tion. The results show a 0% false acceptance and 0% false rejection
rate, significantly enhancing security and usability in this critical
authentication process.
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1 INTRODUCTION
People are increasingly turning to secure messaging applications
such as Signal [30], WhatsApp [38], Skype [31], Viber [36], Tele-
gram [33], and Facebook Messenger [11] to provide end-to-end
encryption (E2EE) for their private audio, video, and text commu-
nications. In order to provide the E2EE feature in these mobile
applications, all messages and calls between two or more parties
are encrypted using a cryptographic key. The parties can agree on
this key by using a key exchange protocol [2, 12, 41]. This protocol
often generates key fingerprints, which are unique identifiers for
each key. The parties involved in the communication can verify
that they are using the same key by comparing their key finger-
prints. This can be done by participating in an optional task called
an authentication ceremony. This task requires the user to scan a
QR code generated by the peer’s application if the two users are in
the same physical location. If they are not in close proximity, they
can exchange and compare their key fingerprints over any out-of-
band (OOB) channel (like a text message, email, or phone call). If
the fingerprints do not match, the communication can be canceled
or rejected. This helps prevent man-in-the-middle (MitM) attacks,
where an attacker intercepts the communication and attempts to
substitute their own key [40].

In many E2EE applications, fingerprints are often presented as a
hash of a public key encoded in a readable or exchangeable format,
such as a numeric or hexadecimal code. This allows end users, even
if they are not physically together, to compare and verify their key
fingerprints effectively. For instance, the Signal application uses
a term called Safety Number in its authentication ceremony to re-
fer to the key fingerprint [23]. The safety number in the Signal
app is crucial for verifying conversational partners’ identities. It
is generated from users’ public keys, phone numbers, and initial
exchanged messages. Comparing these safety numbers ensures pro-
tection against MitM attacks. During the authentication ceremony,
the Signal app allows users to compare key fingerprints either by
scanning QR codes or by comparing a 60-digit numeric string di-
vided into 12 blocks. This string changes whenever a user reinstalls
the application or switches devices due to a new key generation.
Notably, the new key generation might also occur due to a MitM
attack, where an adversary substitutes a fake key for an existing
one. Typically, secure messaging applications implement the E2EE
feature in an opportunistic E2EE mode, which involves establishing
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Figure 1: Our automated approach of comparing safety numbers through both SMS and voice channels during the underlying
authentication ceremony of Signal

a secure connection between two parties without authenticating
the other [19]. This mode ensures confidentiality only if users trust
the service providers. While this mode prevents passive MitM at-
tacks, it leaves the system vulnerable to active MitM attacks, such
as those launched by the service provider acting as a rogue server
or by compromising the server itself [13, 39]. Therefore, E2EE appli-
cations rely on users to compare and verify their key fingerprints in
order to enable the authenticated E2EE mode and provide security
against active MitM attacks.

However, research studies that investigated the authentication
ceremony revealed that users performed poorly across the majority
of key verification procedures [13, 25, 27, 29, 35]. They have shown
that users are especially vulnerable to MitM attacks due to a combi-
nation of human errors and usability problems. For example, when
users are required to compare key fingerprints to ensure that they
are communicating securely, they may make errors such as not
paying close enough attention to ensure that the key fingerprints
match. As a result, some mismatches are detected as matches, and
some matches are detected as mismatches, making it difficult for
users to determine whether their communication is secure. These
errors and usability problems can be compounded by other factors
such as time pressure, fatigue, or distractions, further increasing

the likelihood of successful MitM attacks. To mitigate this vulnera-
bility, it is essential that developers prioritize user education and
design more intuitive security features that minimize the potential
for errors and make it easier for users to verify the authenticity of
their mobile communications.

In this paper, we introduce an automated approach for comparing
safety numbers within the underlying authentication ceremony of
the Signal application [30]. Our approach leverages two OOB chan-
nels, namely the short message service (SMS) and voice channel,
to motivate users to engage in the authentication process. By au-
tomating the safety number comparison task, our aim is to simplify
and streamline the performance of the authentication ceremony.
The significant issue currently prevalent in all E2EE apps, including
Signal [30], is the necessity for users to manually compare and
verify their fingerprints to transition into the authenticated E2EE
mode [1]. This manual comparison task is exposed to potential
human errors or click-through behavior during the authentica-
tion ceremony, consequently resulting in susceptibility to MitM
attacks [13, 25, 27, 29, 35]. Given this significant concern, our pro-
posed solution involves the complete automation of the fingerprint
comparison task within the authentication ceremony, effectively
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eradicating the possibility of human errors during fingerprint veri-
fication. To achieve this, we have adopted OOB channels to enable
users to seamlessly share or transmit their fingerprints, particu-
larly in remote scenarios, while the comparison procedure is done
automatically within the application. We aim to examine whether
or not it is feasible to simplify and fully automate the process of
comparing safety numbers during the authentication ceremony.
Our automated approach leverages the BroadcastReceiver class that
is available in the Android Studio in order to receive messages sent
over the SMS channel [8]. It listens for an incoming SMS message
and automatically extracts the safety number from the SMS details.
It then performs the automated comparison on behalf of the user.
Our automated approach also utilizes the Speech-to-Text (STT)
technology integrated into the Android system to automatically
transcribe and compare the safety number over a phone call [7].
Our automated approach of comparing safety numbers through
both an SMS channel and a voice channel can add an extra layer of
security to the authentication ceremony, helping to protect users’
private data and mobile communications from potential threats.
The implementation of our automated approach, utilizing two OOB
channels simultaneously, will increase the complexity of an at-
tacker’s mission, as they will now need to successfully conduct
a MitM attack on both channels concurrently. Our automated ap-
proach demonstrated excellent effectiveness and feasibility, with
a 0% false acceptance and 0% false rejection rate. This automated
approach significantly improves the security and usability of E2EE
applications, making them more robust against MitM attacks and
helping to ensure that private conversations remain private. In
Figure 1, our automated approach for comparing safety numbers
during Signal’s authentication ceremony is depicted using both
SMS and voice channels.
Our Contributions: Our contributions are as follows:

• Automated Comparison Tool Using Two OOB Chan-
nels:Wepresent a novel and effective automated comparison
tool that can be used to eliminate human errors associated
with the task of comparing key fingerprints in real-world se-
cure mobile applications during their underlying authentica-
tion ceremonies. Our approach encourages users to perform
the authentication ceremony by automating the comparison
of key fingerprints. To facilitate the sharing of key finger-
prints with the other party, we utilize two OOB channels.
This includes sharing the key fingerprint through SMS or
by orally announcing it during a phone call. Since compar-
ing key fingerprints is performed manually in the current
authentication ceremonies for E2EE applications, we believe
that converting this manual task into an automated process
could be valuable to the performing authentication ceremony
and could thwart any potential MitM attacks.

• Design and Implementation of the Automated Com-
parison Tool:We present our automated comparison tool
designed for safety number comparison during the Signal ap-
plication’s authentication ceremony. Through modifications
to the app’s current version and a redesigned authentica-
tion ceremony, our tool takes advantage of automatic SMS
reading and speech-to-text (STT) technology over phone

calls. Our design and implementation details are presented
in Section 3.

• Evaluating the Effectiveness and Feasibility of Integrat-
ing the Automated Comparison Tool into the Signal
Application:We integrate our automated comparison tool
into the Signal application to evaluate its effectiveness and
feasibility in comparing safety numbers during the authenti-
cation ceremony. We replace the current methods with our
automated comparison tool. Our results show that our auto-
mated comparison tool can be implemented in a real-world
secure mobile application (like Signal [30]) to automatically
perform the comparison task in the authentication ceremony
on behalf of the user. We also demonstrate that our auto-
mated comparison tool successfully distinguishes matching
safety numbers (benign cases) from non-matching ones (ma-
licious or attacking cases). Our evaluation of our automated
approach is presented in Section 4.

• Evaluating the Automated Comparison Tool Against
MitM Attacks: We assess our automated comparison tool’s
resistance to MitM attacks by creating scenarios leading to
mismatched safety numbers. Our findings reveal the tool’s
ability to detect mismatches and thwart MitM attacks. Also,
compared to manual methods, our tool eliminates the risk of
MitM attacks due to human errors or click-through behavior
during the authentication ceremony. The details of this part
of the work are described in Section 4.

2 BACKGROUND
The Signal Protocol, established in 2013 by Open Whisper Systems,
is a popular E2EE protocol designed to secure online communica-
tions using sophisticated cryptographic methods [4, 12]. Adopted
by many E2EE applications, including the Signal app [30], this pro-
tocol generates key fingerprints from public keys to prevent MitM
attacks. These fingerprints serve as unique identifiers for user pub-
lic keys, enabling identity verification through an authentication
ceremony. During this authentication ceremony, users compare
their key fingerprints and are required to cease communication if
the fingerprints do not match. The use of an authentication cer-
emony is a common strategy in numerous E2EE applications to
counteract MitM attacks. In the Signal app’s current version, the
safety number acts as a representation of the key fingerprint, en-
suring conversation security and thwarting MitM attacks [23]. The
safety number, unlike real-world fingerprints, is not confidential
and can be freely shared on public platforms, easing participation
in the authentication ceremony. A match confirms no MitM at-
tack, validating the communication partner’s identity. Conversely,
mismatched safety numbers indicate a potential MitM attack.

However, the authentication ceremony is still performed manu-
ally in all E2EE applications, including the Signal application [1].
The Signal application provides its users with two different meth-
ods to compare and verify their safety numbers [23]. First, users
can scan a QR code that encodes the safety number but they must
be in the same physical place. In case users are not located in close
proximity to one another, they can manually compare and verify
their safety numbers over any OOB channel. In order to compare
such a safety number, the authentication ceremony requires users
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Figure 2: Authentication ceremony in WhatsApp

to manually compare the 60-digit numeric string either in person or
remotely. Performing such an authentication ceremony as a man-
ual task is susceptible to human errors, which could lead to MitM
attacks. It is also possible that users will click-through (sometimes
referred to as skip-through) as observed in previous research on
authentication ceremonies in E2EE applications [29], meaning they
will accept the comparison task without proper attention or com-
pletion of the task. Moreover, human errors in benign cases, such
as rejecting matching safety numbers, may have a negative impact
on the usability of Signal communications. This is due to legitimate
sessions often being rejected because of human errors, leading to
the need for re-establishment.

2.1 Related Work
Key Fingerprint Representations: Two research studies have
delved into and compared the usability of different key fingerprint
representations. Initially, Dechand et al. [6] scrutinized six textual
key fingerprint representation schemes. Their findings revealed
that users are more susceptible to attacks when employing hexa-
decimal, alphanumeric, or numeric representations, as opposed to
a series of words or sentences. Subsequently, Tan et al. [32] scruti-
nized eight representations of textual and visual fingerprints. Their
investigation revealed that users are similarly exposed to vulnera-
bilities when utilizing hexadecimal and numeric representations,
in contrast to employing alternative textual representations like
words and sentences. Notably, users adopted diverse strategies for
comparison, often comparing subsets from the start, middle, and
end of fingerprints or selecting random portions of fingerprints.
Despite the results of these studies [6, 32], the prevalent trend
persists in most E2EE apps, where hexadecimal or numeric key
fingerprint representations are favored, with users manually tasked
to perform the comparison. Alatawi and Saxena [1] scrutinized

popular E2EE apps and discovered that around 75% of these apps
utilized hexadecimal, alphanumeric, or numeric representations
for their key fingerprints. Consequently, our proposed automated
approach stands as a viable solution to streamline and automate
the fingerprint comparison task, effectively removing the human
user from the process.

Furthermore, Dechand et al. [6] explained that motivating users
was beyond the scope of their study, emphasizing their commitment
to finding the optimal comparison of key fingerprints within a
security context. One of the primary hindrances in the current
authentication ceremony within real-world E2EE apps lies in the
manual comparison of key fingerprint representations. This reliance
onmanual verification leads to potential MitM attacks due to human
errors, a concern highlighted by previous research studies [13, 25,
27, 29, 35]. In contrast, our proposed automated approach offers an
incentive for users to engage in the authentication ceremony, as the
burden of the fingerprint comparison task is eliminated, thereby
reducing the risk of errors and subsequent attacks.
Automated Authentication Ceremony: Several recent works
attempted to fully or partially automate the authentication cere-
mony in E2EE applications to reduce the effort required by the user.
First, Vaziripour et al. [34] partially automated the authentication
ceremony using social media accounts, similar to the Keybase ser-
vice [17]. They suggested automating the authentication ceremony
and distributing trust among additional service providers. However,
users’ lack of trust in social media accounts points to the need
for more trustworthy third-party actors. It is essential to note that
users must have social media accounts for this approach. Our work
completely automates the authentication ceremony that takes place
on the receiver’s side, and we do not ask the receiver to perform
any additional activities at any point during the authentication
ceremony. We developed our automated approach using Android’s
built-in SMS reading and STT technology, without relying on any
third-party services.

Second, Shirvanian and Saxena [28] proposed an approach that
makes use of speech transcription technology as a means of en-
hancing the level of safety offered by Crypto Phones. In their work
[28], the authors designed and implemented a novel method for
eliminating human users from the loop for checksum comparison
called Closed Captioning Crypto Phones (CCCP). Using standard STT
engines, they created a partially automated fingerprint compari-
son tool. However, CCCP requires the users to manually run the
protocol and only speak the fingerprint verbally over a voice call.
In our work, we also streamline the process of comparing safety
numbers by automating it, eliminating the need for the user to man-
ually compare numbers during the authentication ceremony in the
Signal application. In contrast to the CCCP system, our automated
approach involves utilizing the voice channel and requires the user
to either verbally state the safety number or tap the text-to-speech
(TTS) button, which triggers the TTS engine to speak the safety
number on the user’s behalf. This may help with announcing a
long code, such as the safety number in the Signal application, to
enhance the usability of the system. In the CCCP system, the user is
only required to verbally recite a Short Authentication String (SAS),
which is suitable for short codes but not for long codes. Further-
more, we use not only the voice channel but also the SMS channel
to transmit the safety number. Unlike CCCP, we demonstrate the
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Table 1: Comparison between the Current Signal Application [30], CCCP [28], and Our Automated Approach

The Current Version of Signal
in the Remote Setting CCCP Our Automated Approach

Performing the Authentication Ceremony Optional Optional Optional

Speaking the Fingerprint Orally Orally Orally,
or Automatically by using TTS technology

Fingerprint Comparison Method in
the Authentication Ceremony Manual Partially Automated Fully Automated

Fingerprint Comparison Error Rate High Low None
Fingerprint Size Supported Short Short Long

Integrating with a Real-World Application N/A No Yes,
in the Signal application

(a) Telegram

(b) WhatsApp
(c) Viber

(d) Skype

Figure 3: Users are informed that the opportunistic E2EE mode is active and their messages are end-to-end encrypted through
the use of distinctive indicators like special notification messages and lock icons.

feasibility of our automated approach by incorporating it into a
real-world E2EE application like the Signal application [30]. Table
1 summarizes the differences between our automated approach and
the CCCP approach [28], as well as the current implementation of
the authentication ceremony in the Signal application [30].

Lastly, another approach seeks to automate the authentication
ceremony, centering around the concept of using key transparency.
CONIKS [24], alongside recent derivative works [3] and [22], out-
lines a key transparency framework where a service provider links
users with their public keys, while providers mutually audit each
other to identify discrepancies. In this system, clients verify their
service provider’s key through transparency logs. The setup as-
sumes multiple independent providers publishing each other’s
signed tree roots, prompting clients to download and compare these
from different sources to check for inconsistencies. However, in
the context of real-world E2EE applications, a lack of collaboration
among providers exists. WhatsApp [38], notably, has introduced
an automated verification system based on key transparency, draw-
ing from CONIKS [24], SEEMless [3], and extensions from recent
research called Parakeet [22]. Yet, WhatsApp solely relies on its
own servers to manage a directory mapping public keys to user
accounts and an external audit record, potentially leaving room for
collusion between a malicious server and a third-party auditor. This
vulnerability, as acknowledged in WhatsApp’s key transparency
whitepaper [20], prompts the inclusion of proofs of consistency

for key updates as a supplement, rather than a complete replace-
ment, for manual verification of key fingerprints provided on the
encryption page for a contact.

Figure 2 illustrates WhatsApp’s provision of manual verifica-
tion methods such as QR code scanning or comparing a 60-digit
number, alongside their automated key transparency system. This
system runs discreetly in the background, with users informed
only of the verification status. This mode reflects an opportunistic
strategy, similar to the opportunistic E2EE mode found in various
E2EE applications [1]. Here, E2EE applications establish a secure
connection without immediate authentication, expecting users to
conduct the authentication ceremony to transition to an authenti-
cated E2EE mode. Figure 3 depicts the opportunistic E2EE mode
employed in E2EE apps, using a range of cues, such as special noti-
fication messages and lock icons, to signify its activation. Similar
to this opportunistic mode, WhatsApp employs a key transparency
system where users are notified only of the verification result oc-
curring in the background by WhatsApp servers (see Figure 2).
Consequently, users must place trust in WhatsApp servers for the
security guarantees to hold, introducing a dependency on server
trust. To cater to those seeking alternative verification methods,
WhatsApp’s whitepaper [20] suggests resorting to traditional man-
ual security code verification to bypass reliance on their servers. In
contrast to this third-party reliance, our approach prioritizes authen-
tication originating directly from end-users, excluding involvement
from external entities not engaged in private communication. In the
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current landscape of E2EE applications, the primary impediment
hindering users from completing the authentication ceremony is
the manual comparison task. Users often struggle and are suscep-
tible to errors when performing manual comparisons, potentially
leading to MitM attacks [13, 25, 27, 29, 35]. Thus, our proposed
automated solution entirely removes users from this manual com-
parison task, automating the fingerprint comparison process on
their behalf.

2.2 Threat Model
In this paper, we assume a model similar to the common threat
model used by secure messaging applications. In such an E2EE
session, Alice and Bob, who are both trusted users, want to start
communicating securely through an insecure channel utilizing the
Signal application that is pre-installed on their respective phone
devices. Therefore, in our threat model, we make the assumption
that all end points, such as phone devices and Signal client appli-
cations, are trusted and secure for both Alice and Bob. However,
we assume that the key will be exchanged over a communication
channel that the adversary has complete control over. The adver-
sary in this situation would be able to intercept and alter the key
exchange messages by performing a MitM attack. Consequently,
the adversary can mount a key substitution attack during the key
exchange protocol by interfering with the key exchange protocol
[39]. The attacker, for example, can compromise the Signal service
provider that maintains the public keys and replace them with
fake public keys. The goal of the attack is for the MitM attacker to
attempt to engage in impersonation sessions with Alice and Bob.
As a consequence of the attack, the generated safety numbers at
the two parties do not match. However, the MitM attack will be
successful if the users erroneously accept safety numbers that do
not match. Detection of such an attack requires the implementa-
tion of an authentication ceremony, which can be conducted either
in-person or remotely. The current Signal application provides a
manual mechanism for users to compare and verify safety num-
bers, a process susceptible to human errors, particularly in remote
settings. Consequently, our proposed automated approach seeks
to mitigate these errors linked with fingerprint comparison by au-
tomating this task. The proposed automated approach involves
utilizing two separate OOB channels to facilitate the exchange of
safety numbers in both proximity and remote scenarios. Since the
safety number should not be treated as secretive and suspicious,
users can freely share it on public platforms accessible to others.
This perspective aligns with the general assumption adopted by
Signal’s developers, encouraging them to exchange safety numbers
via such OOB channels. The Signal application streamlines this
process using a share button within the application, enabling the
direct transfer of safety numbers.

In our work, we have developed a modified version of the Signal
application that integrates an authentication ceremony for Alice
and Bob, specifically aimed at countering MitM attacks following
the completion of the key exchange protocol. This protocol gen-
erates a safety number for each conversation, represented as a
numerical string. During the authentication ceremony, both users
are presented with a single safety number displayed on their re-
spective screens, which can be exchanged via SMS or voice call.

The user’s decision to accept or reject the conversation depends on
the comparison of these safety numbers: matching safety numbers
indicate a successful secure conversation, whereas non-matching
safety numbers indicate a MitM attack. Consequently, we want
to make MitM attacks as difficult as possible by automating the
process of comparing the safety numbers and taking the user out
of the loop of comparing and verifying the safety numbers.

The termMitM attack in this paper specifically pertains to a data
MitM attack. Note that another type of attack, called the voice MitM
attack, has been introduced in [26]. The attack involves tampering
with the voice channel of communication using advancements in
voice synthesis and conversion technology. The attacker compro-
mises the key exchange protocol and inserts their own voice or a
morphed/converted voice of the other user into the communication
in an attempt to deceive the user into accepting the speaker as
legitimate. The voice MitM attack is more complex to execute than
the common data MitM attack, which is the most straightforward
form of attack. In a data MitM attack, the attacker intercepts and
alters the data being transmitted between two users. However, in a
voice MitM attack, the attacker needs to alter the voice channel of
communication by inserting their own or a converted voice, which
is a more sophisticated task. Therefore, the voice MitM attack is
not within the scope of this work. Also, given that many E2EE
applications only ask the users to perform the comparison task
to detect data MitM attacks and do not explicitly ask the users to
perform the speaker verification task to detect voice MitM attacks,
it is important to note that our approach aims to detect only data
MitM attacks.

3 DESIGN AND IMPLEMENTATION
In this section, we present two novel methods for automating the
safety number comparison process in the authentication ceremony
of Signal. We also describe how we have integrated these methods
into the current version of the Signal application. Our modified
version of the Signal application is shown in Figure 1.We redesigned
its underlying authentication ceremony to automate the process of
safety number comparison using SMS and the voice channel.

3.1 Automated Comparison Tool Using SMS
The idea behind the use of SMS in our automated approach is
inspired by the concept of the iPhone’s SMS code capture and two-
factor authentication (2FA) code [14, 37]. This approach comprises
two fundamental tasks. The first task is to share a safety number
over a text message, utilizing SMS at one endpoint. The second task
is to listen for any incoming SMSmessage at the other endpoint and
automatically extract, compare, and verify the safety number that
is included in the SMS details. This idea provides a fully automated
comparison of safety numbers since users are unable to perform the
authentication ceremony successfully in current E2EE applications
as reported in many research studies [13, 25, 29, 35]. Older versions
of the Signal app required users to compare two sets of hexadecimal
characters or scan two QR codes [23]. The updated version simpli-
fies this into a single comparison or scan task. However, manual
safety number comparison was found to be error-prone in previous
studies, leading to false positives, false negatives, and low success
rates [13, 25, 29].
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We integrated our automated safety number comparison tool
into Signal by redesigning its authentication ceremony. Our goal
was to automate the safety number comparison process immedi-
ately upon receiving incoming SMS messages. We place our au-
tomated comparison tool in the modified version of the Signal
application, which listens for any incoming SMS message (sent by
one end, such as Bob as a sender in Figure 1) and handles its details
that contain the safety number at the other end (Alice as a receiver
in Figure 1), followed by comparing the safety number included
in the SMS message with the locally generated safety number on
Alice’s application. This contrasts with the manual comparison in
the current version of the Signal application, making sharing and
comparison effortless.

In our automated comparison tool, we use the BroadcastReceiver
class in the Android studio to receive SMS messages [8]. Our auto-
mated comparison tool will send out system broadcasts of events
like receiving an SMS message. These system broadcasts will con-
tain intents that are meant to be received by the BroadcastReceiver
class. To receive SMS messages through the modified version of the
Signal application, users must grant permission to receive and read
SMS on the app. When a new SMS message is received, the app
will automatically extract the safety number and compare it to the
number generated on the receiver’s app. If they match, the sender is
verified, and a message is displayed. If they do not match, a message
will be displayed indicating that the sender is not verified. This
confirms that an adversary is participating in the communication
by acting as a MitM attacker.

3.2 Automated Comparison Tool Using Voice
The idea behind the use of the phone call in our automated ap-
proach consists of two main tasks. The first task is to transmit a
voice speaking the safety number over a phone call. The second
task is to convert the spoken audio signals into a written text by rec-
ognizing the phonemes of the spoken speech and then comparing
and verifying the spoken safety number.

Our new automated approach offers users four different methods
for transmitting the spoken safety number over a phone call. We
refer to these methods as the delivery methods of the spoken safety
number. These methods include tapping the TTS button to activate
the TTS service and have the application speak the generated safety
number, speaking the safety number aloud during the call, creating
an audio file by recording the spoken safety number, or leaving
a voicemail message with the safety number. We utilize the TTS
service supported by Android to transform the generated safety
number within the user’s application into speech [10], which can
subsequently be played back instantly, similar to Google’s TTS
feature on Android phones [5]. Our approach can recognize both
TTS-generated speech and natural human voice, providing flexibil-
ity for users.

We redesigned Signal’s authentication ceremony to demonstrate
the feasibility of integrating our automated comparison tool using
voice over a phone call. In our modified version of the Signal applica-
tion, we built our automated comparison tool on top of the powerful
STT API (android.speech) supported by Android [7]. Our concept
automates the safety number comparison by leveraging speech

transcription during authentication. We utilize the SpeechRecog-
nizer class in Android Studio to activate STT technology during a
phone call [9]. In our modified Signal app, Bob speaks the safety
number, which gets transcribed and compared at Alice’s end. This
eliminates Alice’s need for manual comparison and is a contrast to
Signal’s current version. Our approach allows Bob to audibly share
the safety number during a phone call, with Alice’s app automati-
cally handling the comparison. Additionally, our modified app can
trigger the transcription process via a specific keyword (e.g., "Do
Ceremony"), thereby simplifying the authentication ceremony.

4 EVALUATION
This section presents our experiment evaluating the integration of
our proposed automated methods into the Signal app’s authenti-
cation ceremony. We demonstrate the ease of incorporating these
methods using two OOB channels, leveraging Android’s features.
Our approach ensures seamless automation of the safety number
comparison during the ceremony. We not only demonstrate its ef-
fectiveness in benign scenarios but also highlight its resistance to
MitM attacks.

4.1 Integrating with the Signal Application
In order to evaluate the effectiveness and feasibility of our proposed
automated methods for performing the authentication ceremony in
the Signal application, we modified the underlying authentication
ceremony in the current version of the Signal application based on
using two OOB channels.
Experimental Setup: Using Android Studio, we modified the Sig-
nal app, incorporating our two newmethods into the authentication
ceremony task. Our modifications included altering the view layout
to include our automated tasks. Figure 1 illustrates this modified
Signal app with our added features. We provide clear instructions
to guide users through utilizing our automated methods for safety
number comparison. The blue box presents the outcomes of these
automated mechanisms. Our experiment involved testing this mod-
ified app on two separate Android devices, each with a distinct SIM
card and phone number. We installed our modified version of the
Signal application on both of them and registered Bob and Alice as
users. Bob’s contact information is stored on one phone, whereas
Alice’s information is stored on the other phone. The purpose of
the contact information is to facilitate establishing a conversation
and performing an authentication ceremony during testing.

We tested our modified Signal app’s handling of new automated
methods in the authentication ceremony. For SMS-based testing,
a safety number was generated on Bob’s app and sent to Alice’s
phone via SMS. Our approach utilized Android’s BroadcastReceiver
class to manage incoming SMS messages on Alice’s phone. After
installing our app, users are asked for permission to automatically
read these messages, ensuring privacy. Our method extracted the
safety number from the SMS and compared it to the number gener-
ated by Alice’s app. If the safety numbers are identical, a verification
message will appear in the blue box to indicate that the safety num-
bers match, confirming that the conversation with a partner is
private. If the safety numbers do not match, a verification message
will show up in the blue box, indicating that a MitM attacker has
compromised the conversation.
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To test our automated comparison and verification process using
STT technology over a phone call, we made a call between two
users and compared the safety numbers during the call. Bob’s Sig-
nal application generated a safety number, which could be read
aloud by activating the TTS engine with the TTS button (see Figure
1). Bob had the choice to announce the safety number using the
spoken delivery options supported by our automated approach. At
the receiving end, our method automatically compared the spoken
safety number with the one generated on Alice’s Signal applica-
tion. During the authentication ceremony, our method is triggered
by a predefined phrase ("Do Ceremony") that activates the STT
technology for transcription. After processing and comparing the
transcribed audio, a verification message would appear in the blue
box if the numbers match, confirming a secure conversation. If
the generated safety number and the transcription do not match, a
verification message in the blue box will indicate a compromised
conversation due to a MitM attacker.

In order to ensure that our results were accurate and consistent,
we ran this experiment 10 times, each time using a different OOB
channel (SMS and phone call, including the usage of the delivery
methods of the spoken safety number). When using SMS or any
other form of the spoken safety number, we tested our automated
comparison tool 10 times when the two safety numbers matched
and 10 times when they did not match. Efficiency is assessed by
determining the average time that each method spends on the
comparison task, providing a robust metric for evaluating the time
spent by each method.
Observations:We are examining the feasibility of fully automat-
ing the safety number comparison during the Signal application’s
authentication ceremony. We are considering using OOB channels
to exchange safety numbers and then enable automatic comparison
and verification of safety numbers. The results indicate that our pro-
posed methods can indeed achieve full automation. By exchanging
safety numbers through an SMS message, the receiver’s application
can automatically compare the received number with its own gen-
erated safety number. For instance, when Bob sends Alice an SMS
with the safety number, Alice’s automated comparison tool reads
and compares it to her generated safety number, as demonstrated
in Figures 4a and 4c.

Our results also confirm that our second automated method can
effectively convert spoken safety numbers during a phone call into
text (digits) using STT technology. This transcribed text (digits) is
then compared to the safety number generated by the modified
Signal application on the receiver’s phone. Notably, our automated
approach is versatile and capable of transcribing spoken safety
numbers whether uttered directly, spoken using TTS technology,
recorded in voicemail messages, or saved as audio files. Once the
transcription is received, it is automatically compared to the gen-
erated safety number on the receiver’s application. Importantly,
the receiver does not need to take any action or press any buttons;
the transcription process is triggered by the keyword "Do Cere-
mony," much like real-world voice commands in Google (e.g., "Hey
Google"). Our observations indicate that when the receiver uses
this keyword during a phone call, our automated method initiates
the transcription process. Figures 4b and 4d illustrate this process,
where the keyword triggers the automated method to transcribe
and compare the spoken safety number.

The efficiency of our automated approach is an important consid-
eration in our study. Therefore, a study was conducted to compare
the time taken for different methods during the authentication
ceremony, including SMS, TTS, oral speaking, an audio file, and
voicemail. The average time taken for each method was calculated,
and the results were analyzed. As shown in Table 2, the SMSmethod
was the fastest, taking almost no time at all. However, the study
showed that the other methods also took a reasonable amount of
time. The average time taken by the automated method via TTS
was 23.38 seconds, which was faster than the oral speaking method,
which took 31.36 seconds. The audio file and voicemail methods
took almost the same time, with an average time of 30.96 seconds
and 31.22 seconds, respectively.

Using our automated comparison tool, we also determined the
accuracy rate for each automated testing case (where the test is
done using SMS or a phone call with the related delivery methods of
the spoken safety number). The overall accuracy rate is computed
by dividing the number of test cases that were correctly compared
by the total number of test cases taken with the modified Signal
application. Table 2 displays the results of the correct and accurate
comparison rates. As can be seen from the table, our automated
comparison tool yields a 100% accuracy rate. From Figure 4, we
can see that our modified Signal application displays the output
of our automated approach (using either SMS or a phone call) in
the blue box to inform the user whether or not the safety number
matches and whether or not the other party is verified. Our two
automated methods can help the user perform the authentication
ceremony and verify the other party without imposing more work
on the user.

4.2 Robustness Against MitM Attacks and
Accuracy in Benign Sessions

To evaluate the robustness of our automated methods against MitM
attacks, we are examining their response to mismatched safety num-
bers during the authentication ceremony. This evaluation helps us
compute the false acceptance rate (FAR), representing the likeli-
hood of erroneously accepting such mismatches. Simulating a MitM
attack, we manually generate mismatched safety numbers as a sim-
ulation since executing an actual MitM attack is not in the scope of
our work. Additionally, given that the existing Signal authentication
relies on manual safety number comparison, there is a possibility of
users mistakenly rejecting legitimate sessions due to difficulties in
this comparison. To understand the performance of our automated
methods during benign sessions, we are also investigating how fre-
quently they reject matching safety numbers. This analysis helps us
determine the false rejection rate (FRR), reflecting the probability
of wrongly rejecting a benign session even when the transmitted
safety number matches the recipient’s generated one.
Experimental Setup:We defined three cases of mismatched safety
numbers for the MitM attack scenarios. We created, as shown in
Figure 5, a safety number with a single mismatched digit, a safety
number with a single block of mismatched digits, and a completely
incorrect safety number. For each instance of attack, the experi-
ment was done 10 times over SMS and 10 times over the phone. To
perform the simulated MitM attack, we used two Android phone
devices as in the previous subsection. We installed our modified
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Table 2: The Results of Evaluating Our Automated Approach in the Modified Signal Application

SMS Phone Call
TTS Orally Audio File Voicemail

Data type Text Audio Audio Audio Audio
The feature used
to extract the
safety number

BroadcastReceiver on
Android system

The STT technology
built into Android

The STT technology
built into Android

The STT technology
built into Android

The STT technology
built into Android

Ask the user
for permission

Yes,
for automatically
reading SMS

Yes,
for recording audio

Yes,
for recording audio

Yes,
for recording audio

Yes,
for recording audio

Fully automate the
process of comparing
the safety numbers

Yes Yes Yes Yes Yes

The correct comparison
rate of matching
safety numbers

100% 100% 100% 100% 100%

The correct comparison
rate of mismatching
safety numbers

100% 100% 100% 100% 100%

Average time taken
(in seconds) Immediately 23.38 31.36 30.96 31.22

FAR in attacking case
(single mismatched digit) 0% 0% 0% 0% 0%

FAR in attacking case
(a single block of
mismatched digits)

0% 0% 0% 0% 0%

FAR in attacking case
(completely incorrect
safety number)

0% 0% 0% 0% 0%

FRR in benign case 0% 0% 0% 0% 0%

version of the Signal application on both of them and registered
Bob and Alice as users with their exchanging contact information.
One user was used as a peer in the conversation to share or say out
loud the incorrect safety number via SMS or phone call. For secu-
rity assessment against MitM attacks when using our automated
approach via SMS, one user (Bob) tapped on the (share) button
embedded within the UI to send the recipient (Alice) his Signal
safety number via an SMS message. Also, for security assessment
against MitM attacks when using our automated approach over a
phone call, one user (Bob) audibly announced the incorrect safety
number using one of the delivery methods for the spoken safety
number. As soon as the incorrect safety number was delivered to
the receiver’s application by SMS or a phone call, our automated
comparison tool compared it to the safety number that had been
generated on the receiver’s application.

Our experiment involved having Bob verify the safety number
in one direction only. While our automated approach can support
verification in both directions, it is important to note that the au-
thentication ceremony in the Signal application is currently unidi-
rectional, with safety number comparison occurring one way. This
enhancement is facilitated by the safety number concept, reduc-
ing the need for two comparisons to just one [23]. By assigning
a unique safety number to each conversation, the focus shifts to
per-conversation verification rather than per-user verification. This
results in a streamlined verification process, requiring just one
comparison and eliminating the need for reciprocal verifications as
previously required. For benign scenarios, we also used the same
experimental setup. However, we introduced one instance of a
matching safety number for testing our automated approach. This
involved sending the matching safety number via SMS or making
a phone call to announce it. This test was conducted 10 times for

each OOB channel (SMS and phone call) to ensure accurate and
consistent results in benign cases.
Observations: To study the robustness of our automated methods
against MITM attacks, we evaluate the occurrences of accepting
mismatching safety numbers that are transmitted over an SMS mes-
sage or a phone call, which ultimately results in the success of a
MitM attack. To this end, we compared the incorrect safety number
transmitted via an SMS message or a phone call with the generated
safety number on the receiver’s application. The results show that
our automated approach, which makes use of both OOB channels
(SMS and phone call), is able to reject any incorrect safety number,
regardless of the type of mismatched safety number that occurred
(a single mismatched digit, a single block of mismatched digits, or
a completely incorrect safety number). Using our automated com-
parison tool, and given that our correct comparison rates are 100%,
the results demonstrate that the FAR is demonstrably equal to 0%
in every attack scenario when our automated approach is used in
the authentication ceremony. This indicates that our automated ap-
proach is more resistant to MitM attacks. Therefore, our automated
approach significantly reduces the risk of accepting an attacked
safety number during a session, as none of the challenges in our ex-
periment matched any valid safety number. This demonstrates how
automated comparison can prevent MitM attacks during the Signal
application’s authentication ceremony. Additionally, our study re-
vealed that automating the safety number comparison eliminates
the risk of human error, thereby enhancing the system’s robustness.
As can be seen in Table 2, by utilizing our automated approach in
the authentication ceremony and taking into account the fact that
our correct comparison rates are 100%, the results demonstrate that
the FRR is demonstrably equal to 0% in every benign session.
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(a) Using SMS in a benign case (b) Using voice channel in a be-
nign case

(c) Using SMS in an attacking case (d) Using voice channel in an at-
tacking case

Figure 4: The interface of our automated comparison tool in
the underlying authentication ceremony of Signal

5 DISCUSSION
5.1 Strengths and Limitations of Our Study
We believe that our study has several strengths. Our automated
comparison tool can preventMitM attacks and address skip-through
problems in E2EE applications. Integrating this tool can enhance
security in messaging apps like Signal [30], WhatsApp [38], Viber
[36], and Skype [31]. Our automated tool can successfully decrease
both FAR and FRR to 0% by automating the process of comparing
safety numbers during the underlying authentication ceremony
of the Signal application. This is achieved by exchanging safety
numbers through two separate OOB channels (SMS and voice),
using the BroadcastReceiver class in Android Studio to automatically
receive SMS messages, and the SpeechRecognizer class in Android
Studio to activate STT technology during a phone call.

Our modified version of Signal automates the comparison of
safety numbers, eliminating the need for a usability study. The cur-
rent manual comparison process in Signal [30] can be challenging,
especially when dealing with long numeric codes. Our automated
approach aims to remove this burden from users, improving the
user experience significantly without depending on manual input.
Therefore, our approach automates fingerprint comparison, freeing
users from manual tasks. OOB channels facilitate remote authenti-
cation, enabling fingerprint sharing when users are not physically
present. For instance, the Signal app provides a "share" button for
direct safety number transmission via SMS, automatically copy-
ing the safety number to the clipboard for sharing. We have also
introduced a TTS button for phone calls, which reads the locally
generated safety number using the TTS engine. On the receiver
side, no action is required, as our method automatically processes
the incoming SMS message, aligning with the iPhone’s SMS code
capture concept. Similarly, by employing STT functionality during a
phone call, our method transcribes and compares the spoken safety
number, eliminating the need for manual fingerprint comparison, a
significant advantage in remote settings.

It is also worth noting that the CCCP system [28] depends on
SAS that is converted into words, where a string of separate words
(not meaningful text) must be transcribed. Therefore, the dictio-
nary used in CCCP is chosen from a phonetically balanced speech
collection that encompasses a language commonly spoken in gen-
eral conversation. Due to this selection, the terms in the dictionary
are not always phonetically unique from each other, leading to a
reported false rejection rate of 24.57% for 4-word fingerprints and
63.17% for 8-word fingerprints. In our work, we only use numbers
for the transcription of the safety number by the STT technology,
since the Signal application utilizes a numerical representation for
the safety number. This way, the STT technology can be used only
to recognize and transcribe numbers. The accuracy of Google’s
STT technology varies depending on various factors, such as the
quality of the audio input, the speaker’s accent, the background
noise level, and the specific language being spoken. However, in
general, Google’s STT technology is highly accurate and considered
one of the best in the industry [16]. Using the voice channel, we
conducted our experiment with a background noise level similar to
that of a quiet home, ranging between 20 dB and 25 dB. The primary
objective was to assess the feasibility of implementing our auto-
mated approach in real-life applications like Signal [30], without
considering usability concerns. We encountered no challenges in
utilizing the STT technology to accurately transcribe the numerical
values during the authentication ceremony when exchanging safety
numbers via phone calls, as the technology exclusively recognizes
digits. However, it is worth noting that a potential avenue for future
research involves exploring the implementation of our automated
approach using phone calls in specific circumstances to evaluate
the efficiency and usability of the STT technology in such scenarios.

In current E2EE apps like Signal [30], the optional authentication
ceremony can be skipped or hurriedly executed, increasing vulner-
ability to MitM attacks. In practice, it has been shown that this kind
of behavior is common in any authentication or verification process
[18, 29]. Our automated approach eliminates manual key finger-
print verification, making the ceremonymore likely to be completed
accurately. With a 0% FAR, it robustly detects ongoingMitM attacks,
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(a) Safety numberwith only onemis-
matching digit

(b) Safety number with one block of
mismatching digits

(c) Completely incorrect safety num-
ber

Figure 5: Three examples of the different instances of MitM attacks

empowering users to safeguard their mobile communications. This
could enhance E2EE security by encouraging users to complete the
authentication ceremony and maintain encrypted communication.
Our automated approach demonstrates high accuracy due to its
straightforward process, especially in the case of SMS verification.
In this scenario, the application fetches plain text from SMS mes-
sages and automatically compares the numbers. Additionally, our
experiments with phone call verification were conducted under
controlled conditions, simulating a background noise level compa-
rable to that of a quiet home, ranging between 20 dB and 25 dB.
Furthermore, the use of modern phone microphones equipped with
sophisticated noise-cancellation technology contributes to the pre-
cision of our approach, ensuring reliable and accurate comparisons
even in less-than-ideal acoustic environments.

5.2 Enhancing Group Authentication
Ceremonies in E2EE Applications

Our proposed automated comparison tool that utilizes SMS and
STT technology could be an effective solution to the challenges of
manual key comparison during group authentication ceremonies
in E2EE applications. The majority of E2EE applications follow the
same pairwise individual authentication procedure for both one-
to-one and group communication scenarios, which can make the
authentication process difficult and challenging when the group
has a large number of members. The tool can eliminate human
errors that may occur during the current authentication procedures
that rely on pairwise individual authentication, reducing the risk of
potential MitM attacks. As highlighted in a recent security analysis
of Letter Sealing [15], the vulnerability of the key-derivation stage
in group message encryption can be exploited by end-to-end adver-
saries, malicious group members, or users to mount impersonation
or forgery attacks on the group message encryption scheme. Al-
though most E2EE apps follow similar authentication procedures

for one-to-one and group scenarios, some vary in terms of their au-
thentication ceremony settings, including presenting keys to users
during the ceremony while keeping the fingerprint verification
pairwise. While some apps, like Facebook Messenger [11] and LINE
[21], list all group members or their keys in one list to facilitate the
participation of group members in the authentication ceremony,
the Zoom app offers group-based authentication. Here, our pro-
posed tool can enhance the verification of the security code for all
Zoom meeting members by enabling users to compare and verify
the 40-digit number through SMS or STT technology, mitigating
the risk of a potential MitM attack. Therefore, incorporating our
proposed tool in group authentication ceremonies for E2EE applica-
tions can facilitate the participation of group members and increase
the usability of the ceremony, thus enhancing the efficiency and
security of the authentication process.

6 CONCLUSION
In this paper, we introduce a novel automated approach to the au-
thentication ceremony in the Signal application, which eliminates
human errors and fully automates the safety number comparison
task. The integration of our automated approach into the Signal
application demonstrates its effectiveness in resisting MitM attacks
and significantly improving security and usability. By using two
OOB channels and removing users from the comparison process,
our automated approach significantly improves the security of the
authentication ceremony, making it more robust than the current
implementation in the Signal application. The effectiveness and
feasibility of our automated approach have been demonstrated,
and our results show that it provides a 0% false acceptance and
0% false rejection rate for the safety number comparison, thereby
significantly improving security and usability. Our automated ap-
proach eliminates human errors in the benign case and completely
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resists MitM attacks, making it a practical and effective solution for
addressing the challenges in the authentication ceremony process.
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