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Abstract

Despite the proliferation of advanced authentication methods
in the academic research literature, it is not clear whether these
methods would be suitable for blind and visually impaired
users in terms of accessibility and security. To address this
issue, we first developed the Authentication Literature Evalu-
ation for Security and Accessibility (ALESA) framework con-
sisting of 5 accessibility and 8 security features to measure the
accessibility and security of these methods. Then, using this
framework, we systematically evaluated 37 selected general-
purpose academic authentication schemes if they were to be
used by blind and visually impaired users and also explored
13 selected authentication schemes specifically designed for
blind and visually impaired users, categorizing each type of
scheme according to its underlying user interaction method.
Our analysis reveals that many studied schemes may not only
be insecure but also often fail to meet the specific needs of
blind and visually impaired users, even when specifically de-
signed for them. We found that most schemes struggle to
balance accessibility and security, with many security issues
arising from accessibility challenges, particularly in screen
reader-assisted interaction scenarios. Our research urges re-
searchers, developers, and policymakers to address these gaps
and develop secure, accessible solutions for blind users.

1 Introduction

Authentication schemes are crucial for securing user data
and sensitive information from unauthorized access. Vari-
ous security risks, including physical observation [26, 27],
malware [40], phishing [132], guessing [64], concurrency
[71, 82, 100], fatigue [65], downgrading [124], and cross-
service [82] attacks, have been introduced to compromise
the security of authentication systems. To counter these at-
tacks, researchers continually develop various authentication
schemes [1,22,61,79,129]. However, most research and devel-
opment in this area focuses on the general user, neglecting the
needs of special groups such as blind and visually impaired
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users. This oversight is significant because about 2.2 billion
people worldwide experience vision problems, with around
1.2 billion cases potentially incurable [133]. Using assistive
technologies [39,53,86,99, 109, 115], many individuals from
this community regularly engage with smartphones, comput-
ers, and the internet to manage their online banking, personal
accounts (such as email), and access a range of web services,
including social media. Moreover, large-scale data breaches
could occur in an organization if a blind or visually impaired
employee's account is compromised, allowing unauthorized
access to sensitive organizational data [7].

The primary aim of this research is to evaluate the secu-
rity and accessibility of academic authentication schemes
from the perspective of blind and visually impaired users and
seek to identify the barriers, risks, and the need for awareness
among researchers when developing authentication schemes.
Because blind and visually impaired users face accessibility
issues in selecting a strong password [48,103], moreover, they
face challenges in typing passwords on smartphones [8, 74],
express security concerns when inputting passwords [55], and
face authentication interface issues [135].

Recent research has explored security concerns for blind
and visually impaired users, including visual and aural eaves-
dropping, transaction, and social media hacks [2,102]. Studies
have highlighted challenges such as unauthorized software
installations [107] and login session timeouts [135]. Addi-
tionally, research has improved email security with phishing
indicators for blind and visually impaired individuals [134].
Screen reader accessibility and security analysis have revealed
navigation difficulties, risks with headphone usage, and hin-
ders users' ability to detect risks [2,95]. Researchers have
identified accessibility and security challenges in web authen-
tication, particularly in locating and verifying authentication
pages [42], as well as vulnerability to eavesdropping [62,116].

However, existing research has not thoroughly investigated
the evaluation of widely proposed academic authentication
methods regarding both security and accessibility from the
perspective of blind and visually impaired users. This lack
of investigation extends to understanding how these methods
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interact with screen readers and how these screen readers re-
spond to various security risks inherent in different academic
authentication schemes. Expanding research in this direction
could offer valuable insights into enhancing awareness among
authors to ensure the security and accessibility of authenti-
cation processes for visually impaired individuals in future
developments. In this paper, we aim to address this gap by
examining academic authentication schemes to uncover their
accessibility and security challenges. As a primary assistive
technology, screen readers are crucial for blind and visually
impaired users to access digital services [15,41,131]. In our
evaluation, we analyzed security risks based on the assump-
tion that screen readers were used, even if the authentication
scheme did not explicitly state compatibility with them.

To conduct our analysis, we established criteria for select-
ing authentication schemes, categorized them into general
schemes and those tailored for blind and visually impaired
users, and used Authentication Literature Evaluation for Se-
curity and Accessibility (ALESA) framework designed for
diverse groups to assess their security and accessibility.

Our Contributions: Main contributions are outlined below:
1. An accessibility and security assessment framework for
diverse user groups, specifically the blind and visually
impaired. We designed ALES A framework inspired by
Bonneau et al. [25], which we updated and expanded to
address the specific accessibility and security challenges
faced by diverse user groups, in particular, blind and visu-
ally impaired users. We aimed to generalize the framework
to accommodate other user groups who rely on screen
reader assistance, such as those with dyslexia, learning dis-
abilities, older adults facing difficulties with small text on
screens, and individuals with motor disabilities. Security
risks in the framework have been explained with scenarios
from the perspective of target users. However, this research
specifically focuses on blind and visually impaired users.

2. Categorization of relevant academic authentication
schemes subjected to our study. We selected 50 papers
(24.63% of 203 reviewed) based on a rigorous screen-
ing criteria that included independent review of titles, ab-
stracts, full texts, methodological rigor (e.g., implemented
and evaluated), citation count, and venue reputation. These
papers were categorized into general schemes and those
dedicated to blind and visually impaired users. Each aca-
demic authentication scheme was further classified based
on its medium of interaction, such as login terminal inter-
action (e.g., OTP), user-assisted (e.g., push notification),
and automatic (e.g., audio signal) verification.

3. Systematic evaluation of accessibility and security
against the framework applying the codebook. Apply-
ing the codebook, which defines specific criteria for each
ALESA metric, we conducted a detailed analysis of vari-
ous authentication schemes for accessibility issues, specif-
ically focusing on factors relevant to blind and visually
impaired users. We systematically evaluated the work-

flows, methodologies, and full texts of these schemes and
conducted a manual coding using the codebook to assess
security risks from the perspective of our target users, ex-
amining potential vulnerabilities to various attacks. Our
findings reveal significant accessibility and security vulner-
abilities in the selected authentication schemes. None of
the general authentication schemes considered accessibil-
ity during their development, resulting in incompatibility
with screen readers and inaccessible interfaces. This over-
sight extended even to authentication schemes designed
for blind and visually impaired users. On the security
front, we identified risks associated with both general and
schemes specifically dedicated to blind and visually im-
paired users. While many schemes designed for blind and
visually impaired users claim resilience against certain se-
curity threats, our analysis found that they perhaps remain
vulnerable to various security risks. Also, these schemes
face challenges in balancing accessibility and security.

2 Background

2.1 General Principles of Authentication

Various authentication systems secure online platforms using
one or more factors: something the user knows (e.g., user ID
and password [13, 85]), something the user has (e.g., a smart
card or smartphone generating a one-time password [73]),
and something the user is (e.g., biometric characteristics like
fingerprints or facial recognition [45, 49]). Authentication
types are divided into three categories: single-factor authen-
tication (SFA), requiring something the user knows [13,85];
two-factor authentication (2FA), combining something the
user knows with something they have or are [50]; and multi-
factor authentication (MFA), which uses two or more factors,
such as a password, an OTP, and biometric data [21, 88].

2.2 Scope of Existing Frameworks

Bonneau et al.'s [25] framework evaluates the usability of
authentication schemes based on several criteria. These cri-
teria are designed to ensure that authentication schemes are
easy to use and reliable for the general user population. While
this framework is comprehensive in its assessment of general
usability, there are additional aspects related to the unique ac-
cessibility needs of diverse groups, such as blind and visually
impaired users, that can be considered.

For instance, the framework does not explicitly address
screen reader compatibility, which benefits not only users
with visual impairments but also individuals with learning
disabilities [34], cognitive disabilities [105], physical disabil-
ities [94], and older users [31]. Additionally, evaluating the
simplicity of performing authentication tasks and the design
of accessible interfaces, including layout, application struc-
ture, and screen reader compatibility, can further enhance the
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user experience for various groups. Managing authentication
timeouts is another important aspect for users who may re-
quire more time to complete authentication steps.

Furthermore, defining security features to specifically cover
diverse groups, such as blind and visually impaired users, can
enhance the overall evaluation of authentication schemes. For
example, a general user can detect a malicious link by care-
fully observing it [35]. However, blind and visually impaired
users rely on screen readers to obtain link information, which
may not accurately convey the nuances of malicious links,
making it harder for these users to identify potential threats.

By addressing these aspects, our research builds on Bon-
neau et al.'s framework by defining, enhancing, and expanding
essential accessibility and security metrics, creating a more
inclusive evaluation of authentication schemes.

3 Our ALESA Framework

This section outlines the development and application of our
framework to evaluate academic authentication schemes for
screen reader-assisted blind and visually impaired users, fo-
cusing on accessibility and security, while also explaining the
replicability and broader applicability of ALESA to other
relevant user groups and assistive technologies. As a low-cost,
scalable analytical tool, our framework identifies critical is-
sues early in the design process, serving as a precursor to
more extensive evaluation methods like user studies.

3.1 Development of ALESA

Adapting Bonneau et al.’s model [25], we started with their
proposed usability and security features and analyzed them
from the perspective of blind and visually impaired users.
This involved conducting an in-depth review of the exist-
ing literature to understand how specific risks (e.g. phishing)
pose unique challenges for these users. We also examined
real-world scenarios—such as how screen reader-assisted au-
thentication behaves during phishing attacks—to assess how
such risks manifest in practice. Based on these findings, we
refined our selection of relevant metrics. Furthermore, we

extended the framework by incorporating additional metrics
informed by both prior research and the specific needs of blind
and visually impaired users. For instance, having an accessi-
ble interface with well-structured content is essential for blind
and visually impaired users to access websites effectively—as
emphasized in the W3C accessibility guidelines [127]—war-
ranting its use as an accessibility metric, (see Fig. 1).

While several authentication schemes [81, 123], attack
frameworks [6], and SoK studies [24, 84] have expanded on
Bonneau’s framework, but they do not explicitly consider the
needs of diverse user groups (e.g., blind users). Although
prior adaptations—such as Stephenson et al.’s SoK [117]
on AR/VR—evaluate accessibility, they do so based on lim-
ited feedback (only 4 participants mentioned accessible). In
contrast, ALESA provides a broader, interface-level analy-
sis of accessibility and accessibility-triggered security issues,
grounded in real-world screen reader interaction.

3.1.1 Accessibility Metrics

Accessibility refers to the features of an environment (e.g.,
physical, digital, and conceptual) that enable individuals with
disabilities (vision, hearing, cognitive, motor) to enter, nav-
igate, comprehend, and effectively use the features of that
environment [56]. In our research, to assess the accessibility
of selected academic authentication schemes for blind and
visually impaired users, we compiled information related to
various metrics relevant to accessibility for these users in our
framework. These metrics are listed and explained below:

Al. Screen Reader Compatibility. Screen reader technology
is one of the core mediums of interaction with digital ser-
vices such as the internet, smartphones, and computers for
blind and visually impaired users [41]. Therefore, the com-
patibility of authentication schemes with screen readers is
vital, as it enables these users to perform authentication ef-
fectively. To ensure compatibility and allow screen readers
to communicate the authentication scheme's functionality via
audio instructions, authentication schemes need to be devel-
oped by following accessibility standard guidelines, such as
with proper content structure and including alternative text
for visual media (e.g., images and buttons) [126]. Recogniz-
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ing the importance of screen reader compatibility based on
the above analysis, we included it as an accessibility metric
in our framework and aimed to evaluate whether academic
authentication schemes are compatible with screen readers.

A2. Easy to Perform Authentication. Easiness refers to the
characteristics of a product or service that simplify its oper-
ation and is a key aspect of accessibility [118]. It positively
impacts the user experience of blind and visually impaired
individuals [69]. Studies also show that these users often con-
sider an authentication method to be accessible when it is easy
to use [30]. Hence, as part of the framework, we selected easy
to perform authentication as an accessibility metric to evalu-
ate the simplicity of the authentication process. This involves
minimizing the need for users to perform multiple operations
or transitions between applications, such as shifting between
the login window and the authenticator app.

A3. Presence of Accessible Interface. Shera et al. [112] an-
alyzed literature and conducted tests on mobile applications
to identify common interface accessibility issues faced by
blind and visually impaired users. These issues include pre-
sentation problems (e.g., layout, style, text), organizational
challenges (e.g., application structure, page content serial-
ization, information overload), and behavioral issues (e.g.,
screen reader conflicts, redundant information). The need to
address such interface-related accessibility issues is also em-
phasized in the W3C accessibility guidelines [127]. Hence,
as part of the framework, we considered the accessibility of
the authentication interface to determine if developers con-
sidered presentation problems, organizational challenges, and
behavioral issues for blind and visually impaired users during
the design and development of authentication scheme inter-
faces. If this feature is lacking, it indicates blind and visually
impaired users would face difficulty during the authentication.

A4. Authentication Timeout Management. Blind and visually
impaired users often face challenges in completing authenti-
cation, as they may need additional time to read content or
perform tasks such as entering authentication codes; strict
timeouts can therefore make the process frustrating and in-
accessible [44, 135]. To evaluate whether academic authenti-
cation schemes accommodate these needs—such as by man-
aging timeouts for diverse users (blind and visually impaired
users) or minimizing complex steps—we included this feature
as an accessibility metric in our ALESA framework.

AS. User Feedback on Accessibility After Testing. In addition,
we considered users' opinions on accessibility by focusing
on surveys conducted in the selected papers to gather par-
ticipants' feedback on accessibility after letting them test the
schemes. The surveys provide valuable insights into user expe-
rience and satisfaction levels, contributing to a comprehensive
evaluation of the authentication schemes. This user-centered
evaluation is essential, as many usability failures arise from
mismatches between system design and human behavior [38].
In our research, we referred to general participants as non-

blind participants and specified other types of participants,
such as blind or visually impaired.

3.1.2 Security Metrics

Blind and visually impaired users are perhaps more vulnerable
to various security risks and attacks compared to sighted
individuals due to limitations in visual perception [3, 108].
This part of the framework details the potential security risks
and attack scenarios that screen reader assisted users, such
as blind and visually impaired individuals, may face during
authentication. These risks and attacks have been selected
as security metrics in our framework, and the corresponding
attack scenarios were applied to evaluate schemes.

S1. Security Against Shoulder Surfing. Shoulder surfing oc-
curs when an attacker observes a victim's login process, such
as entering credentials, without their knowledge [28]. This
type of attack can be facilitated by hidden cameras or micro-
phones. Blind and visually impaired users are particularly
vulnerable to such attacks because they cannot detect attack-
ers [57] or monitoring devices [108]. Screen readers audibly
read display text [72] as part of their normal behavior, includ-
ing credentials during the login process or when receiving
OTPs on smartphones for authentication. This is an alarming
risk for blind and visually impaired users compared to sighted
users but they can mitigate this by using headphones to pre-
vent others from hearing the screen reader when operating
a single terminal, such as a PC. However, when using two
devices like a PC and a smartphone for authentication, it may
not be possible to use headphones on both simultaneously,
while webAIM found 49. 2% users use this setting [130].
Given the security risks that blind and visually impaired
users face, we included shoulder surfing as a security feature
in our framework, as an attacker may use pre-installed spying
devices or stay nearby to collect credentials or get access. If
the victim uses a computer in a workspace (e.g., office, study,
library) and wears headphones to prevent the screen reader
from speaking sensitive information aloud, the smartphone
may remain insecure without headphones, as explained above.
The victim focusing on the PC, might not hear the second
factor generated by the attacker (e.g., OTP or audio signal)
from the smartphone, but the attacker could utilize it, using
spying devices or staying nearby. This could delay the victim's
response to the attack.
S2. Security Against Malware. Authentication schemes may
introduce insecurity against malware [14]. Malware can deac-
tivate 2FA, and some authentication systems allow deactiva-
tion without 2FA verification. After deactivation, the malware
sends the first factor credentials to the attacker for unautho-
rized access [40]. Re-compromise is also possible through
malware [122]. Blind and visually impaired users may strug-
gle to detect malware due to their reliance on keyboards [59],
and studies show that attackers often succeed in compromis-
ing their systems [60, 1 14]. Additionally, screen readers face
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difficulty in reading security warnings [111].

Our threat model exploits these insecurities of the blind and
visually impaired user to include this security threat in our
framework. Specifically, we considered the lack of a proper
alert system in the selected schemes designed for blind and vi-
sually impaired users, as well as the absence of implemented
security methods, such as real-time malware detection algo-
rithms and secure sandbox environments, that could allow
malware silently running in the background to capture creden-
tials during the victim's login process. In the attack scenario,
the malware could block the victim's login attempt and initiate
the attacker's attempt, triggering the second factor (e.g., OTP)
to be sent to the victim. It may then capture and forward the
second factor (e.g., OTP) to the attacker for authentication.

S3. Security Against Social Engineering Attack. Social engi-
neering attacks involve fraudulent requests designed to trick
individuals into disclosing their credentials, ultimately lead-
ing to unauthorized access to sensitive information [96]. For
blind and visually impaired users, detecting such attacks may
be difficult because attackers may carefully design fraudu-
lent links and other elements on the websites that are audibly
similar to the legitimate content [108]. Hence, we included
this as a metric in the ALESA framework. This type of at-
tack involves real-time phishing attacks, wherein the attackers
establish one connection to the victim, pretending to be the
verifier, while simultaneously maintaining another connection
to the server, pretending to be the prover [25].

In our attack scenario, the attacker exploits the screen

reader's inability to properly differentiate between slightly
altered links. For example, a typical user can detect a ma-
licious link by carefully observing it. However, blind and
visually impaired users rely on screen readers to obtain link
information, which may not accurately convey the nuances of
malicious links, making it harder for these users to identify
potential threats. Like other users, they do not know whether
they are under attack or not. If a blind user becomes suspi-
cious, they can read the link character-by-character, but the
choice to do so requires additional keystrokes and is time-
consuming. Additionally, the attackers can make malicious
links very long to make such reading more difficult. Believing
the link to be legitimate, the victim shares credentials such as
their username, password, and OTP to allow attackers to gain
access. Having strong authentication factors (e.g., biometric,
passwordless) and mechanisms (e.g., double-sided verifica-
tion) in the authentication scheme, a scheme could be robust
against the above insecurities and may mark secure.
S4. Security Against Physical Compromise (theft) of Authen-
tication Devices. This occurs when an attacker gains access
to the object (e.g., smartphone, FIDO key) used in the scheme
for authentication. Exploiting the limitations of blind and vi-
sually impaired users in assessing unsafe surroundings [4]
and detecting stealing activities [3], the attacker may attempt
to acquire and utilize this object to bypass authentication.

Our threat model for this attack involves a scenario where

an attacker compromises the victim's device, such as a smart-
phone, without the victim's knowledge. The attacker then
attempts to log in to the server, which sends an OTP, ambient
audio signal, or OTP encoded in an audio signal to the com-
promised device. For OTP-based authentication, the attacker
can easily use the code to gain access. However, authenti-
cation using an ambient sound signal requires the attacker
to keep the compromised device close to their terminal. The
attacker's browser communicates with the victim's device to
extract the OTP or compare the sound, which is then sent to
the server for verification, ultimately granting authentication.
Considering the above scenarios of weaknesses, we included
this as a metric in our framework. Authentication schemes
incorporating biometric factors (e.g., fingerprint, facial recog-
nition) that ensure verification by real users for authentication
could be resilient against this threat.

S5. Security Against Concurrency Attack. A concurrency
attack occurs when an attacker attempts to log in simultane-
ously with the victim. This action triggers push notifications
with approval prompts for both the attacker and the victim's
login approach, appearing simultaneously to the victim. This
could override the victim's notification by attacker ones, lead-
ing them to misconstrue the attacker's login attempt as le-
gitimate [71, 82, 100]. Jay Prakash et al. tested this attack
on 75 pairs of sighted victims and attackers, revealing that
95% accepted the attacker's push notification without any
doubt [100].

Our evaluation of this attack on real-life push-based authen-
tication schemes from the perspective of blind and visually
impaired users found that assistive technologies (e.g., screen
readers) are unable to effectively communicate attacker push
notification information to users. Instead, they only convey the
latest notification, which could be from an attacker. Based on
these findings, we added this as a security metric in ALESA.
In our attack scenario, to evaluate authentication schemes for
users, the attacker initiates a login attempt shortly after the
victim. This timing allows the attacker's push notification to
override the victim's notification, perhaps leading the victim
to approve the attacker's request. Based on our evaluation, the
victim will not receive any information related to the attack,
making them unaware of the unauthorized access attempt.

S6. Security Against Fatigue Attack. In this attack, the at-
tacker continuously sends push notification prompts to the
user until they accept after becoming mentally exhausted. This
characterizes the fatigue attack, also known as MFA spam-
ming [65]. Our evaluation of real-life push-based authentica-
tion schemes (e.g., Google push notification-based scheme
for email) from the perspective of blind and visually impaired
users (using a screen reader) found that these schemes can-
not detect or prevent continuous malicious push notifications
from attackers. Additionally, denying a push notification for-
wards the user to a change password window while the user
still receives notifications from the attacker. This can mislead
users into thinking the prompt is part of the password change
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process, causing them to approve the attack—thus, based on
these insights, we added this as a framework metric.

Our attack scenario to evaluate this against push
notification-based authentication starts with the attacker send-
ing notifications at short intervals. The victim might attempt
to change their password but may mistakenly accept an at-
tacker’s notification, assuming it is legitimate. Having mech-
anisms that can detect and alert blind and visually impaired
users about continuous/ malicious push notifications is essen-
tial for ensuring the security of these authentication schemes.

S7. Security Against Cross-service Attack. In a cross-service
attack, the attacker manipulates the user's possession factor
device to trick them into authenticating for a different service
than intended. For instance, when the user attempts to log
into Service A, the attacker prompts an approval request for
Service B. If the user unwittingly approves, the attacker gains
unauthorized access to Service B, potentially compromising
sensitive accounts, as described by Mahdad et al. [83].

The risk escalates when essential authentication details are
not effectively communicated to blind or visually impaired
users. For instance, with FIDO, which utilizes a USB dongle
and fingerprint for authentication on devices such as smart-
phones and PCs, users may receive instructions via a security
message to insert the USB dongle and press their fingerprint
for authentication. In a cross-service attack, the attacker may
overlay this security prompt with an image. Our observations
indicate that this prevents the screen reader from reading le-
gitimate instructions, leading the user to unknowingly authen-
ticate to the attacker’s session. To evaluate the authentication
schemes against this attack, we added this to the framework
and considered the scheme’s ability (mentioned in the paper)
to communicate actual service names to blind users, as well
as the implementation of any robust mechanisms and secure
communication protocols that can prevent this type of attack.
S8. Security Against Downgrading Attack. Downgrading at-
tacks can compromise even strong authentication schemes, as
attackers use techniques like real-time phishing to bypass ro-
bust authentication methods and downgrade them to weaker
ones, gaining unauthorized access. Blind and visually im-
paired users often struggle to identify phishing attacks, further
exacerbating the risk [108]. Additionally, assistive technolo-
gies face difficulty in effectively communicating malicious
links to users, as explained in 3.1.2 (S3), thus added as metric.

In this attack scenario, the attacker stays between the victim
and the server. The attacker initiates the attack by sending a
phishing link to the victim, collecting their credentials, and
informing the victim that the strong authentication method
(e.g., FIDO) has encountered an error. The attacker then asks
the victim to choose a weaker method, such as OTP. Once the
victim selects the weaker method, the attacker immediately
attempts to log in to the victim's account using the collected
credentials. The server requests proof of strong authentication,
but the attacker opts for the weaker method. The server then
sends an OTP to the victim and an OTP submission prompt to

the attacker (who appears legitimate). The victim might share
the OTP with the same phishing link, allowing the attacker to
authenticate. We considered vulnerabilities in authentication
similar to those of phishing when evaluating this attack.

3.2 Application of ALESA on Evaluating Au-
thentication Schemes

To apply the security and accessibility metrics of the ALESA
framework to authentication schemes, we examined each
scheme’s authentication workflow, methodology, and full text,
and conducted a manual coding process—an approach well-
suited for in-depth analysis. A structured codebook guided
this process, containing four key components: (1) Code — the
security and accessibility metrics defined in our framework,
(2) Definition — a description of what each code measures
or represents, (3) What We Looked For — specific indicators
or criteria in the paper used to determine the applicability of
each code, and (4) Example Indicator in Paper — representative
phrases or content that signal the adherence, partial adherence
(e.g., when a scheme claims to be easy but requires multiple
steps including app switching), or non-adherence of a given
metric, as shown in Table 1. In this research, two independent
coders evaluated each paper, resolving discrepancies through
discussion and consensus (see Section 5).

3.3 Replicability & Broader Applicability of
ALESA

The clear development and application process of ALESA,
including its accompanying codebook, enables researchers
and stakeholders to accurately replicate our study. Screen
readers are the primary mode of digital interaction for blind
and visually impaired users [15,41], as supported by a We-
bAIM study reporting that nearly 90% of its users are blind
and rely on screen readers to navigate digital platforms [131].
While our study focuses on blind and visually impaired users,
screen readers are also used by individuals with dyslexia [33],
ADHD, and motor impairments [91]. The ALES A framework
is designed to be adaptable to these user groups. For exam-
ple, processing information can be particularly challenging
for dyslexic users [16], so authentication methods requiring
substantial cognitive effort may be infeasible—justifying the
inclusion of “information-intensive authentication” as an ac-
cessibility metric for this group. Furthermore, our ALESA
framework is reproducible across other assistive technologies
by emphasizing interaction outputs. For instance, to adapt
the framework for users who rely on voice assistants (e.g.,
elderly [76]), researchers may need to assess how authen-
tication schemes interact with these assistants and analyze
the resulting speech outputs. This design enables future re-
searchers to replicate, expand, and adapt the framework as
accessibility and security needs evolve.
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Table 1: Codebook Used to Apply ALESA Framework Metrics on Authentication Schemes.

Code

Definition

‘What We Looked For

Example Indicator in Paper for Compli-
ance/ (Partial/Non)-Compliance

Accessibility Metrics

Al: Screen Reader Com-
patibility

Whether the scheme can be used effec-
tively with screen readers.

Any mention of audio cues (partial if screen readers
are directly not mentioned), alternative text, accessi-
bility standards, or screen reader support or testing.

Compliant if scheme is compatible with
screen readers / TTS rather than screen
reader (partial-compliance).

A2: Easy to Perform Au-
thentication

The simplicity of performing the authen-
tication steps.

Steps requiring no switching between apps, fewer
inputs, or no visual feedback.

Not compliant if requires user to switch
from browser to Authenticator or other app

A3: Accessible Interface

Whether the UI is accessible for blind
users (layout, focus order, labels).

Descriptions of UI structure, mention of following
W3C accessibility guidelines or presence of acces-
sibility issues.

Not-compliant if complex layout with un-
labeled buttons or design does not specify
accessibility consideration.

A4: Authentication Time-
out Management

Whether the system accounts for slower
input time by screen reader users or no
input is required to manage timeout.

Indications of customizable or extended timeouts,
retries, if the method does not require input (auto-
matic), or manage timeout for diverse users.

Non-compliant if session expires within 30
seconds/ Compliant if authentication work-
flows show no required user interaction.

AS: User Feedback on Ac-
cessibility After Testing

Inclusion of participant accessibility feed-
back from evaluations.

Whether the paper solicits user feedback on accessi-
bility and at least 50% users marked accessible.

Participants mentioned the schemes as inac-
cessible / Compliant if 51% said accessible.

Security Metrics

S1: Security Against Shoul-
der Surfing

Resistance against observation-based at-
tacks (e.g., shoulder surfing).

Steps required concurrent devices (smartphone and
terminal), mention of insecurity against observation
attacks, or visibility of sensitive information.

Non-compliance if OTPs are sent via ambi-
ent sound to the 2FA device/ Compliance if
OTPs are securely handled within device.

S2: Security Against Mal-
ware

Whether the scheme can handle malware
stealing credentials or bypassing flows.

Mentions of sandboxing, malware detection, or lack
of protection.

Non-compliance if input credentials in
plaintext/ Compliance if securely handled.

S3: Security Against Social
Engineering

Ability to resist phishing or imperson-
ation attacks.

Bidirectional verification, secure links, UI cues, or
lack thereof.

Compliant if workflows included phishing
resistance (bidirectional verification).

S4: Security Against Physi-
cal Device Compromise

Resilience to theft of the authentication
device.

Use of biometrics, secure storage, or fallback weak-
nesses.

Not compliant if there is no mention of a
verification mechanism for retrieving OTPs.

S5: Security Against Con-
currency Attack

Ability to detect or mitigate concurrent
login attempts.

No mention of concurrent push notification han-
dling, multi-prompt handling, or lack of detection.

Only latest push notification is read by
screen reader / Block malicious prompt.

S6: Security Against Fa-
tigue Attack

Defense against MFA spamming.

Rate limiting, push notification filtering, alert differ-
entiation, handle continuous malicious prompt.

Compliant if repeated prompts can be
flagged as malicious.

S7: Security Against Cross-
Service Attack

Preventing approval for unintended ser-
vices.

Context-aware prompts, domain binding, strong as-
sociation mechanisms, communicate exact service.

Not compliant if push request does not spec-
ify which service it is for.

S8: Security Against Down-
grading Attack

Blocking fallback to weaker mechanisms.

Forced strong authentication, resistance to down-
grade attempts, weaker recovery options.

Can fallback to SMS OTP if FIDO fails
(non-compliant).

4 Studied Schemes Selection & Categorization

This section reviews various academic authentication
schemes, including both general schemes and those specifi-
cally designed for blind and visually impaired users.

4.1 Selection Criteria for Schemes

We conducted a systematic web search across multiple rep-
utable academic databases, including Google Scholar, IEEE
Xplore, ACM Digital Library, Springer, and USENIX with
relevant keywords. For general users, we used keywords such
as "authentication method" and "two-/multi-factor authentica-
tion method". For blind and visually impaired users, we used
terms like "authentication methods for blind/visually impaired
users” and "two-/multi-factor authentication for blind/visually
impaired users" to ensure a comprehensive collection of rel-
evant literature. We started by analyzing general academic
authentication schemes to evaluate their security and vulnera-
bility if these schemes were to be deployed for use by blind
and visually impaired users. We chose these general schemes
to evaluate the researchers' awareness of the needs of diverse
users and to emphasize the importance of considering these
needs within the community. This is crucial because these
proposed schemes may eventually be deployed in the real
world, where blind and visually impaired users will also use
them. In addition, we examined authentication schemes explic-

itly designed for blind and visually impaired users, aiming to
assess their compatibility with accessibility and security from
the users' perspective. For general schemes, we considered
those described without specifying any particular user group
or claiming to include all users. When selecting schemes
for blind and visually impaired users, we focused on those
explicitly labeled for this demographic.

The selection process was carefully conducted in two
phases by researchers who independently reviewed and
screened each paper for relevance. Initially, papers were fil-
tered based on their title and abstract following the web search
using the relevant keywords mentioned above, while dupli-
cates and studies focused on authentication-related analysis
(e.g., not authentication methods) were excluded, resulting
in a total of 203 papers. In the next phase, we performed an
in-depth screening of the abstract, methodology, authentica-
tion workflow, and full text. We specifically looked for papers’
methodological strength, which required the workflow to be
implemented or illustrated and tested either technically or with
participants, focusing on security, usability, or both—rather
than just theoretical proposals. We then considered the reputa-
tion of the venue, citation count >= 10, and relevance to blind
and visually impaired users (for papers specifically dedicated
to this group). When making our selections, we took into
account at least one of these factors, along with the paper’s
methodological rigor (e.g., implementation and evaluation).
Based on these criteria (mentioned in the second phase), we
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selected 50 papers from the original 203, representing 24.63%
of the total. This selection process ensured that the chosen
papers were not only methodologically sound but also highly
pertinent to our research objectives, providing a solid founda-
tion for evaluating the current state of authentication methods
for blind and visually impaired users.

4.2 Selected General Authentication Schemes

This section explores the characteristics of various general
authentication schemes and is organized into three categories
based on their authentication processes. We provide explana-
tions of these characteristics below and align them with their
respective categories.

Login Terminal Interaction Schemes. These schemes typ-
ically require users to input a One-Time PIN (OTP) from
a smartphone to a terminal. While this two-factor setup en-
hances security, it introduces accessibility risks—screen read-
ers vocalize OTPs, and blind users cannot use headphones
on both devices simultaneously, compromising privacy. Com-
mon techniques used in selected authentication schemes of
this type include OTPs generated via hash chains [36], de-
vice identifiers like IMEI [10], or browser-stored secrets [51].
Several schemes support offline use with device-specific hash-
ing [70] or rely on algorithms like REAL [37]. Recent work
explores hybrid tokens [119], blockchain-based revocation
[97], multi-modal MFA using FIDO2 and backup codes [104],
and threshold-based authentication combining biometrics and
device trust [75]. Authors claimed to mitigate observation
risks in some designs through honeytokens [98] or graphical
passwords to avoid cross-device input [11].

User Assisted Verification Schemes. These schemes lever-
age secondary devices—Ilike smartphones, BLE tokens,
or location-aware hardware—for user-driven verification
through QR scanning, image matching, location confirma-
tion, or cross-device content inspection. While reducing ter-
minal input, they often require visual or physical compari-
son across devices, posing accessibility challenges. Designs
of selected schemes in this category include credential re-
lay via personal devices (e.g., DAMFA [93], MP-Auth [87],
oPass [120]), location-based prompts [5], QR/image verifi-
cation [43,78, 101], browser-assisted links [63], audio-based
methods [46], EEG biometrics [23,52], and multi-modal tech-
niques using fingerprints, facial recognition, or voiceprints
[47,106]. Some, like TwoChain [97], incorporate blockchain
for decentralized key management and revocation.
Automated Verification Schemes. These schemes enable
proximity-based authentication by automatically exchang-
ing or comparing signals—such as inaudible audio, am-
bient sound, Bluetooth, Wi-Fi, or channel state informa-
tion (CSI)—between the 2FA device and terminal, without
user input. Approaches include audio-based methods like
Sound-proof [67], Proximity-proof [54], SoundAuth [128],
and QuickAuth [137], as well as Bluetooth or audio-based co-

location detection (e.g., Watermelon 2FA [90], 2FA-PP [125]).
Advanced designs leverage Wi-Fi CSI [110], speech decoding
via wearables [113], or ambient sound combined with Phys-
ical Unclonable Functions (PUFs) [136], offering seamless
authentication with minimal interaction.

4.3 Selected Dedicated Schemes

In this section, we dig into a detailed exploration of the char-
acteristics of selected authentication schemes specifically de-
signed for blind and visually impaired users. These schemes
are classified into five distinct groups based on their mode of
authentication interaction. Here, we provide explanations of
the characteristics derived from the proposed schemes.
Scheme involving Typing on Terminal. This category in-
cludes a scheme that requires manual input on terminals,
including QR code generation and decryption with RSA com-
bined with a local text-to-speech (TTS) agent to convert OTP
into audio [77], enabling blind users to input spoken digits.
Gesture Based Verification Schemes. These schemes rely on
touch or gesture-based interactions—such as tapping, swip-
ing, or drawing patterns—on mobile or touchscreen devices,
offering alternatives to traditional text input. Some schemes
map taps to alphanumeric characters and incorporate OTP-
based security [20], or use image selection and grid tapping
with MDS5 hashing [58]. Others replace numeric input with
gesture-based PIN entry [19], or decouple confirmation from
entry to enhance security [32]. Techniques like swipe gestures
inspired by Braille [18], gesture-based Braille input [9], and
curve-based signature authentication on touchscreens [121]
provide non-visual input options. VIBI [17] adds support for
multiple pattern-based inputs, further improving accessibility.
Vibration Based Verification Schemes. These schemes use
haptic feedback—specifically vibration patterns—for non-
visual authentication on mobile devices. The approaches of se-
lected schemes include Braille-inspired vibration patterns for
passwords [12] and vibration-count-based PIN entry via but-
ton presses [66], enabling blind users to authenticate through
tactile cues.

Behavior Based Verification Scheme. This category includes
schemes that rely on user behavior, such as gait patterns. In our
analysis, we identified one representative scheme by Haque
et al. [55], which use smartphone sensors (accelerometer,
gyroscope, microphone) to capture gait and voice data and
authenticate users based on unique walking patterns.

Special Hardware Authentication Scheme. Schemes that use
specialized devices and require specific physical actions (e.g.,
bending the device [29]), enabling blind users to authenticate
through physical interaction, are included in this category.

S Evaluation and Findings

This section presents the findings of our analytical evalua-
tion aimed at systematizing knowledge of various academic
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authentication schemes from the perspective of blind and
visually impaired users based on the ALESA framework pre-
sented in Section 3. The evaluations are divided into two
sections: general authentication schemes and those specifi-
cally dedicated to blind and visually impaired users.

5.1 Findings on General Schemes

5.1.1 Accessibility Findings on General Schemes

Table 2: Accessibility evaluation of general authentication
schemes with respect to metrics from ALESA: Screen Reader
Compatibility (A1), Easy to Perform Authentication (A2),
Accessible Interface (A3), Manage Authentication Timeout

(A4), and User Feedback on Accessibility After Testing (AS).
Category [ Author/Scheme’sName | A1] A2] A3] A4[ A5

Chenchev [36]

©
©
©
©
©

Login Termi-
nal Interaction
Schemes

Kaur [68]

Aloul et al. [10]
WebOTP [51]

Khan et al. [70]
Cheng [37]

Trust OTP [119]
TwoChain [97]
Mello et al. [104]
Papaspirou et al. [98]
Lietal. [75]
ALSaleem and Alshoshan
[11]

DAMFA [93]

User Assisted Ver-
ification Schemes

Meher and Amin [89]
Alabdulatif [5]
Audiouth [46]

Biatas et al. [23]
Minakova and Mansurov
[92]

MP-Auth [87]

oPass [120]

2FIM [78]

ImageOTP [43]
2FMA-Netbank [101]
SV-2FA [47]
Device-aware 2FA [63]
Blink to Get In [52]
Sajjad et al. [106]

Automated Verifi-
cation Schemes

Proximity-proof [54]

Sound-proof [67]
2FA-PP [125]
Watermelon 2FA [90]
SoundAuth [128]

Luo et al [80]
Wi-auth [110]
Listening Watch [113]
T2FA [136]
QuickAuth [137]
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Accessibility Analysis of Login Terminal Interaction
Schemes. As shown in Table 2, login terminal interaction
schemes exhibit several accessibility issues when evaluated

using the codebook outlined in Table 1. All schemes failed
to meet even the most basic metrics, including screen reader
compatibility (A1), accessible interface design (A3), and time-
out handling (A4). In fact, none of the schemes fully satisfied
any accessibility metric, and only 3 out of 12 schemes par-
tially met a single metric—easy to perform authentication
(A2). This highlights that, even though designed for a broader
user base, most of these authentication schemes did not really
consider the specific needs of blind or visually impaired users.

A common issue is that many schemes require users to
act quickly—such as reading an OTP from a smartphone
and typing it into a terminal (Chenchev [36], Kaur [68], We-
bOTP [51])—which can take longer for blind users and in-
crease the risk of timeout. Without a well-structured, accessi-
ble interface, this process becomes even more difficult. Some
schemes also require switching between multiple devices
or entering multiple pieces of information (e.g., entering se-
cret key following OTP) (Aloul et al. [10], Li et al. [75],
TwoChain [97], Mello et al. [104]), which adds to the com-
plexity and introduces further accessibility barriers. Even
though a few schemes in this category claim to be “easy to
use”, they still involve steps like checking the browser or ver-
ifying OTPs (ALSaleem and Alshoshan [11], WebOTP [51],
Papaspirou et al. [98]), which are not fully accessible without
proper implementation of accessible interfaces (e.g., guiding
blind users through the authentication process)—hence, they
were marked as partially meeting the metric. None of the
evaluated schemes reported testing with participants for ac-
cessibility feedback (A5), highlighting a gap in inclusiveness.
Accessibility Analysis of User Assisted Verification Schemes.
User assisted verification schemes exhibit notable accessi-
bility shortcomings under the ALESA framework and face
similar challenges to those seen in login terminal interac-
tion schemes. None of the evaluated schemes fully satisfied
more than one accessibility metric, and most failed to support
critical aspects such as screen reader compatibility (A1), ac-
cessible interface design (A3), and timeout management (A4).
Only 4 out of 15 schemes successfully met the A2 metric
(easy to perform authentication), typically minimizing the
number of steps required during the verification process.

One recurring barrier is the expectation that users will in-
teract visually with a smartphone (e.g., confirming a push
notification, verifying a location) without considering how
these tasks are handled by diverse users, such as blind users
using screen readers (Alabdulatif [5], Audiouth [46], Meher
and Amin [89], DAMFA [93]). These actions demand pre-
cise touch navigation and visual awareness, posing difficulty
for blind users in the absence of proper assistive features.
Schemes relying on biometric and neural signals, like facial
recognition based input, introduce additional accessibility
concerns due to the need for visual calibration or feedback in-
terpretation (Biatas et al. [23], Minakova and Mansurov [92],
Sajjad et al. [106]). These systems often lack audio or tactile
cues, making them unsuitable for screen reader users.
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Authentication flows that depend on visual comparison or
interactive web components, such as QR code scanning or
clickable verification links, also show poor accessibility adap-
tation (SV-2FA [47], Device-aware 2FA [63], MP-Auth [87],
2FMA-Netbank [101]). Without structured navigation and
labeled elements, blind users face substantial difficulty com-
pleting these processes. Some user assisted schemes perform
better in terms of ease of use (A2), particularly when they
avoid complex multi-step operations or app switching. These
schemes typically require minimal user input—such as en-
tering a user ID or using EEG signals from eye blinks for
authentication, relying on natural, involuntary actions rather
than visual inputs—which reduces cognitive and physical ef-
fort for blind users (ImageOTP [43], Blink to Get In [52],
2FIM [78], oPass [120]). However, despite this improvement,
none of these schemes meet any other accessibility metrics
of ALESA, which highlights significant gaps in addressing
real-world accessibility needs. Moreover, this ease of use (A2)
adherence alone may not sufficiently support blind users, even
though these schemes are intended for all users.

Accessibility Analysis of Automatic Verification Schemes.
Automatic verification schemes demonstrate relatively bet-
ter accessibility characteristics under the ALESA frame-
work compared to other general-purpose authentication cate-
gories. These schemes often meet key accessibility metrics
such as ease of use (A2) and timeout resilience (A4), pri-
marily due to their automated nature, which eliminates the
need for direct user interaction during the authentication pro-
cess (Sound-proof [67], Proximity-proof [54], Watermelon
2FA [90], SoundAuth [128], Luo et al. [80]). This automation
helps reduce the cognitive burden associated with visually
navigating authentication prompts. Even in cases where mini-
mal interaction is required—such as device proximity or pas-
sive audio feedback—the schemes reduce reliance on vision
and manual input, lowering the accessibility barrier for blind
and visually impaired users (2FA-PP [125], Wi-auth [110],
Listening Watch [113], QuickAuth [137]). Additionally, some
schemes were evaluated through user studies that included
accessibility as a metric, but only 2 out of 10—Proximity-
proof [54] and Sound-proof [67]—were reported as accessible
(AS), although these were conducted with sighted participants.

However, despite the apparent benefits of schemes in this
category, concerns remain about their real-world accessibil-
ity. An unresolved issue is whether these systems effectively
communicate necessary steps to users relying on assistive
technologies like screen readers (A1). For instance, schemes
that transmit OTPs via ambient sound require users to place
their phone near a terminal—an instruction like “please keep
your phone close to the terminal” must be conveyed accessibly.
Moreover, the design of the login interface is unclear, espe-
cially regarding accessibility (A3) and screen reader support
(A1). While automation offers inherent accessibility advan-
tages, its full potential remains unrealized without inclusive
design and testing with assistive technology users (AS).

5.1.2 Security Findings on General Schemes

This section explores security and attack considerations for
general authentication schemes from the viewpoint of blind
and visually impaired users. We have analyzed the authen-
tication schemes to assess security risks and considerations
applying the codebook (Table 1) for each risk and attack out-
lined in ALESA (Figure 1). Our observation revealed critical
vulnerabilities in these authentication schemes when assessed
from the perspective of blind and visually impaired users, as
shown in the Appendix Table 5.

Security Analysis of Login Terminal Interaction Schemes.
Schemes in this category—such as those by Chenchev
[36], Kaur [68], Aloul et al. [10], Khan et al. [70], Cheng
[37], Papaspirou et al. [98], and ALSaleem and Alshoshan
[11]—share a common structure: the user retrieves an OTP on
a smartphone (2FA device) and inputs it on a separate login
terminal (PC). This interaction model consistently introduces
accessibility problems (Section 5.1.1) and triggers vulnerabil-
ities across multiple security dimensions. The physical sepa-
ration between the login device and the 2FA device, while se-
cure for many sighted users, exposes the OTP to shoulder surf-
ing (S1)—especially when screen readers vocalize sensitive
content (e.g., OTP) aloud and blind or visually impaired users
cannot use headphones on both devices concurrently—as
emphasized in Section 3.1.2. Across different metrics, we ob-
serve a lack of robust hardware-based protections or interface
obfuscation techniques, making most schemes susceptible
to malware interception (S2) and device theft (S4). Notably,
many schemes adopt traditional OTP workflows without in-
troducing strong assurances against credential compromise
or fallback manipulation—creating cascading vulnerabilities
when users unknowingly fall back to weaker mechanisms un-
der adversarial pressure (e.g., through phishing (S3) or down-
grading attacks (S8)). These structural similarities suggest
that the interaction pattern itself—decoupling authentication
retrieval and input—serves as a systemic weakness across
otherwise diverse proposals.

Despite these systemic shortcomings, a few (3 of 12)
schemes stand out for their efforts to mitigate specific secu-
rity risks through thoughtful design choices. TrustOTP [119]
demonstrates the most comprehensive security posture by
leveraging ARM TrustZone to isolate the authentication pro-
cess and restrict OTP visibility, thus protecting against both
shoulder surfing (S1) and malware (S2). Its secure display,
operating within ARM TrustZone hardware, further defends
against phishing (S3), cross-service attacks (S7), and down-
grading attacks (S8) by isolating it from potential compro-
mises, though it lacks built-in safeguards for stolen device
scenarios (S4). Li et al.’s scheme [75] similarly adopts robust
protections by obfuscating inputs using encrypted and ran-
domized mappings (S1), employing secure local storage (S4),
and integrating session management (S7). However, it over-
looks phishing and downgrade attack vectors (S3, S8), which
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are often linked. TwoChain [97] also strengthens resistance
to shoulder surfing and malware (S1, S2) by performing local
cryptographic signing of OTPs using private keys, ensuring no
sensitive data is exposed during transmission or display. Still,
it fails to address phishing (S3), device theft (S4), and fallback
abuse (S8). These comparatively secure schemes highlight
a key design insight: integrating secure isolated or crypto-
graphic operations locally on the user’s device significantly
improves resistance across multiple threat models. However,
such approaches remain the exception, not the norm of gen-
eral authentication schemes, underscoring the need for future
schemes in this category to adopt holistic threat modeling for
diverse users rather than narrowly focusing on certain groups.
It is important to mention that most of the schemes—except
Mello et al. [104]—from this category are not a target of con-
currency (S5) and fatigue (S6) and hence considered secured
against these attacks, as in our evaluation they are considered
push-notification-based risks. Furthermore, despite offering
strong authentication methods (e.g., FIDO2, phone prompts),
Mello et al. [104] are vulnerable when authenticating via
backup codes (S1) and are hence marked as partially met.
Security Analysis of User Assisted Verification Schemes. The
schemes in this category commonly rely on biometric input,
device-based validation, and user confirmation through push
notifications, facial recognition, or EEG signals. These inter-
action models limit visible credential exposure and reduce
reliance on terminal-based entry, thereby avoiding many vul-
nerabilities seen in login-terminal OTP workflows. While
this mitigates risks like shoulder surfing (S1), the dependence
on a trusted device introduces risks if that device is compro-
mised (S4). Most schemes do not offer robust mechanisms
for revalidating user identity or revoking credentials when a
device is lost or stolen. Moreover, schemes relying on bio-
metric still images or audio inputs—such as Minakova and
Mansurov’s [92]—may be tricked via social engineering (S3)
if blind users are deceived into granting access with slightly
altered malicious links. Similarly, 2FMA-NetBank [101] per-
mits OTP-based input, making it vulnerable to shoulder surf-
ing (S1), malware interception (S2), and phishing attempts
(S3). MP-Auth [87] and oPass [120] are also exposed to mal-
ware risks (S2), as malware could forward captured login data
or OTPs to attackers. Furthermore, schemes like DAMFA [93]
and Minakova and Mansurov [92] do not enforce strict service-
level credential isolation, leaving them open to cross-service
exploitation (S7) if identifiers are reused across platforms.
Among the schemes evaluated, several stand out for im-
plementing strong protections across a wide threat spectrum.
DAMFA [93] and Biatas et al. [23] combines decentralized au-
thentication, cryptographic safeguards, and user-specific bio-
metric signals to defend against malware (S2), theft (S4), and
downgrading attacks (S8). Alabdulatif et al. [5] and Meher
and Amin [89] further demonstrate how contextual cues such
as proximity, registered device checks, and location verifica-
tion enhance security, particularly against concurrency (S5)

and fatigue-based (S6) attacks. Although most schemes in
this category avoid concurrency and fatigue risks due to their
non-repetitive, biometric, or contextual workflows (e.g., not a
push based authentication), there are exceptions. For instance,
ImageOTP [43] requires visual comparison across devices,
increasing cognitive load and susceptibility to fatigue-related
errors (S6) (e.g., a victim might become mentally fatigued and
randomly click an image, potentially matching the attacker's
image and allowing unauthorized access). MP-Auth [87] also
remains vulnerable to concurrency attacks (S5), where users
could unknowingly authorize malicious logins during simul-
taneous login attempts. These outliers emphasize that even in
interaction models designed for usability, attention must be
paid to fallback paths and user decision flow. Finally, these
examples indicate that while user-assisted verification avoids
many input-based threats, its security depends heavily on de-
vice trust, biometric robustness, inter-service isolation, and
the inaccessibility faced by blind and visually impaired users
(e.g., a screen reader’s inability to distinguish slightly altered
malicious links from legitimate ones).

Security Analysis of Automatic Verification Schemes.
Schemes in this category typically automate the authenti-
cation process using Bluetooth, ambient sound, or proximity-
based signals, requiring the 2FA device to be physically near
the login browser. This automation simplifies user interaction
and eliminates the need to manually input credentials, but it in-
troduces distinct security challenges. Because authentication
is triggered passively, these schemes are exposed to shoulder
surfing risks (S1), particularly in public settings where an
attacker in close proximity could exploit ambient signals to
hijack a session (Section 3.1.2). The reliance on proximity
also makes them susceptible to physical compromise (S4);
if the user’s 2FA device is stolen, an attacker can authenti-
cate simply by placing it near a login terminal. Cross-service
attacks (S7) pose another concern, especially when users
cannot distinguish between legitimate and spoofed login ap-
proaches—an issue exacerbated for blind users if clear instruc-
tions are not conveyed via accessible modalities (e.g., screen
readers). Despite these vulnerabilities, the risk of malware
(82), phishing (S3), concurrency (S5), and fatigue-based at-
tacks (S6) remains minimal in this category, as these schemes
do not rely on user input, push notifications, or interactive
prompts. Their security model relies on spatial proximity,
reducing traditional attack exposure but requiring stronger
protection against physical and environmental threats.

5.1.3 Insights and Lesson Learned on General Schemes

Our cross-category analysis of general authentication schemes
reveals systemic shortcomings in both accessibility and se-
curity for blind and visually impaired users. Login termi-
nal interaction schemes consistently fail to meet even ba-
sic accessibility metrics such as screen reader compatibility
(A1), accessible interface design (A3), and timeout handling
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(A4), while also exhibiting widespread security vulnerabili-
ties—particularly to shoulder surfing (S1), malware (S2), and
fallback abuse (S8)—due to the reliance on terminal input
and decoupled 2FA flows. User assisted verification schemes
show marginal improvements in ease of use (A2) but still lack
interface accessibility (A3) and are often insecure if the de-
vice is lost (S4) or if identifiers are reused across services (S7).
Notably, only a few schemes such as DAMFA [93] and Bi-
afas et al. [23] incorporate multi-layered protections spanning
both accessibility and security dimensions. Automatic verifi-
cation schemes offer better accessibility due to low interaction
needs, supporting A2 and A4. However, their passive design
introduces vulnerabilities to proximity-based threats (S1, S4)
and cross-service confusion (S7), especially without screen
reader-accessible feedback. Another concern is that only 6 of
37 schemes were tested with general participants and only 2
were marked as accessible by them. Together, our findings un-
derscore that none of the categories adequately address both
accessibility and security in a balanced and inclusive man-
ner, indicating a critical need for unified, accessibility-aware
threat modeling in future authentication designs.

5.2 Findings on Dedicated Schemes

5.2.1 Accessibility Findings on Dedicated Schemes

Accessibility Analysis of a Scheme involving Typing on Ter-
minal. Table 3 shows that the scheme involving terminal typ-
ing presents serious accessibility challenges for blind users,
even though it was specifically designed for them, as evalu-
ated using the codebook (Table 1). Longhua’s scheme [77]
uses a TTS agent to deliver decrypted OTPs but still relies on
QR codes and multi-step visual workflows requiring manual
input. While it provides speech-based instructions, the lack
of explicit screen reader support creates uncertainty (Al), so
it is marked as partially met. The absence of an accessible
interface (A3), timeout handling (A4), and user testing (A5)
further limits its overall accessibility (A2).

Accessibility Analysis of Gesture Based Verification
Schemes. Gesture-based authentication schemes developed
for blind and visually impaired users often aim to minimize
visual input by relying on taps, swipes, or haptic feedback.
As shown in Table 3, all of these schemes are easy to perform
(A2), but 3 of 8 show limitations in supporting screen reader
compatibility (A1) and accessible interfaces (A3). However,
the major concerns lie in managing authentication timeouts
(A4) and testing the schemes with real users (AS5). While
BlindLogin [58], ARJUNA [18], and VIBI [17] provide ac-
cessible interfaces and support screen readers (A1, A3), only
VIBI includes timeout management (A4). Schemes like Baner-
jee and Hasan’s [20], TouchIn [121], and Balayogi and Kup-
pusamy [19] require minimal visual interaction but lack screen
reader integration (A1) and timeout handling (A4), limiting
their overall accessibility. Although many of these schemes

reduce visual dependence through gesture-based input, the
absence of usability testing and incomplete implementation
of accessibility features (e.g., structured guidance and timeout
safeguards) highlights persistent barriers for blind users.

Table 3: Accessibility evaluation of dedicated authentication
schemes with respect to metrics from ALESA: Screen Reader
Compatibility (A1), Easy to Perform Authentication (A2),
Accessible Interface (A3), Manage Authentication Timeout

(A4), and User Feedback on Accessibility After Testing (AS).
Category Author/Scheme’s ‘ Al ‘ A2 ‘ A3 ‘ A4 ‘ AS

Name
Schemes involving Longhua [77] O] O]JOJOTJO
Typing on Terminal
Gesture Based Veri- | Banerjee and Hasan [20] O @]J]OJTOTO
fication Schemes
BlindLogin [58] ® & & O O
Balayogi and Kup- [OX JECIHCIES)
pusamy [19]
Caporusso [32] [ K JK JECIK D
ARJUNA [18] e/ @ @ OO
BraillePassword [9] ® & & O O
TouchIn [121] COIK 2K JECIK B
VIBI [17] [ B 3K BK 2ES)
Vibration Based | Alsuhibany [12] OleJOJe] @
Verification
Schemes
OneButtonPIN [66] [ B BN BN 3K J
Behaviour Based Haque et al. [55] Cle[]OCT @] O
Scheme
Special Hardware BendyPass [29] OJOJOJTOTO
Based Scheme

@ : Compliance O : Partial-Compliance O : Non-Compliance

Accessibility Analysis of Vibration Based Verification
Schemes. Vibration-based authentication schemes perform
quite well, as they leverage tactile feedback to support blind
and visually impaired users through non-visual interaction.
OneButtonPIN [66] meets all accessibility metrics by en-
abling PIN entry through vibration counting, requiring no
visual input. Alsuhibany’s scheme [12] uses distinct vibration
patterns for grid navigation, enhancing touch-based interac-
tion, though it lacks screen reader support (Al). Both were
tested with blind participants (A5), confirming accessibility.
Accessibility Analysis of a Behavior Based Scheme. The
behavior-based scheme by Haque et al. [55] demonstrates
promising accessibility due to its passive design. By using
smartphone sensors to capture gait and voice data, the scheme
enables background authentication without active input, sup-
porting ease of use (A2) and timeout management (A4). How-
ever, the lack of screen reader compatibility and accessible in-
terface design (A1, A3) raises concerns, especially during ini-
tialization and pre/post-authentication phases for blind users.
Accessibility Analysis of a Special Hardware Based Scheme.
The hardware-based scheme BendyPass [29] aims to provide
tactile input for blind users but does not mention anything
about its accessibility and thus does not meet any metrics of
ALESA. Although ease of use (A2) was hypothesized, no
practical evaluation was conducted to support this claim.
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5.2.2 Security Findings on Dedicated Schemes

Security Analysis of a Scheme involving Typing on Terminal.
Table 4 shows that, based on our attack scenarios from Section
3.1.2 and the codebook in Table |, Longhua’s authentication
scheme [77] is susceptible to shoulder surfing (S1), malware
(S2), social engineering (S3), physical device compromise
(S84), and cross-service attacks (S7), as the scheme involves
multiple steps with manual OTP entry. Concurrency (S5) and
fatigue attacks (S6) do not target this type of scheme.

Table 4: Security evaluation of dedicated authentication
schemes with respect to metrics from ALESA: Security
Against Shoulder Surfing (S1), Security Against Malware
(S2), Security Against Social Engineering (S3), Security
Against Physical Compromise (theft) (S4), Security Against
Concurrency (S5), Security Against Fatigue Attack (S6), Se-
curity Against Cross-service (S7), Security Against Down-

grading Attack (S8).

Category Author/Scheme’s S1| S2| S3| S4 S5 S6| S7| S8
Name

Schemes involv- Longhua [77] Ol Ol O] O] @] @ O] O

ing Typing on

Terminal

Gesture Based | Banerjee and Hasan | O] O] O] O] @] @] O] O

Verification [20]

Schemes
BlindLogin [58] Ol OO O e @ @ O
Balayogi and Kup- Ol OO O e @ @ O
pusamy [19]
Caporusso [32] o O e O o o & 0
ARJUNA [18] O[O O O] @ @ O] O
BraillePassword [9] Ol O O] O] @ @ O] O
TouchIn [121] o 6 00 & 6 O O
VIBI [17] e 6 60 6 6 O O

Vibration Alsuhibany [12] o O] O] O] @] @ O] O

Based Verifica-
tion Schemes

OneButtonPIN [66] | @] O] O] O @ @ O O
Behaviour Haque et al. [55] oo O0o/0 6/ 0 O O
Based Scheme
Special Hard- | BendyPass [29] OOl O] O] o] ®

ware Based
Scheme

@ : Compliance O : Non-Compliance

Security Analysis of Gesture Based Verification Schemes.
Since gestures can be physically observed or mimicked,
schemes lacking biometric enhancements are vulnerable to
shoulder surfing (S1), and phishing (S3) could be exploited
to collect gesture patterns for later use by an attacker, as dis-
cussed in Section 3.1.2. However, some schemes (2 of 8),
Touchln [121] and VIBI [17], introduce additional param-
eters such as finger pressure, which improve resistance to
imitation-based threats by making gestures harder to repli-
cate precisely. Furthermore, 5 of 8 schemes remain exposed
to cross-service risks (S7) due to the lack of session iso-
lation. These findings suggest that gesture-based schemes,
despite offering non-visual interaction benefits, must incorpo-
rate multi-factor protections and session integrity to mitigate

their inherent observability risks.

Security Analysis of Vibration Based Verification Schemes.
Schemes under this category rely on vibration-based PIN en-
try, which limits visual observability; hence, Alsuhibany [12]
and OneButtonPIN [66] are potentially secure against shoul-
der surfing (S1). However, due to the absence of additional
security layers, these schemes remain vulnerable to other
threats, as shown in Table 4. While concurrency (S5) and
fatigue attacks (S6) may not be able to compromise these
schemes, both remain susceptible to cross-service risks (S7).
Security Analysis of a Behavior Based Scheme. A behavior
based scheme uses biometric patterns, such as gait, for au-
thentication (here Haque et al. [55]), which are unique to each
user, difficult to replicate, and secure against most attacks.
However, cross-service attacks are possible, where the victim
unknowingly performs actions that authenticate the attacker’s
service, mistakenly believing they are completing a legitimate
authentication, as explained in Section 3.1.2 (S7).

Security Analysis of Special a Hardware Based Scheme.
Observations from our attack scenarios, as detailed in Section
3.1.2, applied across each metric from ALESA, indicate that
a scheme we considered in this category (BendyPass [29])
is vulnerable to multiple attacks, as the simple bend gesture
required for authentication can be easily replicated.

5.2.3 Insights and Lesson Learned on Dedicated Schemes

Gesture- and behavior-based schemes generally demonstrate
better performance in both accessibility and security due to
their non-visual interaction models and biometric robustness.
However, a notable and concerning observation is that many
of these schemes—despite being explicitly designed for blind
and visually impaired users—still fail to provide proper screen
reader support or satisfy other critical accessibility metrics.
Only a few schemes meet accessibility requirements and in-
clude tests with blind users (10 out of 13 were tested, but only
4 met accessibility criteria). On the security side, schemes
leveraging biometric traits such as gait or finger pressure offer
stronger resistance to specific threats. In contrast, terminal-
typing schemes perform poorly in both accessibility and secu-
rity, while some schemes—Ilike OneButtonPIN [66]—demon-
strate strong accessibility but lack security protections. These
findings highlight the need to integrate accessibility and secu-
rity holistically—ensuring that secure schemes remain usable
with assistive technologies and that accessible interfaces do
not introduce new security vulnerabilities. This gap under-
scores an important area for researchers to address in design-
ing inclusive and resilient authentication systems.

5.3 Broader Takeaways and Lesson Learned

Below are the key takeaways and lessons from our evaluation:

* Despite a broad user focus, general authentication schemes
often overlook specific user groups, particularly blind users.
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* Although automated schemes offer some accessibility (eas-
iness and timeout management), they remain vulnerable to
shoulder surfing, device theft, and concurrency attacks.

* While authors of schemes specifically designed for blind
and visually impaired users often claimed resistance to
shoulder surfing, our analysis revealed that most still ex-
hibited such vulnerabilities—including shoulder surfing
itself—and lacked clear mention of accessibility features
like screen reader compatibility or accessible interfaces.
Worryingly, even user study participants did not rate these
schemes highly for accessibility.

* Dedicated schemes (e.g., gesture- and vibration-based)
generally perform better in terms of accessibility but
often lack security protections. In contrast, general
schemes—especially those using user-assisted verifica-
tion—tend to offer better security but consistently fail to
meet key accessibility metrics defined in ALESA.

* Many vulnerabilities in both general and dedicated schemes
arise from how users interact with authentication through
screen readers (e.g., not communicating service info could
lead to cross-service attack).

6 Discussion

Limitations. While our study offers valuable insights into the
accessibility and security vulnerabilities associated with vari-
ous academic authentication schemes, we acknowledge poten-
tial limitations in our approach. In our research, we analyzed
schemes for accessibility findings and critically observed the
authentication workflow for each scheme, evaluating them
based on the screen readers' assisted speech-based output
scenario instead of an extensive evaluation with other accessi-
bility devices used by blind and visually impaired users, such
as Braille. However, it is important to note that screen readers
remove the need to use specific hardware-based interfaces like
Braille for blind and visually impaired users, and we also keep
the ALESA framework open for future researchers to ana-
lyze schemes with other assistive technologies. Running the
evaluation on the implemented environment for the schemes
is not possible as they are not available by the author.

Techniques to Improve Accessibility and Mitigate Risks. This
investigation indicated numerous accessibility issues and se-
curity risks that can be mitigated via proper actions by the
authentication designer and the screen reader developer. One
potential practical solution is an authentication scheme that
minimizes the impact of physical observation and eliminates
the need to type on a terminal. While an on-screen accessible
drawing interface is a possibility, it should be combined with
behavioral patterns, such as drawing rhythm, which is unique
to each individual, to strengthen its defense against device
theft and shoulder surfing. Additionally, encrypting creden-
tials at the time of drawing on the terminal with bidirectional
validation between the 2FA device and terminal can mitigate
social engineering, concurrency attacks, cross-service attacks,

and malware risks. Furthermore, integrating Al into screen
readers to detect phishing attempts, identify malicious links,
and analyze network traffic with the help of OS-level support
to flag multiple and concurrent push prompts—can help miti-
gate key risks. Different stakeholders—such as designers of
future authentication schemes, blind and visually impaired
users, relevant organizations, and security/ accessibility re-
searchers—can use our ALESA framework to evaluate their
systems for both accessibility and security by following our
methodological approach and applying the codebook from
Table 1, which can help uncover broader issues early on and
serve as a crucial step toward informing user studies for de-
signers, providing key insights into security and accessibility
for researchers, and raising awareness among users.

Future Work. Future research should extend the evaluation
to real-life authentication schemes to validate our findings in
practical contexts. This could involve collaboration with tech-
nology companies to access and test their systems comprehen-
sively. Further studies should also explore the intersection of
accessibility and security for other user groups, such as those
with cognitive disabilities or motor impairments, to develop a
more inclusive framework. Additionally, incorporating the de-
velopment and integration of screen reader technologies in au-
thentication schemes is crucial for enhancing accessibility for
blind and visually impaired users. Longitudinal studies could
assess how updates and changes to authentication schemes
impact their accessibility and security over time. Finally, de-
veloping new schemes that inherently balance accessibility
and security could lead to effective and inclusive solutions.

7 Conclusion

This study underscores the significant security and accessi-
bility challenges faced by blind and visually impaired users
in academic authentication schemes. Our research reveals
that many popular schemes fall short of meeting the acces-
sibility and security needs of this demographic. We devel-
oped ALESA framework to systematically evaluate these
schemes, uncovering issues like poor screen reader compat-
ibility, complex operations, and various security vulnerabil-
ities. The findings highlight the urgent need for secure and
inclusive authentication mechanisms. Future research should
validate our findings in real-world contexts, collaborate with
tech companies, and focus on developing balanced authenti-
cation schemes that address both accessibility and security.
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Ethical Considerations

Although our research highlights significant security and ac-
cessibility challenges, its ethical foundation lies in the inten-
tion to enhance digital inclusivity and safety. By addressing
the overlooked needs of blind and visually impaired users, we
aim to raise awareness and promote research toward accessi-
ble, secure authentication methods. This work advocates for
inclusive technological progress that protects all users.

Open Science

In adherence to open science principles, this paper sys-
tematically evaluates academic authentication schemes for
blind and visually impaired users using public domain re-
sources. Its primary contribution is the ALESA framework,
designed to assess both accessibility and security and trans-
parently presented in the manuscript to ensure reproducibil-
ity. The study evaluates 50 academic papers selected based
on methodological rigor, relevance, citation count, and pub-
lication venue. While it does not produce experimental ar-
tifacts or software, it shares key analytical artifacts, includ-
ing the list of selected schemes based on the above criteria
and the application of ALESA on schemes—available at:
https://doi.org/10.5281/zenodo.15612034. ALESA can be
extended to future schemes, adapted for other disabilities (e.g.,
dyslexia), and applied with assistive technologies like braille
displays, thereby supporting open science, collaboration, and
the development of inclusive, secure authentication systems.
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